Understanding Wireless LAN Bridges

Feb. 28th Webcast: IT Portfolio Rationalization. Arm Yourself w/ Knowledge Required to Create & Sustain IT

JEARTHWEB

Value.

Access FREE Tools from the Cisco Mobility Solutions Resource Center:

Overview:
Cisco Unified Wireless Network

Forrester Research Study:
Investing in Mobility Services

Webcast:
Mobilizing Your Workforce

Webcast:
Unleash the Power of Mobility

Solution

i

PLANET,

The source for Wi-F Busingss & Technolog

Mews | Heviews | Insights | Tutorials | VWilMax

internet.com| /

Essential Wi-Fi Research
Now Available!

802.11 Wireless LAN
Security: Usage
Expectations, & Strategies for
the Future

More Research

Subscribe Now!

Wi-Fi Planet.com's Daily
Newsletter

[ html * O text

|your-email-addre|

More Free Newsletters

Wi-Fi Glossary
Find a Wi-Fi Term

Wi-Fi® is a
registered
certification mark of
the Wi-Fi Alliance

Travel ldeas:

VolP | HotSpots

Webcast: Clearing Up Cluster

Confusion. Learn about the

business benefits of true storage
clusters and how different solutions

align to various applications for
organizations of all size.

U tOLIALS;

Understanding Wireless
LAN Bridges
By Jim Geier

January 3, 2003

A ccess points are by far the
Ipri mary components in wireless
LAN infrastructures. The 802.11
standard defines an access point as
a communication hub for users of
a wireless device to connect to a
Iwired distribution system, such as
an Ethernet network. Access points
also play amajor rolein providing
better wireless security and control
of usersin the shared radio
environment.

Several vendors offer what they
refer to aswireless LAN bridges,
hich are somewhat different from
access points. The 802.11 standard
doesn't specifically definea
bridge, so let's take a closer look at
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hat these bridges provide.
e

IBridge Basics cisco

f‘—
\
The industry-accepted definition of
a bridge is a device that connects >> Wi-Fi Planet Marketplace

ftwo networks that may use the o
same or adifferent Data Link ot ,B{.ImbleBeE &
Layer protocol (Layer 2 of the OSI Wi-Fi / WiMAX / RFID
Model). Bridges have been in use Interference Analysis
for decades, especialy with wired
networks. Remote bridges, for
example, are generally at each end
of a point-to-point link, such as
those that interconnect two
buildings. Other bridges within a
local network may connect two
different networks types, such as
Ethernet and Token Ring.

WEBINAR — Muni-WiFi
Networks

Easy to use
WiFi Spectrum Analyzer

RELATED ARTICLES

Linksys Wireless Ethernet Bridge

D-LinkAir Wireless Network 2.4GHz Ethernet-to-
Wireless Bridge

RadioLAN Adds 802.11a to Bridge

Philips to Bridge Bluetooth to WLANs

LAN bridges have ports that
connect two or more otherwise
separate LANSs. The bridge
receives packets on one port and re-
transmits them on another port. A
bridge will not start re-
transmission until it receives a
complete packet. Because of this, stations on either side of a bridge can transmit packets
simultaneously without causing collisions.

Some bridges re-transmit every packet on the opposite port whether or not the packet is heading to a
station located on the opposite network. A learning bridge, which is more common, examines the
destination address of every packet to determine whether it should forward the packet based on a
decision table that the bridge builds over time. This increases efficiency because the bridge will not
re-transmit a packet if it knows that the destination address is on the same side of the bridge as the
sending address. Learning bridges also age address table entries by deleting addresses that have not
fbeen heard from for a specified amount of time.

IBridges vs. Access Points

A ccess points connect multiple users on awireless LAN to each other and to awired network. For
lexample, 20 users equipped with 802.11 network interface cards (NICs) may associate with asingle
access point that connects to an Ethernet network. Each of these users has access to the Ethernet
Inetwork and to each other. The access point here is similar to a bridge device, but the access point
interfaces a network to multiple users, not other networks.

Bridges, though, connect networks and are often less expensive than access points. For example, a
ireless LAN bridge can interface an Ethernet network directly to a particular access point. This
may be necessary if you have afew devices, possibly in afar reaching part of the facility, that are
interconnected via Ethernet. A wireless LAN bridge plugs into this Ethernet network and uses the
802.11 protocol to communicate with an access point that's within range. In this manner, a bridge

enables you to wirelessly connect a cluster of users (actually a network) to an access point.

Types of WLAN Bridges
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Understanding Wireless LAN Bridges

. Basic Ethernet-to-Wireless. Thistype connects directly to a single device via an Ethernet
port, and then provides a wireless connection to an access point. These types of connections
offer asubstitute for aradio NIC; making it useful when the device, such as a printer, PC, or
video game console, has an Ethernet port and no 802.11 NIC. For example, D-Link offers an
802.11b compatible Ethernet-to-wireless bridge, model number DWL-810, for about $115. In
some cases, you may have no way of adding awireless NIC, which makes a basic bridge the
only way to go wireless.

Workgroup Bridges. Workgroup bridges are the answer for connecting wireless networks to
larger, wired Ethernet networks. Essentially aworkgroup bridge acts as awireless client on
the wireless LAN and then interfaces to awired network. The wired side may connect
directly with asingle device (like an Ethernet-to-Wireless bridge) or to an Ethernet hub or
switch that connects multiple devices. Generally, aworkgroup bridge offers higher-end
management and security utilities (with higher prices) as compared to a basic bridge. 3Com
and Cisco offer 802.11b workgroup bridges, with prices of $349 to $629, respectively.
Access Point / Wireless Bridge Combos. Some vendors offer access points that you can
configure as a bridge, but not both at the same time. Linksys has this capability in their
WAP11 Access Point. This access point can operate in point-to-point and point-to-multipoint
bridge mode. Like any wireless bridge, the WAPL1 lets you wirelessly connect two or more
Ethernet LANSs together. Other vendors such as Cisco and Proxim also offer the combo

version of access points.

\Wireless bridges are avery practical, easy, and in most cases inexpensive way to connect Ethernet
LANSs or extend the range of existing WLANS. They are quick to set up and easy to configure,
making them an ideal choice to quickly set up voice and data networks.

Jim Geler provides independent consulting services to companies devel oping and deploying wireless
network solutions. He is the author of the book, Wireless LANs (SAMs, 2001) and offers computer -
based training (CBT) courses on wireless LANS.

Join Jim for discussions as he answers questionsin the 802.11 Planet Forums.
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