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Introduction

1 Introduction

1.1 Abo

Congratulations on choosing your Mako 6500 appliance. Your appliance may also be referred to as
the Customer Premise Equipment (CPE) or simply Mako.

Your Mako is managed remotely by Mako Networks via a web server, using your standard broadband
Internet connection and the Mako Networks Central Management System (CMS).

The CMS uses a standard web browser interface for personal configuration and reporting, providing
enterprise level control over your connection; giving you freedom to manage and monitor your
business network over any Internet connection, anywhere. Refer to the appendix, Overview, for a
general overview of your new device.

ut this Product Handbook

This handbook provides a guideline for using the Mako 6500 appliance in a standard
configuration environment.

1.1.1  Naming conventions and audience

The intended audience for the guide is the actual end user of the Mako System, you.

Note: For the remainder of this user guide, the Mako 6500 appliance will be referred to as the Mako and
the Mako Networks Central Management System as the CMS. Any personal device using the Internet to

connect

to the CMS will be simply referred to as a PC regardless of type.

H

It also needs to be noted that the CMS is integral to the Mako and this user guide should be
complemented with the Mako CMS configuration and reporting user guides. Your Mako and CMS
are referred to as the Mako System, see Figure 1, below for additional information on the Mako
System, visit http://www.makonetworks.com/sys.html.

Mako System
aﬁllf Provides real time management,
reporting and proactive security

osted Central

Management
System (CMS)

Mako 6500 - Customer
Premise Equipment (CPE)

Mako Central
Management Servers

Network

Figure 1: The Mako System
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Unpacking, connection and power up

2 Unpacking and Connection

Opening the carton you should find the following items:
*  Your Mako and its base
e Apower cord and a DC power adapter
e 2x(Cat-5 Ethernet cable (1 red and 1 green)
* RJ-11 ADSL cable (regional specific)
* 3Gantenna (for the 3G model only)
*  Two Wireless LAN Antennas

*  USBKey - only supplied in some locations

2.1 Placement

Figure 2: Mako Appliance Placement

Place the Mako in a convenient spot adjacent to your LAN hub or switch and the incoming
Internet connection. The location should preferably be off the floor, out of direct sunlight and
adequately ventilated, with a compatible power socket available.

2.1.1  Placement (3G models only)

Avoid placing your Mako 6500 appliance near devices that may cause radio interference with the
mobile data signal such as microwave ovens, cordless phones etc. You also need to avoid placing
your Mako in an area that will inhibit reception from the cellular tower. Items and obstacles that
can inhibit reception include washers, dryers, refrigerators, metal cabinets and especially any
water filled items, such as tubs of water, aquariums, water heaters etc.

N\

e Important: 3G models must be operated in a location that is out of immediate proximity to any
person for extensive periods, a safe distance is 20cm or more, see paragraph 7.3
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Unpacking, connection and power up

2.2

What Goes Where

After unpacking and placing your Mako, you need to connect the various bits and attach the
relevant cables. Figure 3 and its associated table detail all possible connections to the rear of
your Mako.

Note that the items highlighted in red box apply to the 6500-A2/3G models only. Do not connect any of
these items yet, it's important to follow a connection sequence, see chapter 2.3 Connection sequence.

1

Figure 3: Mako 6500 Rear Panel

Key Item Description
1 +12VDC DC power socket - (use only the supplied power supply). DO NOT plug this in now.
2 LAN1 Port Ethernet - Connects to an Ethernet-equipped computer, hub, or switch using the supplied
RJ-45 cable connection. The Red LAN 1 connection is typically the PCl connection.
Ethernet - Connects to an Ethernet-equipped computer, hub, or switch using the supplied
3 LAN 2 Port .
RJ-45 cable connection.
4 USBPort For use with the enclosed USB key. Your installer needs this to complete installation in
some areas. Don't plug it in unless requested to do so. If in doubt, check with your installer.
5 SIM A 3G capable SIM card, activated and ready for data. Not supplied by Mako Networks.
6 ADSL Port Use the provided ADSL cable to connect your Mako to the appropriate outlet. This could
be to a filtered phone jack (filter not supplied) or a dedicated ADSL outlet.
Wireless
7 LAN To connect the antennas, screw them clockwise into the threaded connector.
Antennas

8 3G Antenna

To connect the antenna, screw it clockwise into the threaded connector.
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Unpacking, connection and power up

2.3 Connection sequence

(Use Figure 3 as a reference)

1.

2
3
4,
5

6.

Connect the supplied cables to their corresponding sockets on the Mako.

Connect the Power Cable to the mains supply — Not to the Mako at this stage.

Connect the ADSL Cable to the network service provider’s termination point (Jack Point).
Insert the 3G Sim card provided by you service provider. (3G model only)

Attach the external antenna. (3G model only)

Connect the LAN Cables to your network’s hub or switch.

T*' > DO NOT TURN YOUR MAKO ON AT THIS STAGE!

l.e. Do not plug the power cable into the rear of the Mako.

If this is the first time you are using your Mako, place the supplied USB Key in the USB port
at the rear of your Mako - If your Mako was not supplied with a USB Key you do not need one in
your location and can skip this step, however it is advised to check with your installer.

on.

Note: There is no on / off switch. To turn on the Mako, simply plug in the low power 12VDC cable into the
back of your Mako. Do not plug this in now, see section 3 Turning on for details on switching your Mako

2.4 Additional items required for installation

Before getting started, make sure you've received an email with your Mako username, access
code, and management server URL. You'll need these later to access the Mako Networks Central
Management System.

You may need to download a special configuration file from the Mako Networks CMS to
complete the installation of your Mako 6500 appliance. Your reseller will inform you if this file is
needed, and provide instructions on how to obtain the file from a secure website.

Note that your Mako has no buttons to press or switches to flip. All interaction with your Mako
happens via the secure CMS. You'll need to log into the website to make any changes to the
appliance configuration, view reports, or perform user administration.

There are a few special circumstances to be aware of:

HUB OR SWITCH PORT

If your office network has three or more devices, a switch will be required. Your existing
office network switch needs to have a spare RJ-45 connection Port available for the
Mako; if not, you need to either upgrade your existing hardware to increase the
available Ports, or install an additional hub or switch. This is not the responsibility of
Mako Networks or your reseller.

DIRECT CONNECTION TO A COMPUTER

If you are connecting directly to a computer can use the supplied or any standard
Ethernet cable.

Note: A crossover cable isn’t required as this is automatically switched by the Mako hardware.

POWER SUPPLY

A spare standard AC power mains socket outlet, 220V or 110V is required, the power
supply is auto switching. It's recommended using a surge protection unit, not supplied,
for the mains connection.

ESSENTIAL ITEMS
6500-A2 and 6500-A2/3G Model:
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Unpacking, connection and power up

* Anactive Internet connection
* Adedicated ADSL output or filtered phone jack, (ADSL filer not supplied).
6500-A2/3G Model only:

* A 3G capable SIM card, activated and ready for data. The Mako also needs to be
within your provider’s 3G coverage and in a location that doesn't interfere with
the 3G reception. Avoid placing your Mako near devices that may cause radio
interference with the mobile data signal such as microwave ovens, cordless
phones etc. You also need to avoid placing your Mako in an area that will inhibit
the reception from the cellular tower. Items and obstacles that can inhibit
reception include washers, dryers, refrigerators, metal cabinets and especially
any water filled items, such as tubs of water, aquariums, water heaters etc.

All Models:
e A PCwith a web browser installed.

*  For connection to a PC, you can directly connect to either of the Mako’s LAN
ports.

Refer to Appendix 3 on page 13 for additional information and considerations when Connecting
to your ADSL or 3G service.

2.5 Sample connection

The network diagram below illustrates a typical Mako installation. LAN1 and LAN 2 are separate
networks, e.g. office and EFTPOS, or office and servers. Use of LAN 2 is optional, as is LAN
separation, i.e. 8 office PCs could be connected to both ports using two 5 port switches.

In a merchant environment, one network will be reserved for payment terminals. Chapter 3
onward illustrates how to physically connect your Mako to your networks.

Mako Central
Management Servers

\
|
I
|
|
|
|
|
|
|
|
i
|
|

Mako 6500

. - Mako 6500

Merchant's Head
Office Server

Merchant with POS over IP
Figure 4: Typical connection to a Mako 6500
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Unpacking, connection and power up

3 Turning on

Figure 5: Mako 6500 Front panel

Power up your Mako by plugging the power adaptor into the DC power socket at the rear. Now
observe that status of the front panel LEDs.

There are ten “LED" indicators, for now we only need be concerned with four of these:

e POWER
e TX/RX
e LINK

* READY

When turning on for the first time, your Mako will go through a self-configuration process in the
sequence detailed below.

Step LED and status
Power TX/RX LINK Ready
1. Your Mako will establish a connection with Flash
the local exchange and the LINK LED will |
change from flashing to solid when this is On off v off
complete. On

2. After a connection is established with the
exchange the Mako will connect directly to the
CMS to download its configuration. The DSL's on Flash On Off
TX/RX LED will flash during this download to
indicate activity.

3. Once the profile has been downloaded from
the CMS, the READY LED will illuminate,
indicating that your Mako finished its
configuration process and is ready to be used.

On N/A On On

During Step 2 it's vital that this download is completed before power is removed from you Mako.
If power is removed during this process, you Mako will have to be returned to you reseller for
reconfiguration. The POWER LED should be on while download of the secure profile takes place.

Note: Allow up to ten minutes for the LINK LED to illuminate and your Mako to be ready for use.

I

& ! \, DONOT unplug the power for any reason after first powering up your MAKO for at least 20min
after the initial power up.
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Unpacking, connection and power up

3.1 Front Panel LEDs Overview

These LEDs will only be used for diagnostics and configuration.
needn’t worry about the status of these LEDs.

During normal operation you
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Figure 6: Front Panel LED overview
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Key Name On Off Flashing
Indicates that the Mako is
1 Power connected to a power Mako is off
source
2 TX/RX Internet data activity
An active and established ch:)nazttion or A DSL connection to
3 LINK DSL connection to your . . your service provider
. . service provider . . .
service provider during configuration
outage
4 TX/RX Data activity with LAN 1
5 LAN 1 Link is present with LAN 1
6 TX/RX Data activity with LAN 2
7 LAN 2 Link is present with LAN 2
8 WAN 1 The Mako has established DSLisn’t PPP is connecting. Slow
a connection to your ISP connected flash — DSL is training
9 READY All Mako services are
(ADSL Only) ready to operate
WAN2 The Mako.has established Mobile data not Dial tone established.
9 G onl a connection to your ISP connected Slow flash — unable to
(3G Only) and the Mako is ready establish a dial tone.
10 ERROR An error condition exists

Refer to Chapter 5.2 Diagnosing the Mako 6086-A2 Panel Indicators on page 14 below for details
on error messages relayed through these Panel LEDs.

3.1.1 Connected Status

When the LINK, WAN and READY LEDs are glowing, your Mako is connected to the Internet and

ready for use.

Mako 6500-A2 and A2/3G Product Handbook v.1.2
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Unpacking, connection and power up

3.2 Testing

You can test whether you have Internet communications established by opening a web browser
on one of your office PCs and accessing two or three websites. For example, a news website (e.g.
www.cnn.com) or a search engine (e.g. www.google.com).

If you are having difficulties, do try more than one website, as they are sometimes “off the air” for
various reasons of their own. If web-browsing services work, then Internet access is functional
and all other services should be available.

3.3 Possible problems and their symptoms

For a detailed list of possible problems and suggested solutions refer to chapter 5
Troubleshooting on page 13.
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Unpacking, connection and power up

4 Login

Open your Web browser browse to your Mako Management website (a link to this is provided on
the e-mail sent to you with your user account details), depending on your browser software and
press Enter. Click the Customer Login button on the top right of the window.

.
| )’;’D mEE 5% anfauot PTG L | EOL T"“""'SP" Aot okt me| s Cot LS 4‘:"5'"'"8““"'". o | Y= For Business | For Partners | For Telcos/ISPs | About Mako | ContactUs | Customer Login o
(asossarn) (oo

Welcome to Mako Networks plea ake your selection below... |

oL

For Partners For Telcos/ISPs

1 ©2008 Mako Neworks | Privacy & Legal | Contacis Mako nervorss

Privcy & Logal

Figure 7: Mako Networks Home Page & Login Windows

4.1 Llogin

To administer your Mako, Login to the Mako Networks CMS by entering your user name and
password and then clicking the Login button. The process is detailed in the CMS Setup and
Configuration Guide.

4.1.1 Considerations

NOTE: You must accept Cookies to access the Mako Networks website, and you must have JavaScript
enabled. These properties are set in your browser preferences.

*  While accessing the Mako Networks website, your browser will be switched into a secure
mode, known as SSL (Secure Socket Layer) — https://, in which traffic between the
browser and the Central Management Servers is encrypted.

Encrypted Encrypted

\ i w
Browser
Mako 6500 Mako Central
@ Management Servers
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Troubleshooting

5 Troubleshooting

The website provides you with detailed help on obtaining reports on your traffic, updating the
configuration of your Mako, and updating your customer details.

Your Secure Customer Login:

Web Site: http://www.makonetworks.com
,@ | For Business | For Partners | For Telcos/ISPs | About Mako | Contact Us || Customer Login ,] o
o L A L A A = L l -
(_Mako Search )
Mako Networks Login.

Username:
Secured,

® 2
Password: @"B;“‘

Forgot Password? 2010-05-2
P
(Login)

Mako NETWORKS

| ©2009 Mako Networks | Privacy & Legal | ¢ | GPL Compliance |

Figure 8: Customer Login
1. Click Customer Login
2. Enter your UserName and Password

3. Click Login or press Enter
5.1 What to do if:

5.1.1 YOU LOSE YOUR SECURE CUSTOMER PASSWORD
It is vital that you take great care of your password.
* Ifyou lose the password you are unable to obtain help from the website, obtain traffic

reports, or update your Firewall configuration.

* Ifthe password is exposed to a third party, your computer network immediately
becomes insecure and is at risk from an attack.

You must follow the Forgot Password? link on the Mako CMS to create a new password
for your account. A temporary access code is issued to your email address to confirm
your request. You must contact your Reseller if you have changed email addresses.

5.1.2  YOU LOSE YOUR ADSL CONNECTION

You may lose your ADSL connection for a number of reasons; including telecommunications
network provider problems and equipment failure.

However, you can still access the Web Site using any available Internet connection and web
browser software.

*  The Web Site is specifically designed to work acceptably over ordinary modem
connections, though of course data transfer will be slower than over your ADSL
connection.
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Troubleshooting

e The Web Site has also been checked for compatibility against Internet Explorer versions
7.0 and later, Firefox versions 2 and later and several others.

* A problem on the ADSL line. If you believe that the line is at fault, please contact your
Internet Service Provider Help Desk for status information on the circuit. They will work
in conjunction with the network service provider to resolve the problem.

* Afaulty profile, if the configuration profile of your Mako Appliance has recently been
changed. Another possibility is that the network gateway configuration of your office
PCs has been changed. If you believe the problem is with the Mako the please contact
your reseller, who will be able to check the status of the appliance and verify the profile.

Some PCs on your office network can access the Internet, others cannot. Or perhaps
some services work but others do not. Both of these indicate a faulty configuration of
the network and/or PCs in your office. If you believe the problem is with the
configuration of the network and/or PCs in your office, then please contact your site
support organisation.

5.2 Diagnosing the Mako 6086-A2 Panel Indicators

5.2.1 Power Indicator

Symptom
*  Power indicator doesn’t illuminate after power on.

Probable Cause
* DC power supply may be defective.

Possible Solutions
*  Check for any loose connections.
e Ensure that there is power from the outlet by plugging in some other device.

e Ifall of the above fail to resolve the problem contact your reseller.

5.2.2 LINK Indicator
Symptom

* LINKindicator doesn't stop flashing after power on.

Note: Allow up to 10 minutes for the Mako to configure when first powering up.

Probable Cause
*  The Mako or ASDL cable may be defective.
*  Your ISP may be having a temporary outage.
Possible Solutions
e Check for any loose connections and ensure that the cable is connected at both ends.
*  Examine the cable and look for any obvious defects.

e Ifall of the above fail to resolve the problem contact your reseller.

5.2.3  DSLTX/RX
Symptom

e Thisindicator is unresponsive, i.e. it's not flashing. This is an indication that there is no
ADSL data activity.

Probable Cause

*  The Mako or ASDL cable may be defective.
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Troubleshooting

*  Your ISP may be having a temporary outage.

Possible Solutions
e Check for any loose connections and ensure that the cable is connected at both ends.
*  Examine the cable and look for any obvious defects.

e Ifall of the above fail to resolve the problem contact your reseller.

5.2.4 LAN 1 and LAN 2 Indicator
* Thisindicator doesn’tilluminate.
Probable Cause
*  The Mako or LAN cable may be defective.
Possible Solutions
e Check for any loose connections and ensure that the cable is connected at both ends.
*  Examine the cable and look for any obvious defects.

e Ifall of the above fail to resolve the problem contact your reseller.

5.2.5 ERROR Indicator - PPP Authorisation error

e This indicator illuminates for 5 seconds then flashes 3 times (or 4 depending how you
count), then repeats.

Probable Cause
* Incorrect configuration.
* Incorrect PPP username and/or password.
Possible Solutions
*  Double-check the username and password on the configure Internet page.

* Ifthe above fails, contact your reseller.

5.2.6 ERROR Indicator - PPP Timeout

e This indicator illuminates for 5 seconds then flashes 5 times (or 6 depending how you
count), then repeats.

Probable Cause

* This error indicates that a connection was made to the server, but there was no response
from the server and timed out.

o There could be a problem with your ISP's network.
o There could be communications problem caused by heavy line noise.

Possible Solutions

*  Contact your ISP and ask them to check your connection and also ask them to perform a
line noise test.

e Ifall of the above fail to resolve the problem contact your reseller.
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Specifications and Regulatory Information

6 Product Specifications

6.1 Hardware Specifications

Processor 500Mhz - Low power - 32 bit AMD

System Memory 256MB

Storage 128MB

LAN Interface 2xRJ11 10/100Mbps ports

Chassis Dimension 218%x218x40mm (L x W x H)

Power Supply External 100-240VAC Input (50 or 60Hz) 12VDC output
Operating Temp. +5Cto+40C

Humidity 10% - 90% relative, non-condensing

6.2 Interface Specifications

1xADSL2+ (RJ11) ITU G.992 ADSL 1/2/2+ port (Main WAN interface)
2xEthernet (RJ45) 10/100Mbit fast Ethernet ports

1 power socket 12VDC input for supplied external power supply

1 USB For support functions, i.e. configuration and security updates

6.3 Compliance Specifications

ADSL Standards ANSIT1.413i2,1TU: G.992.1 G.dmt (ADSL1),
G.992.3 (ADSL2), G.992.5 (ADSL2+ Annexes A & M)

2G Standards* GSM, GPRS, EDGE

3G Frequencies* 850, 900, 1800, 1900 MHz

3G Standards* UMTS WCDMA / HSDPA / HSUPA

3G Frequencies* 850, 900**, 1900, 2100 MHz

Network Protocols PPP over ATM (RFC 2364 PPPoA)

PPP over Ethernet (RFC 2516 PPPoE)

Bridged Ethernet over ATM (RFC 1483 / RFC 2684)

Electromagnetic EN55022 - CSPIR 22 Class B (EMCQ)
Compliance Standards  EN55024 - CSPIR 24 (Immunity)
FCC Part 15 Class B

Safety Standards IEC 60950, EN 60950 & AS/NZS 60950
Australian Telecoms AS/ACIF S041 & AS/NZS S043
European Telecoms ITU-T G.992.3 & G.992.5 (Annex A & M)

New Zealand Telecoms PTC 273 (ADSL Modem)

US.A FCC part 68 - pending

Environmental Lead Free and RoHS Compliant

* 3G Model only. ** Not available on all models.
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Specifications and Regulatory Information

6.4 Panel LEDs

POWER Green Illuminates if power is connected.

TX/RX Green Monitors ADSL data activity. Flashing indicates data flow.

LINK Yellow Status if the ADSL or 3G link is active.
Flashing when training. Solid when DSL or 3G link is active.

TX/RX Green Monitors the ETHO data activity.

LAN 1 Yellow Signals an active ETHO link. Illuminates when link present.

TX/RX Green Monitors the ETH1 data activity.

LAN 2 Yellow Signals an active ETH1 link. Illuminates when link present.

WAN Green PPP or main WAN interface is ready and has established a connection.
Illuminates when PPP connected.

READY Green Illuminates when all internal devices are ready to operate.

(ADSL)

WAN2 Green Illuminates when the Mako has established a connection to your ISP and the

(3G) Mako is ready.

ERROR Red Illuminates when ERR condition exists (PPP Error).

LCP Timeout Sending ConfigRequests.
Authentication Failure.

6.5 Modem Specifications

Compliant with ADSL, ADSL2/2+, Annex Annex-A & M and supports PPPoE, PPPoA,
Bridged Ethernet.

ADSL2+ supporting fast downloads with speeds up to 25Mbps*.

Supports Annex A & M allowing uploads at speeds up to 2.5Mbps* (Annex M) and
1Mbps* (Annex A).

* Note: Speeds indicated are for ideal conditions, actual maximum speeds will vary.

6.6 Feature Summary

Dual LAN with DHCP and static routes

Dynamic DNS support

Centrally managed, automatic software updates, 24x7 monitoring, advanced
diagnostics and syslogs

Remote office access and easy VPNs

VPN - 20 concurrent IPSec, 10 concurrent PPTP

Control over internet access - traffic threshold management, high usage
notifications and worm alerts

Enterprise level security with inbound, outbound, intranet and VPN Firewall
Detailed online traffic reporting - usage, PC, Type and Remote VPN
Optional PCI DSS compliance and Guardian content filtering

Flexible in orientation — Flat or upright
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Specifications and Regulatory Information

7 Regulatory Information

7.1 Safety Notices

{ ! s IMPORTANT! When using your Mako, these basic safety precautions should always be
followed to reduce the risk of fire, electric shock, and injury to persons, including the following:

* Read all of the instructions listed here and/or in the user manual before you
operate this device. Give particular attention to all safety precautions. Retain
the instructions for future reference.

* To prevent fire or shock hazard, keep your Mako away from water or damp
environments such as wet basements. Do not place objects filled with liquids,
such as beverages, cool drinks or vases on the appliance.

* Ifusedin an area of intense thunderstorms, please ensure it has been
connected through surge protection equipment.

*  Observe all warning and caution symbols that are affixed to this appliance,
specifically the power supply unit.

* To prevent the risk of fire and electric shock, only use the cables supplied with
your Mako. If an alternate telecommunications cord is to be used, use No.26
AWG or larger.

*  There are no User Serviceable Parts inside your Mako, do not attempt to open
the unit. Repairs may only be performed by authorised service personnel.

7.2  Radio Interference

This is a class B product and is safe to use in a domestic environment without causing
any radio interference.

7.3 3G Radio Interference

The 3G version complies with NZS 2772:part 1:1999 Radio Frequency Fields New
Zealand Standards.

This equipment incorporates a radio transmitting device. In normal use, a separation
distance of 20cm will ensure radio frequency exposure levels complies with the
Australian and New Zealand standards.

1
© ° 5 IMPORTANT SAFETY INFORMATION! The statement above is a recommendation that the
Mako 6500 device is located at a distance of 20cm or more from any person operating in its close
proximity.
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Limited Warranty

8 Limited Warranty

1) Standard Limited Warranty. If the products purchased hereunder are resold by a distributor or
reseller to an end-user (customer) pursuant to the terms hereof in their original, unmodified, unused
condition, Purchaser shall pass on to its customers, or keep as applicable for internal use, the MAKO
NETWORKS LTD. standard limited warranty for the products, as summarized in documentation
supplied with the product and including provisions and limitations set forth below. The Manufacturer
warrants the Mako Appliance for one (1) year. The Warranty begins on the date of purchase as shown
on your providers invoice.

2) Express End-user Limited Warranty. Each MAKO NETWORKS LTD. product purchased hereunder
is warranted against defect in material and workmanship and will substantially conform to MAKO
NETWORKS LTD. product documentation for the period set forth in the documentation supplied
with the product following delivery to end-user (the “Warranty Period”). This warranty extends only
to end-user and will not extend to, nor may it be assigned to, any subsequent user, Purchaser or user
of a MAKO NETWORKS LTD. product, whether such MAKO NETWORKS LTD. product is alone or
incorporated into end-user’s product.

3) Exclusions. The express warranty set forth above is contingent upon the proper use of a MAKO
NETWORKS LTD. product in the application for which it was intended and will not apply to any
MAKO NETWORKS LTD. product that has been (i) damaged during shipping, (i) modified or
improperly maintained or repaired by a party other than MAKO NETWORKS LTD. or its designees,
or (iii) subjected to unusual physical or electrical stress. This includes operation of the product
outside the Operating Specifications of the product.

4) Limitation of Remedy. In the event a MAKO NETWORKS LTD. product fails to perform as
warranted, MAKO NETWORKS LTD. sole and exclusive liability and end-user’s only remedies for
breach of this warranty shall be, at MAKO NETWORKS LTD.’s option to repair, replace or credit an
amount not exceeding the Purchaser’s purchase price of each product found to be defective,
provided that:

1. End-user complies with the rejection and warranty procedures contained in Section 5 below and
returns the MAKO NETWORKS LTD. product that the end-user considers defective for
examination and testing.

2. MAKO NETWORKS LTD. shall not be liable under this warranty if testing and examination by
MAKO NETWORKS LTD. discloses that the MAKO NETWORKS LTD. product has been
modified or altered in any manner after it was shipped by MAKO NETWORKS LTD.

3. MAKO NETWORKS LTD. shall not be liable under this warranty if testing and examination by
MAKO NETWORKS LTD. discloses that the alleged defect in the MAKO NETWORKS LTD.
product does not exist or was caused by end-user or any third person’s misuse, neglect,
improper installation or testing, unauthorized attempts to repair or any other cause beyond the
range of intended user, or by accident, fire or other hazard.

4. MAKO NETWORKS LTD. shall not be liable under any warranty under this Agreement with
respect to any MAKO NETWORKS LTD. product that is not returned in its original shipping
container or a functionally equivalent container.

5.  If MAKO NETWORKS LTD. testing and examination does not disclose a defect warranted under
this Agreement: MAKO NETWORKS LTD. shall so advise Purchaser and dispose of such MAKO

NETWORKS LTD. product in accordance with Purchaser’s instructions on behalf of end-user
and at Purchaser’s cost.
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Appendix 1. Overview

All

Al2

Al3

Al4

AlS5

Al.6

The Mako Networks System combines a web server driven configuration, management
and reporting user interface with client end hardware to provide users with
considerable cost savings as well as functionality and flexibility not currently available in
traditional devices used to meet either the same or similar requirements. The Mako
Networks System is targeted at small to medium sized businesses (SME), small to
medium sized branch office of larger organisations and their use of broadband as a data
transfer medium.

Complete Security

Your networks are always updated and fully protected through automatic software
updates and patches, while intrusion attempts are managed in real time. The stateful
inspection firewall performs a comprehensive analysis of all traffic entering and leaving
your networks to ensure absolute network integrity.

Firewall

Your firewall, a key security item, prevents unwanted information
from entering or leaving your network. Your Mako's stateful
inspection firewall not only examines packets of information; it also
makes decisions based upon information derived from all
communication layers and other applications, providing true
enterprise level protection.

Working with the Mako Networks Central Management System, you
have full control over all traffic entering and leaving your networks.

PCI Compliance

Mako Networks is a certified Payment Card Industry Data Security Standard (PCI DSS)
Level 1 Networking and Security Service Provider. This means that you can easily meet
the requirements of PCl DSS compliance. As your Mako 6500-A2 features dual networks,
the isolated network can be configured to run the compliant PCI DSS network on LAN 1
or LAN 2; the non-compliant network can run on the other LAN port. The PCI DSS port is
used for payment or other high security terminals (gateways).

Dual Networks

The Mako 6500 protects two separate networks providing numerous possibilities. This
allows you to have an office network and a DMZ (Demilitarised Zone), or a network for
staff and a network for students. You could also have a network for wired computers
and one for wireless or even two separate companies can share one ADSL/ADSL2+
Internet connection. The features of this dual network, mentioned in the PCI DSS
compliance above, also provides the ability to segregate the PCI DSS portion of your
network.

Modem/Router

Your Mako 6500 features an ADSL/ADSL2+ / 3G Modem, connecting your networks to
the Internet at high speed. There is no need to purchase any other connection devices
as the Mako 6500 also incorporates a fully featured TCP/IP router, acting as the gateway
to the Internet for all computers on your networks.

VPN

Virtual Private Networks allow you to assign secure remote access to your networks over
the Internet. You can link two Mako protected networks together using the CMS in
seconds, using only three mouse-clicks!
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Al7

AlS8

Al9

Al1.10

Linking three or more Mako protected networks is just as easy. The CMS allows this to
happen without static [P Addresses. In the same way you can also allow specified users
remote access to your Mako protected networks with the Remote VPN feature. A useful
feature for accessing your networks from home or while travelling.!

Logging/Reporting

Whilst all traffic from your Mako 6500 goes directly out onto the Internet, your Mako
sends traffic information securely to the CMS. This analysis gives you the ability to
monitor and control your Internet usage, using any Internet communication device?
from any worldwide location. Simply log onto the Mako Networks website to see how
your business’s broadband Internet connection is being used, by whom and whether
this was for personal or business use, monitor where PCs on your network have been
going and much more.

24 Hour Remote Control

Because your Mako utilises the CMS, you or your designated IT Professional have 24
hour secure remote control over your connection to the Internet. Via the Mako Networks
website, you can modify firewall rules, create and disable VPNs, check usage patterns
and even change your networks [P Addressing.

Automatic Updates

Because the Mako 6500 is a centrally managed device, its software is kept up to date
automatically. The CMS looks after all software updates, security patches and system
updates for you. You can be assured that your Mako will continue to be current as long
as it has a current licence.

Optional Feature Enhancements

The Mako 6500 has facilities for incorporating optional feature enhancements such as
Advanced Content Filtering, Email Sanitisation and Spam protection as well as virus
protection. New features and options are implemented when necessary through
automatic updates.

Make sure you keep yourself informed by regularly logging into your Mako
management website.

! Third Party software may be required.

2E.g. a laptop/ PC/PDA / smartphone etc.
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Appendix 2. MakoScope

MakoScope is the name for the Mako Browser Based Feedback System. By browsing to
the IP address of your Mako, you can get real time information of the status of your
Mako. This is optional, however useful for diagnostics.

To do this from your internal network type in the IP address of your Mako into your

Figure 9:

A21

browser e.g.:

http://192.168.1.254
MakoScope Diagnostic for 00:0A:FA:22:00:94
Mako ID 000afa220094
Software ID 20100617
Failover Status INACTIVE

Last Mako Server
Contacted

Last User Change
Firewall Status

Mako Guardian Status
Temperature

ADSL

BRIDGE

PPP

LAN

LAN

16 23:32:39:FIREWALL:
16 23:32:39:FIREWALL:
16 23:35:19:FIREWALL:
16 23:35:19:FIREWALL:
16 23:38:19:FIREWALL:
16 23:38:19:FIREWALL:

16 23:38:49:FIREWALL:
16 23:38:49:FIREWALL:
16 23:39:09:FIREWALL:
16 23:39:09:FIREWALL:

16 23:41:39:FIREWALL:
16 23:41:39:FIREWALL:

Thu Jun 17 01:21:58 GMT 2010

Ipsec Addition Done 16.06.2010 11:43:04PM 33

ACTIVE

INACTIVE

41.0C

Connected. Receive 22944Kbs and send 1062Kbs

PVC 0.100

User test03_07, Address 6.6.103.7/255.255.255.255 PPPoE
eth1 Address not set 10Mb/s Half Duplex

ethO Address 192.168.12.254/255.255.255.0 DHCP Server Active
100Mb/s Full Duplex

16 23:32:11:1PSEC: Tunnel 32 successfully started

Firewall loading
Firewall loaded
Firewall loading
Firewall loaded
Firewall loading

Firewall loaded

16 23:38:35:IPSEC: Loading tunnel 32, left=6.6.103.7, right=4.4.103.1
16 23:38:35:1PSEC: Initiate tunnel 32
16 23:38:35:IPSEC: Tunnel 32 successfully started

Firewall loading
Firewall loaded
Firewall loading

Firewall loaded

16 23:41:25:IPSEC: Loading tunnel 33, left=6.6.103.7, right=6.6.103.2
16 23:41:25:1PSEC: Initiate tunnel 33
16 23:41:25:1PSEC: Tunnel 33 successfully started

Firewall loading

Firewall loaded

Mako Scope

The MakoScope displays a listing of the following useful information:

System Information

Mako ID - The unique identifier of your Mako
Software ID - Software version number, this is often useful to helpdesk staff
Failover Status — Shows whether the failover is active or not

®

Last Mako Server Contacted - The last time your Mako communicated with
the CMS

Last User Change - The last applied user modification to your Mako’s
configuration

Firewall Status — Shows whether the firewall is loaded or not

Mako Guardian Status - Shows whether the Content Filter is active or not
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* Temperature - Displays the internal temperature of the Mako in degrees
centigrade.

A22 Connectivity information

The text for the connectivity information is colour coded, green for active (on) and red
for disabled/disconnected (off). This applies to the ADSL, PPP and LAN information.

e ADSL Status - If it is red then this indicated that the ADSL circuit is faulty or
that the Mako is still booting. Receive and send are the maximum ADSL speeds
in Kbps.

* Bridge - This will only be visible when the Mako is in PPPoE mode and
@ indicates the VPI VCl virtual circuit ID.

* PPP Status - If it is red then this could be an indication that:
o Your username and password are not being accepted by your ISP
o The Mako is still booting

o Ifthe ADSL status is red then PPP cannot yet authenticate because the
ADSL is not up

* LAN Status - eth1 is that status of LAN 2 and ethO is the status of LAN 1.
Displays red when no Ethernet connection is detected and green when the
Ethernet port is successfully connected to a switch/hub or a PC. It also displays
the status of the DHCP server and the port speed in Mb/s.

A23 System Logs

for 00:0A:FA:22:00:94

Mako ID 000afa220094 L Leeessssssssssicseeaad,
Software 1D 20100617 ettt

i lener SEALUS o 4 00 ees magEveees st

...........................

.............................

16 23:32:39:FIREWALL: Firewall I 16 23:32:39:FIREW
16 23:35:19:FIREW

16 23:32:39:FIREWALL: Firewall |
@ 16 23:35:19:FIREWALL: Firewall |
16 23:35:19:FIREWALL: Firewall |
16 23:3B:19:FIREWALL: Firewall |
16 23:38:19:FIREWALL: Firewall loadew
16 23:3B:35:IPSEC: Loading tunnel 32, |eft=6.6.103.7, right=4.4.103.1

16 23:38:35:IPSEC: Initiate tunnel 32
16 23:38:35:IPSEC: Tunnel 32 successfully started

...........

e Syslogs - Scrolls status information of what the Mako is doing. Information
such as DHCP issues, Firewall reloads etc. In this example the 16 (1) refers to the
date, day of the month. (2) Refers to the time in 24hr UTC format.
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Appendix 3. Connecting to your ADSL or 3G service

A3.1 Network Service Provider

ADSL or 3G* services are provided by a variety of Internet service providers (ISPs),
choosing one is your personal preferences. In terms of 3G services, ensure there is
adequate coverage in your area.

Network service providers have a variety of procedures for approving customer
premises equipment for connection to their network. The connection interface in the
Mako has been developed to connect to the majority of network service providers. If you
have any queries, your reseller will be happy to confirm whether the Mako is approved
by your network service provider for connection to their telecommunications network.

Note: When you arrange for your ADSL service connection, it is not necessary to obtain
an ADSL modem, as this functionality is incorporated in the Mako.

A3.2 Telephone Filter

ADSL service is carried on a conventional analogue telephone line specially adjusted to
carry ADSL traffic in addition to voice calls. At your premises a filter is required to
connect to the line to split the digital ADSL traffic from the analogue voice traffic.

Alternate installations may incorporate a splitter within the telephone jack point to
achieve the same result, or, when the line is dedicated to ADSL use, no filtering (and no
voice channel) at all.

Please ensure that only the ADSL channel is connected to the Mako regardless of
configuration used.

A3.3 Service Provider Manual

Your Internet service provider (ISP) can provide you with a manual, which covers all
aspects of connecting to the ADSL service. Please refer to this for any additional
information you require.

A34 Firewall and VPN Router Operation

Under normal conditions no user intervention is required. The Mako is designed to
detect many forms of internal malfunction and reset itself to self-correct.

In the worst case this may require it to download a fresh configuration from the CMS.
You can manually force a reload by a simple power off and on of the appliance.
Achieved by unplugging the power and plugging it back in again.

Changes to the configuration of the Mako cannot be made on the appliance itself. These
are performed by securely accessing the CMS website from any Internet communication
device* from any worldwide location.

3 3G capable models only.

4E.g. a laptop/ PC/ PDA / smartphone etc.

Mako 6500-A2 and A2/3G Product Handbook v.1.2 Page 24 of 24




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


