SonicWALL Aventail

Aventail Advanced Reporting 7.2.16 Installation Guide

Overview

This document outlines the installation, configuration, and upgrade procedures for the SonicWall Aventail Advanced
Reporting 7.2.16 product. Aventail Advanced Reporting (AAR) is built on the Sawmill Professional universal log file
analysis and reporting product from Flowerfire (http://www.sawmill.net).

Access log files from the SonicWall Aventail appliances are loaded onto the AAR Server for processing and
analysis. The two log files used, extraweb_access.log and extranet_access.log provide detailed information about
connection activity for both the Web Proxy and Network Tunnel services. This data includes session start and stop
times, username and realm information, internal resources accessed, bytes transferred, and in the case of web
access, explicit HTTP GET and POST details.

System level performance data, such as uptime, CPU utilization, maximum number of users, etc., is not provided in
the access logs and therefore is not reported in the AAR product. AAR is focused on user access and auditing
reports only. Other methods, such as SNMP, are available for system level reporting and analysis.

Server Requirements

Aventail Advanced Reporting runs on Windows NT/2000/XP/2003 and most versions of Linux. Basic system
requirements are as follows:

e Memory: a minimum of 256 MB of RAM, with 1 GB preferred

e Disk: 500 MB of disk space for an average database

e Processor: 1.8 GHz Pentium 4 or greater

Additional sizing details can be found in the Sawmill FAQ
Aventail Advanced Reporting works with Safari, Mozilla, and Internet Explorer 5.5 or above. Other browsers may

not be supported. Versions of Internet Explorer before 5.5 are not supported. The ability for the browser to run
JavaScript must be enabled.

Licensing and Activation

Aventail Advanced Reporting is available as a free download from the SonicWall Support site
(http://www.mysonicwall.com) for 15 days. If you have purchased AAR from your SonicWall reseller, you will be
sent an activation code via email. Log into MySonicWall and register AAR as a new product with the activation
code that you received:

)
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Activating Aventail Advanced Reporting

1. Go to https://www.mysonicwall.com/ and log in with your username and password

2. Click on My Products on the Navigation menu

3. Under the Add New Product enter the activation code for Aventail Advanced Reporting in the Serial Number
box and select Register

4. Aventail Advanced Reporting will now show up under the My Products tab in your mysonicwall account.

Retrieving your Aventail Advanced Reporting license
1. Click on Aventail Advanced Reporting under the My Products tab in your mysonicwall account

2. The license will be located under the Status button. It will appear to be a string of letters and numbers
(Example: pro-7profile-psep-aar7hf8e-3cb6)

Obtaining Installation Files

Before installing Aventail Advanced Reporting, you must obtain the setup file and copy it to the file system of your
local computer. The file is delivered as a tar archive for Linux and a setup executable program for Windows and is
available in both 32-bit and 64-bit versions.

To obtain the AAR installation file:

Log in to the SonicWall Support site at http://www.mysonicwall.com

Under the Downloads section, select ‘Free Downloads’

On the Software Type pull down menu, select ‘Aventail Advanced Reporting’
Select the appropriate aar7.2.16 installation package for your operating system

PwbhE

radin

Before upgrading, back up your existing LogAnalysisinfo folder located in the AAR installation directory. This folder
contains all the existing Profile and customization settings.

It is also important to stop the current Aventail Advanced Reporting service that is running on your AAR
server. Do this from the Windows Administrative Tools>Services Panel or from the Linux command line.
Failure to perform this step may result in an unsuccessful upgrade.

Once the AAR Service is stopped, the new aar7.2.16 installation package can be installed over the old version
following the steps below. All settings, profiles, and reports will be migrated to the new release and preserved.

SONICWALLY
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Installation

Install the Aventail Advanced Reporting executable files as follows:
Linux
Copy the installation tar file to directory where you want to install Aventail Advanced Reporting.
From the command line, untar the installation file using the following command:
tar —xvf aar7.2.16_x86_linux-es4.tar

This will result in a directory called /aar being created containing the Aventail Advanced Reporting executable
program called aar7.2.16

Aventail Advanced Reporting requires the libcrypto.so.4 library to run so this package may have to be installed on
your Linux server. If you have a later version libcrypto library installed on your system, a link can be defined for
AAR to use:

# cd /usr/lib

# In -s libcrypto.s0.0.9.7 libcrypto.so.4

Windows

Execute the file aar7.2.16_x86_windows.exe.

First the Readme file is displayed. After reading, select Next:

ﬁlnventail Advanced Reporting 7.2.16 Setup [_ [T =] |

Release Motes -

Please read the Following important information before continuing. @ 1

When vaou are ready bo continue wi%etup, click Mexkt,

[AAR 7 RELEASE NOTES ﬂ

Thank you for using AAFR] If yvou have any questions, cotmments or
suggestions about AAF, please send email to
EClassbupport@sonc WALL com, or call us at +1 566.360.1545,

. R . =4

rullsaft Imstall System w2, 538

ek I Cancel |
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Choose a location to install AAR or leave the default location, then select Next:

slnventail Advanced Reporting 7.2.16 Setup M= E3 |

Choose Install Location -
Choose the folder in which boinstall Avenkail Advanced Reporting 7.2, 16, EJ }

Setup will install &ventail Advanced Reporting 7.2.16 in the Following Folder, To install in a
different Folder, click Brawse and select anather Falder. Click Mext ko cankinue,

3

Destination Folder

Browse, ..

_:\Program Filestventail Advanced Reporting 7

L

Space required: 51,0ME
Space available; 15,366

rullsaft Install System w2, 33

< Back I flext = I Cancel
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Choose, the AAR Components to install — leave the default setting for AARService:

Select Install to complete the installation.

ﬁlnventail Advanced Reporting 7.2.16 Setup [_ [T =] |

Choose Components P
Choose which features of Aventail Advanced Reporting 7.2, 16 vou want ko install, {J T

Check the components you want to install and uncheck the components vou don't wank ko
install, Click Install bo st‘T’r\\Ethe inzkallation,

— Descripkion
Pasition your mouse
over a component ta
see jts descripkion,

Select components ko install:

Space required: 51,0ME

rullsaft Install System w2, 33

< Back I Install I Cancel
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Once complete, select Finish to access the AAR Console.

ﬁlnventail Advanced Reporting 7.2.16 Setup M= B3 |

Completing the Aventail Advanced
Reporting ?_ﬁ1 6 Setup Wizard

fventaill Advanced Repaorting 7.2, 16 has been installed on
wour computer,

Click. Finish to close this wizard,

IF N0 HYENCAN JOYanced Beparting & now
fhtrRe 27 om0

< Back I Einish I Zancel

These steps will result in (by default) a directory created called C:\Program Files\Aventail Advanced Reporting 7
containing the Aventail Advanced Reporting files.

Aventail Advanced Reporting will be installed as a service that starts automatically.
An Aventail Advanced Reporting icon will also be created on the desktop to access the AAR Console.

SONICWALLY
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Executing Aventail Advanced Reporting

Linux

On Linux, you can start using Aventail Advanced Reporting immediately by executing the file “aar7.2.16". Aventail
Advanced Reporting will establish itself as a Web server on port 8987 (by default), and will print a message
describing how to access it from your Web browser.

To have Aventail Advanced Reporting startup automatically with the system and run as a daemon, you can add or
modify a system init script to automatically start Aventail Advanced Reporting at system startup.

Please note that the startup script location will vary depending on the Linux distribution that you are using and that
this information will need to be gathered from the Linux distribution documentation.

Once you have accessed the Aventail Advanced Reporting web application, you can follow the steps below to

collect Aventail access logs, perform the initial setup of Aventail Advanced Reporting, and configure Aventail
Advanced Reporting.

Windows

On Windows, Aventail Advanced Reporting is installed as a service and is started by default. Follow the steps
below to collect Aventail access logs, perform the initial setup of Aventail Advanced Reporting, and configure
Aventail Advanced Reporting.

Collect Aventail access logs

Aventail Advanced Reporting relies on data from the SonicWALL Aventail appliance access log files. Since the
SonicWALL Aventail appliances are hardened by default, the only way to copy the log files off the appliance is by
using SSH (Secure Shell) and SCP (Secure Copy). For the initial configuration, the log files will be manually copied
off the SonicWALL Aventail appliance and onto the local system. Examples will be given in a later section on how
to automate the log collection task.

To enable SSH access to the SonicWALL Aventail appliance:

Log in to Aventail Management Console

From the main menu, select Services

In the Network Services area click the Configure link for SSH.

Enable SSH by checking the Enable SSH check box.

Add a host or network from which you want to allow SSH access, select New, type the IP address and
subnet mask (make sure to allow the host or network that the AAR Server is on)

SR
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On the SonicWALL Aventail appliance, the access logs are located in the /var/log/aventail directory and are called
extranet_access.log and extraweb_access.log. The extranet_access.log file is used for client/server connections or
Network Tunnel access while the extraweb_access.log file is used to log web access only.

Log rotation is enabled by default so there may be several logs in the /var/log/aventail directory named
extranet_access.log.n or extraweb_access.log.n where n is a number indicating that a file has been rolled over.

For a complete set of data, copy all of the files named extranet_access.log.* and extraweb_access.log.*

To copy the logs off the appliance using Windows, the most popular client is called WinSCP and can be
downloaded from: http://winscp.sourceforge.net/eng

For Linux, SCP is typically available on Linux boxes from the command line. As an example, run the following on
the Linux-based Aventail Advanced Reporting host computer to copy files from your Aventail appliance to a local
directory called /logs on the Aventail Advanced Reporting host:

scp root@aventailappliance:/var/log/aventail/extra*.log /logs

In this example, WIinSCP is used to copy the log files from the appliance to the local AAR server C:\Logs directory:
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"z aventail - root@192.168.1.110 - WinSCP

Local Mark Files Commands Session Options Remote Help

[Z] db_util.lag

E

& o FZ- ﬁzgﬁ m% 5 Default - ﬁv
O LocalDisk » &5 &= » op fat |2 [ aventail &8y f&E - = at (4] :EE
Ext Size Type Mame Ext Size  Changed
=g Parent| | .. 1/9/2009 6
[Z] access_servers.log 9,921,703 1/28/2003
access_servers,log, 1 71,013,024 9262005
access_servers.lng.Z 22,348,036 10/22f200%
arcess_servers.log. 3 5,991,004 11/13/2006—
:@access_serversz.lng.gz 424,160  9/15/2006
[Z] adc lag 0 11/13/200¢
[ [ amnc. stdout 0 1j28/2009
[Z] avp.log 82,767 F/7/2008 1
] bytecount log 0 8/29/2008
[Z] ctrl-service.lag 2,697  1/28/2003

11}13/200¢
1§

extraweb_a g.1
E’I extraweb_access_legacy . log 388,653  12[/16/200¢
E] extraweb_plaintext.log 3,576,611 9182007
E’I extraweb_plainkext-POST. log 1,439,202 9j18/2007
Ej healthcheck_apache_instance_custo, ., 0 10/19)200¢
[Z] healthcheck_apache_instance_error.lag 54,949 1/23/2003
healthcheck_apache_instance_errar.l... 24,040  zjZ6[2007
f'fl irmmewkkraiarsba O B0 A 148 10 ndenne z
< | [ | .
0B of 0B in0of 0 5,138 KB of 7EE10KIE in 3 of 1
A F2Rename | f F4Edit 3 FS Copy (3 Fé Move [ F7 Create Directory 3¢ FG Delete [E5 FO Properties WL F10 Guit
= SCP | 0:0212
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Version 10.x Log Format Configuration

For Version 10.x there was a change to the extranet_access.log file. In order for Aventail Advanced Reporting to
recognize the log, a new configuration file must be loaded on the AAR Server.

Go to the Knowledge Portal section of MySonicWall and search for Knowledgebase article number 6009. From this
article, you will be able to download a new aventail_client_server_access.cfg file with instructions on where to copy
the file on your AAR Server.

Initial Setup of Aventail Advanced Reporting

After Aventail Advanced Reporting has been installed it runs as a local web application on port 8987. It can be
accessed using a web browser with the URL http://localhost:8987/ or http://127.0.0.1:8987

On Windows, the desktop icon can also be opened to access the AAR web application.

When accessed for the first time, a Setup wizard will be displayed:
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Select Next:

rf'_'ﬂventail Advanced Reporting Setup-Welcome to Aventail Advanced Reporting - Windows Internet Explorer

@@ ~ | @ hepiiizr 0.0.1:8087) = |E| |E| |Live Search £
File Edit Yiew Faworites  Tools  Help

ﬁ ﬂﬁ' .fwentail Advanced Reporting Setup-\Welcome to Aven, ., ﬁ 2 - @ = @Eage ~ @'TQﬂls -7
Aventail &

Aventail Advanced Reporting Setup

Welcome to Aventail Advanced Reporting

Aventail Advanced Reporing delivers robust auditing of who accessed what enterprise resources, atwhat time, from which
rermate location, and much maore!

Please take the following steps to complete the Aventail Advanced Reporting setup.

[ et

[~
Done ’_ I_ I_ I_ I_ I_ |6 Inkernet | @l 0% - 2
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Read and accept the license agreement, then select Next

% Aventail Advanced Reporting Setup-License Agreement - Windows Internet Explorer

61:‘—;' - I htkp: /127 .0.0,1:8987 /7dp+templates, setup j |E| |z| ILive Search |P "|

File Edit Yiew Faworites Tools  Help

f‘_’ ‘ﬁ' .fwentail Advanced Reporting Setup-License Agreement. ﬁ 2 - @ = @Eage ~ @TQﬂls =
Aventail &

Aventail Advanced Reporting Setup

License Agreement

Flease read the following license agreament carefully,

FLOWERFIRE END USER LICENSE AGREEMENT FOR SAWMILL =

THIS 15 A LEGAL AGREEMENT BETWEEN YOU EITHER AM INDIVIDUAL OR
AN EMNTITY ("LICEMSEE") AND FLOWERFIRE, INC. ("FLOWERFIRE". BY
INSTALLING OR USING THE LICENSED PRODUCT LICENMSEE AGREES TO
BE BOUND BY THE TERMS AND COMDITIONS OF THIS FLOWERFIRE EMD
USER LICEMSE AGREEMENT FOR SAWMILL ("AGREEMEMNT). IF LICEMSEE
DOES MOT AGREE TO ALL OF THE TERMS AMD COMDITIONS OF THIS
AGREEMENT DO MNOT COMTIMUE THE INSTALLATION PROCESS,

-
INIR Lt AT o IR N o o B R R NN T TR TN N ol oSt TR TN e ] NN R TN Y _I

= {acceptthe terms in the license agreement

" |donot acceptthe terms in the license agreement

[ et

[~
Done ’_ I_ I_ I_ I_ I_ |° Inkernet | @l 0% - 2
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Enter in the license key obtained from your MySonicWall account in the appropriate field. If not, you can use
Aventail Advanced Reporting free for 15 days.

Select Next:

E‘_f'_'nventail Advanced Reporting Setup-Licensing - Windows Internet Explorer

% - I http:jle?.D.R.1:898?,!'?dp+tem|:nlates.setup j |E| |E| ILive Search |P "|
File Edit ‘Wiew Favorites l’\E:u:ds Help

ﬂ’ ate P.ventail Sdvanced Reparting Setup-Licensing ﬁ @ E @ v @Eﬁgﬁ @ @‘TQDB -7
Aventail &

Aventail Advanced Reporting Setup

Licensing
Please enter a license ortry Aventail Advanced Reporting for 15 days by [eaving the license field blank.
License:
Expand License Field {use far licenses which span multiple lines)
M et
Cione ’_|_|_|_|_|_|a Inkernet | @'l 0% - 2
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Enter in a username and password for the Aventail Advanced Reporting Administrator account. Then select Next:

E‘_f'_'nventail Advanced Reporting Setup-Administrative User - Windows Internet Explorer

% - I htEp:,l',l'lZ?.El.D.1:898?,!'?dp+tem|:nlates.setup j |E| |E| ILive Search |P "|

File  Edit  Wiew I@writes Tools  Help

T:} fﬁ’ P.ventail Advanced Reporting Setup-administrative User ﬁ < - @ < @Eﬁgﬁ < @TQDB -7
Aventail &

Aventail Advanced Reporting Setup

Administrative User

Please choose an administrative username and password.
Hote, you will need to enter this username and password whenewver you access Aventail Advanced Reporting in the future.

sernarne: |admin

Password: |u"""

Re-type password: |uuu"

[ et

Cione ’_ I_ I_ I_ I_ I_ |a| Inkernet | @'l 0% - 2
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If you would like to allow Aventail Advanced Reporting to send information about the devices you are analyzing to
the development team, check the box and then select Next:

,_‘_f'_'nventail Advanced Reporting Sgtup-Automated Feedback Agent - Windows Internet Explorer

6@ - I htkp: /127 .0.0,1:8987 /7dp+templates, setup j |E| |£| ILive Search |P "|

File Edit Wiew Favorites Tools Help

i:} ate P.ventail Sdvanced Reparting Setup-Automated Feed. ., ﬁ @ E @ v @Eﬁgﬁ @ @TQDB v
Aventail &

Aventail Advanced Reporting Setup

Automated Feedback Agent

Please help us to improve Aventail Advanced Reporting by automatically sending us the types of devices you anahze.

Aventail Advanced Reporting will not send your log data or any other personal infarmation; itwill only send non-specific
demagraphic infarmation: log formats autodetected, log formats selected, platform, successifailure of first database build,
license type (not key), and database type.

ncheck this option ifyou do notwant Aventail Advanced Repoding to send any information.

¢ Yes,|agree to allow Aventail Advanced Reporting to send information about the types of devices | analyze {via port 80)
to the Aventail Advanced Reporting development team.

[ et

[ -]
Cione ’_ I_ I_ I_ I_ I_ |@ Inkernet '5_'{ 0% - 2
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Please make sure that any Antivirus scans on the system do not include the Aventail Advanced Reporting directory
then click Next:

(‘_f'_'nventail Advanced Reporting Setup-Antivirus Warning - Windows Internet Explorer

% - I htkp: /127 .0.0,1:8987 /7dp+templates, setup j |E| |£| ILive Search |}'J "|

File Edit ‘Wiew Favorites Iu:u.li‘s Help

i:} H’ﬁ’ P.ventail Advanced Reporting Setup-Antivirus Warning ﬁ < - @ < @Eﬁgﬁ < @TQDB <
Aventail &

Aventail Advanced Reporting Setup

Antivirus Warning

Please disable any active antivirus scanning of Aventail Advanced Reporting's installation directory

Active-scanning antivirus software (and automatic disk defragmentation software), which runs continually and manitors all files
on the disk, can interfere with Aventail Advanced Reporting's operation. This software may incorrectly conclude that Aventail
Advanced Reporting's database files containviruses ithey dont), causing it to modify or delete the files, resulting in database
carruption. This can cause log processing and repart generation ta fail. This type of software also slows Aventail Advanced
Reparting down considerably, making it as much as 20times slower in extreme cases,

5o, you must disable scanning of the directory where Aventail Advanced Repoarting is installed, in order for Aventail Advanced
Reporting to operate properly. It is not necessary to disable the active-scanning software entirely; you can just configure it so it
does not scan Aventail Advanced Reporing's files (most antivirus products can be configured to exclude cerain directaries for
their scanning).

Cnce yvou have disabled scanning of Aventail Advanced Reporting's directary, click Mext. You can also proceed without disahling
scanning, butyvou may experience the problems described above.

[ et

[ -]
Cione ’_ I_ I_ I_ I_ I_ |@ Inkernet "i'{ 0% - 2
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Select Finish to complete the Initial setup:

__('_'Mventail Advanced Reporting Setup-Complete Setup - Windows Internet Explorer

I~ S
@ - I http:,l',l'lé’?&tl.ﬂ.1:898?,!'?dp+tem|:nlates.setup j |“_f| |i| ILive Search |P "|

File Edit Yiew Faworites Tools  Help

"ﬂ_" ﬂﬁ' .fwentail Advanced Reporting Setup-Complete Setup ﬁ 2 - @ = @Eage ~ @'TQﬂls -7
Aventail &

Aventail Advanced Reporting Setup

Complete Setup

You are almost done, please click an the Finish hutton to complete the setup.

Thank you far choosing Aventail Advanced Repaorting.

Finish |

[~
Done ’_ I_ I_ I_ I_ I_ |6 Inkernet | @l 0% - 2
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Configuring Aventail Advanced Reporting

After you complete the initial setup, you will be presented with the Aventail Advanced Reporting login menu. Enter
in the name and password of the Administrator account that you defined during the initial setup:

(‘f'nventail Advanced Reporting Login - Windows Internet Explorer

G?;r - I htkp:/i127.0.0,1:8957 /7dp+templates. admin.index j 20| % ILi\-'e Search B~
Eile Edit Yiew Favorites Tools  Help
r ke Fwentail Advanced Repu:urng Login @ B - EJEB = |izf Page - '@TQDE -7
Aventail Advanced Reporting Login
Please enteryour username and password.
Username: ||
Fasswaord: |
[ ]
Done |_|_|_|_|_|_|@ Internet 100 - g

232-001694-00 REV A Aventail Advanced Reporting 7.2.16 Installation Guide SONICWALL @

18



SonicWall Aventail

After logging in, you will be presented with the Profile page to create a new Profile. A Profile is a log data source
that will be used as input into the AAR system.

From the Profiles Page, select ‘Start here’ to launch the new profile wizard:

% Aventail Advanced Reporting Admin - Windows Internet Explorer

6:—_; - I htbp:/f127.0.0,1: 8987 *dp+templates, admin.index j |E| |£| ILive Search |}'J "|
File  Edit  Wiew Faworites Tools  Help
w e [ #vertail Advanced Reparting Admin il - o - |5hPage - (G Taols ”

A\'Emﬂﬂl Professional Logged in as "admin’| Logout | Help | About

Admin
= Profiles @ =
Scheduler Profiles Create New Profile
Users
} Preferences Mo profiles exist.
Tasks
Licensing » Start here
Support to create a new profile and wiew repars.

2009 Flowerfire

[ |
htbp:ff127.0.0.1:3987 fdp+templates , admin, profiles . profiles_view Inkernet Ho100% -
A
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Select Browse to browse the local hard drive and navigate to the folder where the Aventail access logs are stored:

ef".n.ventail Advanced Reporting - Windows Internet Explorer
ﬂ http:,l',l'lZ?.III.IIIW?B?I?dpﬂemplates.admin.new;rnﬁle_wizard.index

New Profile Wizard Back Next cancel |

Log source

Please specify where you would like Aventail Advanced Reporing to getvour log data fram. Mare information

Log source: IL::u:aI disk j

e,q.! Ciilogshaccess.log, Cilogs\Flog, Whosthshare\difiex¥*.log
Fathnarme: I Browse |

[T Process subfolders flocal folders ankd

[T Pattern is a regular expression

Show Matching Files

Done l_ l_ l_ l_ l_ l_ |@ Inkernet "" 100% -~ 2
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Select a file (extranet_access.log) and then click OK:

{?Bruwse folders and files - Windows Internet Explorer

ﬂ htkp:ff127.0.0,1:8987 7dp+templates, shared. file_manager . index+volatie, pathname_field_jid+local_pathnarm *

Ok

| Cancel |

Show Root |

4

LY N ) N ) ) )

extranet_access.log
extranet_access.log.l
extranet_access.log.2
extranet_access.log.3
gxtranet_access.log.4
extranet_access.log.S
extranet_access.log.o
extraweb_access.log
extraweb_access.log.l
extraweb_access.log.2
gxtraweb_access,|log.3
extraweb_access.|log.4
gxtraweb_access.|og.5
extraweb_access.log.6
extraweb_access.log.?
gxtraweb_access.|log.B

Ob
1K
4K
48 K
4K
7K
3K
20 K
284 K
410 K
12 K
282 h
232 K
221K
204 K
1m

IShnw Dirive: vI

Use arrows to expand, click on folder ar file narme to select it

=i C:\Documents and Settings\AdministratoryDesktopiLogs},

MHetwark Shares |

T @
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Modify the pathname so all extranet_access.log files in the Logs directory are retrieved. Change
extranet_access.log to extranet_access*.* and check the box to Process subfolders (local folder only).

Then select ‘Show Matching Files’ to make sure that all the extranet_access.log files are retrieved:

ff'nventail Advanced Reporting - Windows Internet Explorer

ﬁ http:ff127.0.0.1 :898?!?dp+templates.admin.rﬁWJ:urDFiIe_wizard.index

W ]

New Profile Wizard Back Next cancel |

Log source

Flease specify where you would like Aventail Advanced Reporing to get your log data from. More information

Log source: |L|:u:al disk j

e.q. Civlogshaccesslog, Civlogsh* log, VWhosthshare' dirfiex®*. log
Pathname: Iuments and Settings\AdministratorDesktop\logs'extranet_access™™ Browse |

¥ Process subfolders {local folders anhyd

[T Pattern is a regular expression

Show Matching Files

[
[ [ [ [ mnternet 0% v g
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If all the correct log files are retrieved, then Close the Matching Log Source Files and select Next to go to the next
step. Otherwise, go back and modify the Pathname field until the correct logs are retrieved.

ff'Matching Log Source Files - Windows Internet Explorer

Close | L% il

Matched 7 log source files:

ChDocuments and SeftingsiadministratonDeskioplogsiexstranet_access.log
CADocuments and SettingsbdministratonDesktopiLogstextranet_access.log.
CADocuments and Settings\administratonDesktopilogsestranet_access. log.?
CADocuments and Settings\administratonDeskiopilogsiextranet_access. log.3
CADocuments and SettingsWdministratonDesktopiLogstextranet_access.log.4
CADocuments and Settings\administratonDeskiopilogsestranet_access.log.a
CADacuments and SettingsdministratonDesktopiLogsiextranet_access.log.b

=
Done l_ l_ l_ l_ l_ l_ & Inkernet FA00% v g
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AAR will then automatically detect the log file format. Leave the default of Aventail Client/server Access Log Format
and select Next:

Note: If you are running 10.x firmware on the Aventail appliance, you must load a new AAR configuration file to
recognize this log. Please see the step above on page 10 for more details.

ﬁ'nventail Advanced Reporting - Windows Internet Explorer
ﬁ http:[/f127.0.0.1:89577dp+templates. admin.new_profile_wizard.inde:x

New Profile Wizard Back Next cancel |

Log fornt detected

Aventail Advanced Reporting detected the log format:

Aventail Client/server Access Log Format

{*  Continue with the above detected log format (recommended).

= Choose a different log format on the next wizard page.

Ige this aption ifyou want to manually choose a log format. Ifyou believe that a different log format should
have been detected then click here for instructions.

[~
Dong I_ I_ I_ I_ I_ I_ |@. Inkernet HA00% -
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Leave all the defaults for Numerical field options and select Next:

ff'nventail Advanced Reporting - Windows Internet Explorer

ﬂ http:[/f127.0.0.1:89577dp+templates. admin.new_profile_wizard.inde:x

New Profile \}%izard Back Mext cancel |

Numerical field options

Flease select the numerical fields which vou swauld like to have in the reports. More information

¥ Connections  SelectAll  Deselect &l
I isitars
¥ Byesin
¥ Bytes out
¥ Duration

=
Cone I_ I_ I_ I_ I_ I_ |@ Inkernet H100% -~ 4
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Change the Profile name to reflect the type of reports that will be displayed (e.g. Network Tunnel client/server
access):

ff'nventail Advanced Reporting - Windows Internet Explorer
ﬂ http:[/f127.0.0.1:89577dp+templates. admin.new_profile_wizard.inde:x

New Profile Wizard Back Finish Cancel |

Profile name

Flease define a name for the new profile and click the Finish button.

Profile narme: |Netwnrk Tunnel client/server access

¥ Show reports upan finish

=
Cone I_ I_ I_ I_ I_ I_ |@ Inkernet H100% -~ 4
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Then select Finish to build the database and display the reports. When the database build is complete, the Reports
page will be shown starting with the Overview page:

(_'Aventail Advanced Reporting Reports | Network Tunnel client/server access - Windows Internet Explorer

% - Iﬁhttp:IIlZ?.D.D.1:898?,!'?dp+tem|:-lates.pru:-file.index+|:-+network_tunnel_client_server_ac:j |‘?|| A | ILive Search |P '|
File  Edit  Wiew Faworites Tools  Help
{} ﬂﬂi‘ .ﬂ.ventail Advanced Reporting Reports | Metwork Tunn... @ < K @ < @Eage = @TQDB <

Am"mill : Network Tunnel client/server access Admin | Logout | Help | About
Reports Config
7 =
Calendar Date Range Iter Printer Friendly Save to Menu Update Database | Rebuild Database

* Overview

b Connect Tunnel averview

} Backend Serwer Flows

Statistics for 08/Mow/2006 - 14Feb/2007, 99 days - -

F Connect Proxy

Log detail

All days Average per day

Connections 589 545
Visitors 10 -
Bytes in 226M 2335k
Bytes out TP LTk T3k
Duration Sy 226d 153549 219d 19:33:04

2009 Flawerfire

« | B [
| [ [ T | [ & meemet [0 - 4
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Now that the Network Tunnel client/server Profile is complete, you must add a new Profile for the Web access logs.
From the Overview menu select ‘Admin’ in the upper right corner of the page and then select Profile:

,"'.’_'Aventail Advanced Reporting Admin - Windows Internet Explorer

6@* - I http:,l',l'lZ?.D.D.1:8[\98?,!'?dp+templates.admin.index j |£| |z| ILive Search |,Cl '|
File Edit \iew Favorites IDDb§ Help
e b & #vertail dvanced Reporting Admmin - v 0= - |rs) Page ~ (G Tools ~ ~

Ammﬂl Professional Logged in as "admin’| Logout | Help | About

* Profiles

Scheduler Profiles Create New Profile

Users

dhieferences Metwork Tunnel clientrserver access  view Reports  Wiew Config Delete

Tasks

Licensing

Support 2009 Flowerfire

=
T [ [ | meernet H100% v g
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From the Profile menu, select ‘Create new profile’ to begin the process again except this time the log file names will
be extraweb_access*.* as show below:

ff'nventail Advanced Reporting - Windows Internet Explorer
ﬁ http:[/f127.0.0.1:89577dp+templates. admin.new_profile_wizard.inde:x

New Profile Wizard Back Next cancel |

Log source

Flease specify where you would like Aventail Advanced Reporing to get your log data from. More information

Log source: |L|:u:al disk j

e.q. Civlogshaccesslog, Civlogsh* log, VWhosthshare' dirfiex®*. log
Pathname: |Jments and Settings\AdministratorDesktoptlogsiextraweb_access™™ Browse |

[T Process subfolders {local folders anhyd

[T Pattern is a regular expression

=
Cone I_ I_ I_ I_ I_ I_ |@ Inkernet H100% -~ 4
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Check the matched log file to make sure the Pathname is correct and all the files are retrieved:

ff'Matching Log Source Files - Windows Internet Explorer

ﬂ htkp:ff127.0.0.1 :BQB?I?Wtemplates.shared.matching_lu:ug_su:uuru:e_ﬁles.matn:hing_Icug_s-:uurn:e_ﬁlesﬂ-'
&

Close |

Matched 10 log source files:

CADocuments and Settings\administratonDesktopilogsiexdranwel_access.log
CADocuments and SettingsWdministratonDesktopiLogshextraweh_access.log. ]
CADocuments and Seftings\administratonDesktoplogsiextraweb_access. og. 2
CADocuments and SeftingsiadministratonDesktopLogsiextraweb_access. 0g.3
CiADocuments and SettingsWdministratonDesktopiLogshextraweh_access.log.d
CADocuments and SeftingsiadministratonDesktoplogsiextraweb_access 00.4
CADacuments and SettingsdministratonDesktopilogstextraweh_accesslog.6
CADocuments and Seftings\administratonDesktoplogsiextraweb_access og. 7
CADocuments and SeftingsiadministratonDeskioplogsiextraweb_access. 0g.3
CADocuments and SettingsWdministratonDesktopiLogstextraweh_access.log.d

=
Dione I_ I_ I_ I_ I_ I_ |@ Internet o -
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Leave the default Log format of Aventail Web Access Log Format:

ﬁ'nventail Advanced Reporting - Windows Internet Explorer
ﬁ http:[/f127.0.0.1:89577dp+templates. admin.new_profile_wizard.inde:x

L .
New Profile Wizard Back Next cancel |

Log format detected
Aventail Advanced Reporting detected the log format:
Aventail Web Access Log Format

{*  Continue with the above detected log format (recommended).

= Choose a different log format on the next wizard page.

Ige this aption ifyou want to manually choose a log format. Ifyou believe that a different log format should
have been detected then click here for instructions.

=
Cone I_ I_ I_ I_ I_ I_ |@ Inkernet H100% -~ 4
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Leave the default Numerical field options:

ff'nventail Advanced Reporting - Windows Internet Explorer

& heepega

7.0.0,1:3957 ?dp+templates, admin. new_profile_wizard.index

New Profile Wizard Back Next cancel |

Numerical field options

Flease select the numerical fields which vou swauld like to have in the reports. More information

V¥ Hits Select All Deselect All

¥ Page views
¥ wisitors
¥ Size

=
Cone I_ I_ I_ I_ I_ I_ |@ Inkernet H100% -~ 4
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Change the Profile name to reflect the type of reports that will be displayed (e.g. Web Access):

ff'nventail Advanced Reporting - Windows Internet Explorer
ﬂ http:l"\g 27.0.0.1:39877dp+templates, admin,new_profile_wizard.index
; =
New Profile Wizard Back Finish cancel |
Profile name
Flease define a name for the new profile and click the Finish button.
Profile name: |We|:| Access|
¥ Show reports upan finish
Done |_|_|_|_|_|_|@ Internet '-"i'; 0% -
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When complete, there should be two Profile Definitions to generate reports from:

E‘_':’_'Aventail Advanced Reporting Admin - Windows Internet Explorer

% - I http:ff127.0.0,1:89877dp+templates. admin.inds:x j |E| |z| ILive Search |P '|
File Edit ‘iew Favaorites Tools Help
w ek [§] #entail Advanced Reporting Admin far - - i v | bPage v (i Tooks v 7

Am"taﬂ’ Professional Logged in as "admin'| Logout | Help | About

# Profiles =

Scheduler Profiles Create New Profile

Users

ldhreterences Metwark Tunnel clientfserver access  View Repods  View Config Delete

Tasks
Wiah Access Wiew Repords  Wiew Config Celete

Licensing

Support

2009 Flowerfire

[ -]
T T [ [ | mkernet H100% v g
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Customization

Automated Log File Retrieval

There are two methods of automatically retrieving the SonicWALL Aventail access log files from the Aventail
appliance to the AAR server.

1) Automatically push the logs from the Aventail appliance to the AAR Server:
A script is available on the SonicWALL Support Knowledge Portal which is located at http://www.mysonicwall.com

to automate transfers of the Aventail access logs from the Aventail appliance to the AAR Server using SCP. For
more information, please refer to Knowledge Base article #2455.

2) Automatically pull the logs from the Aventail appliance to a Windows AAR Server.

This retrieval method utilizes the pscp application which is a command line tool that is run automatically using the
Windows Task Scheduler. The pscp application is a subset of PuTTy, the open source SSH client that can be
downloaded from:

http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html

Open up Notepad and create the following file:

@echo off
pscp -unsafe -pw aventail root@192.168.1.5:/var/log/aventail/extra*_access.log*
c:\aventail _logs

This command uses two optional parameters. The —unsafe option allows for the use of wild cards when retrieving
files. This allows all Aventail access logs to be retrieved with a single command. The —pw option includes the root
password to the Aventail appliance to automatically establish the pscp session without further prompting. If this
parameter is omitted, the administrator will be prompted to enter the root password. The —pw option is required for
automated log retrieval.

Substitute your root password to the appliance following the —pw command and enter your appliance’s IP address
of the appliance after the @ sign
Save the file as Aventail_log_retrieval.bat extension into the same directory where the Aventail access logs are

stored on the AAR Server (e.g. C:\Logs).

From the Windows Start menu, select Control Panel -> Scheduled Tasks -> Add Scheduled Task. This will bring up
the Windows Scheduled Task Wizard. Click Next from the Wizard interface to select the task to be automated.
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Click the Browse button and navigate to the C:\Logs folder. Highlight the Aventail_log_retrieval.bat file and click the
Open button to select this task.

On the next screen, click the Daily radio button and then click Next to continue.

Select the Start Time for the task, click the every day radio button and select the start date. By default, the
Scheduled Task Wizard uses the current system date of the AAR server. Click the Next button to continue.
Enter the username and password that will be used to run this task. Click Next to continue.

Click the Finish button to complete adding the task.

The log retrieval will now happen automatically each day.

SONICWALLY
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Automated Database Build

Once the log files are copied to the AAR Server, they must be loaded into the database for subsequent analysis and
reporting. AAR has an internal scheduler system to allow a scheduled build of the database after the log files have
been copied.

To access the scheduler, from the main AAR page select Admin and then select Scheduler from the menu on the
left side of the page:

Select New Action:

ﬂ'_'nventail Advanced Reporting Admin - Windows Internet Explorer

m hd I htkpeff127.0,0,1:8%57 (7dp+templates, admin. inde: +volatile, session_timed _ouk-+true j |‘?|| A | ILive Search |P '|
File Edit ‘iew Favorites Tools Help

e 3
v i .ﬂwentail advanced Reparting Admin @ = - @ = @Eage v (CFTools ~

Amll Professional Logged in as "admin'| Logout | Help | About

Admin

Profiles =

# scheduler Scheduler Hew Action

Users

» Preferences Mo actions defined, to add an action click an Bew Action.
Tasks
Licensing

2009 Flowerfire
Support

=
|htt|3:,|',|'12?.D.D. 1:89677dp+templates, admin, scheduler scheduler_vigw l_ l_ I_ I_ I_ I_ |g Internet o100 v &
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Select Build Database from the Action field, which Profile you want to build, and the time schedule:

ﬁ'Scheduler - New Action - Windows Internet Explorer M=] E3
ﬂ http:ff127.0.0. 189877, =+templates, admin.scheduler, scheduler_form+wolatile, form_type+new
]
saveand Close | Cancel |
Action:
Profile: |AII profiles j
Thiz field accepts any options available on the Aventail Advanced Reporting Cormrmand Line.
Report Filkers can be applied by using the -f and -df option,
Extra options: |
month Dray Hour Minute
Schedule: |an5r j |anv j |I33 j |DD j
=
Done |® Internet A% - g
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Multiple Aventail Appliances

Since the log files on Aventail appliances all have the same names and are not unique, separate subdirectories
must be created in the log file storage directory on the AAR server. For example, under the C:\Logs directory, there
would be a separate directory for each appliance:

C:/Logs/nodel
C:/Logs/node2
C:/Logs/node3

Copying the log files in their own directories will ensure that none of the files are overwritten. Aventail Advanced
Reporting automatically collates the log files from the various appliances thereby providing a single view.

If you would like separate views of each appliance, then create a profile for each appliance and log file directory
combination.

Every Aventail appliance has two sets of access logs, one for Tunnel client/server access auditing,
extranet_access.log, and one for Web traffic auditing, extraweb_access.log. Therefore, a single appliance will
require two Profiles. Due to licensing limitations, a single AAR server can support a maximum of five Profiles.

If there is a requirement to analyze and report on logs from more then two Aventail appliances, the Sawmill package
can be purchased directly from Flowerfire with no limits on the number of Profiles or log sources.

Additional Customization

Numerous Knowledge Base articles are available on the SonicWALL Support Knowledge Portal which is located at
http://www.mysonicwall.com covering additional topics on customization, reporting, and operation.
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