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Getting Started with SonicWALL Authentica-
tion Service

SonicWALL now offers an optional Authentication Service for VPN
users. The Authentication Service uses digital certificates for identifica-
tion of remote VPN clients. The service adds another level of security for
VPN users who remotely access a server for information. More information
on the Authentication Service can be found in the Authentication
Service Data Sheet located at http://www.sonicwall.com.

Registering the SonicWALL Authentication Service

It is necessary to register the SonicWALL Authentication Service before
the administrator and remote user VPN certificates can be downloaded.

1. Using a Web browser, open <http://register.sonicwall.com> and click
the Activate Authentication Service link.

A Activate SonicWALL Authentication Service - Microsoft Internet Explorer

J File Edit View Favorites Tools Help
| &Back v = v D 4} | Qsearch GaFavorites (BHistory | S v H D w

] Address I@ http:/ fregister.sonicwall.com/activatesuthService. html

’ﬂ o RETO B 0
SONICWALL
Prod olution Cente omer Suppo Download Center Company Channel Partners
Activate SonicWALL Authentication Service
Search

l— 2, Fields marked by arrows (») are required.

Authentication Service For: » ISeIECt One ﬂ

Serial number: » (DD4OXKKXKKKK)

12 digit number on bottom of unit.

Activation Key: » (XRRRKKKK)

- N L N g digit number on back of SonicWALL
Activate SonicWALL Authentication Service Authentication Service Manual.

Please read the following Certificate Practice Statement

-
SONICWALL CERTIFICATE PRACTICES STATEMENT 3
effective December 15, 2000
Table of Contents
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[T 1 agree to the terms stated in the Certificate Practice Statement above.

Submit | Clear I




2. Select the type of Authentication Service to be activated. Fill in the
SonicWALL appliance’s serial number and the 8-digit activation key
shown on the back cover of this manual into the Activation Key
field.

3. Read the Certificate Practice Statement, and check the | agree
to the terms in the Certificate Practice Statement check box.

4. Click Submit. The operation takes a few seconds to complete. Once
completed, a message confirming the registration is displayed in the
Web browser window.

Installing and Activating the Firmware

Download the Authentication Service-enabled firmware to your computer from the
SonicWALL Web site. After downloading, log into your SonicWALL management inter-
face from a \WWeb browser. If you're uncertain of this procedure, see your SonicWALL user
manual for instructions.

Note: If you have firmware version 6.0.0 or greater, you do not need to upload the
Authentication Service - enabled firmware.

Obtaining the Administrator Certificate

After enabling the Authentication Service by registering the Activa-

tion Code, you may begin to configure the Authentication Service by
requesting an Administrator Certificate. The Administrator Certifi-
cate is required for both box-to-box connections and end-user connections.

1. Log into the management interface and click VPN.

2. Click the Certificates tab. Select Administrator Certificate from
the Configure Certificate menu.

3. Fill in the requested information in the Administrator Contact Info
section.

4. Create a unique Certificate Management Password using
alphanumeric characters. It is also case-sensitive.

Note: The Certificate Management Password created by the
administrator should be different from the administrator password used
to log into the management interface. Store the Certificate Manage-
ment Password in a safe place as it cannot be changed nor is it stored
anywhere for retrieval.
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icrosoft Internet Explorar

=15l x|

Eile Edit View Favorites Tools Help \-
Summary W Confgure W RADUS W Cericates A -
SOMICWALL | Configure Certificate

General

Advanced
DHCP
VPN
Anti-Virus
High Availability

Logout

Configure Certificate [ Administrator Certificate ~
Fill out this form to obtain an administrator certificate
that will alow you to manage end-user certificates.
Administrator Certificate Request

This Gateway Setial ;101 00cgD6E
Number

Administrator Contact Info

First ]
Name

Last [
Name

Ads E-mail ]
Address

Certificate T
Password

Retype Certcate [——————————————
Managment Password

Password is required for end-user export and.
revocation. Be sure o remember your password! Once
submitted it cannot be changed or recovered.

Reguest Administrator Certificate

| Reset |

STATUS: Ready

Click the Request Administrator Certificate button to submit the
information to the Certificate Authority server. The submission takes
a few seconds. As soon as the information is confirmed, a screen
appears with the following information:

; tration - Microseft Internet Explorer —|ol x|
File Edit Yiew Favorites Tools Help ‘
“Back v & - @ &4 | Dsearch GFavorites efHistory | B~ S B ~ 5 92 w

Address [#] http://10.0.6.252 /management html | @a |

Summary Configure. Certificates

General

Configure Certificate

Configure Certificate: | Administrator Certificate =

Administrator Certificate

Access
Advanced
DHCP

Certificate Authority SonicWALL Inc.
/O=SonicWALL Inc./OU=SonicWALL
i erial No. -
aura Phillips

Subject D ITam

e i (o]
0040100c8dGe/CIN=L.

Certificate Issuer SonicWALL Inc.
Certificate Serial Mumber 73DB6AACBIASIBB6A299644F4098BI 7F
E=zpires On Jan 3 23:59:59 2002 GMT

Logout
& bone 7

STATUS: Ready

& et /




6. The Authentication Service is now ready and may be used to
request end-user certificate or configure a remote appliance to use cer-
tificates.

Note: It is very important to export the downloaded administrator certifi-
cate to an external medium (floppy disk or zip disk) and store in a safe,
secure place. If the firmware is wiped, you will need the administration cer-
tificate to restore the Authentication Service. See the Exporting with
Private Key section of Managing the Authentication Service.

Configuring VPN for Authentication Service
To use certificates in the VPN service in the Management interface, there
are two ways of setting up the Authentication Service:

= Group VPN tunnel for VPN Clients

= SonicWALL appliance to SonicWALL appliance

Configuring Group VPN Tunnel

To use certificates with the Group VPN tunnel and to authenticate remote

VPN users, the IPSec Security Association must be configured as fol-

lows:

1. Log into the Management interface and click VPN.Click on the Con
figure tab.

2. Inthe Add/Modify IPSec Security Association section, select
Group VPN for the Security Association.

3. Select IKE using certificates in the IPSec Keying Mode.

4. Select Encrypt and Authenticate for the Encryption Method.
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rosoft Internet Explorer i =lolx|
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Back  Foad | Stop  Refresh  Home Search  Favorites _History Mail Print Edit Discuss

Configure

General
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Filter .
Security Association [ GroupVPN ¥
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Advanced

— Security policy
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7. Click Update to enable the Security Association.

Configuring SonicWALL to SonicWALL VPN

Digital certificates can be used with a VPN tunnel from one SonicWALL
appliance to another SonicWALL appliance. For instance, a remote VPN
user has a SonicWALL SOHOZ2 and wants access to the corporate LAN
behind a SonicWALL PRO-VX. The corporate PRO-VX downloads the
Administrator Certificate into its VPN configuration. To configure the VPN
tunnel using certificates, the following steps are used to configure the
remote SOHO2 appliance:

1. Log into the Management interface of the remote appliance, and click
on VPN.

2. Click the Configure tab.

3. Inthe Add/Modify IPSec Security Association section, select
Add New SA for the Security Association.

4. Select IKE using certificates in the IPSec Keying Mode.



5. Create a name for the SA and type it in the Name box.
6. Leave Disable this SA unchecked.

7. Type in the IP address of the remote VPN gateway in the IPSec Gate-
way Address box. To allow a VPN gateway with a dynamic IP
address to connect, enter “0.0.0.0”.

8. Inthe Security Policy section, leave Require XAUTH/RADIUS
(only allows VPN clients) and Enable Windows Networking
(NetBIOS) broadcast unchecked. Select Encrypt and Authenti-
cate (ESP DES HMAC MD5) in the Encryption Method box.

9. Inthe Allowed Certificates section, type in the serial number of the
SonicWALL appliance that has an Administrator’s certificate.

File Edit View Fawrites Taols Help ‘n
gtk v &~ @ 1) A | @oeach GFavoites Brbtoy | By 5 B v 5 D
Address E hittp:4/10.0.6.253/management htrnl 1 éw

Pl OHeIp :

}

Summary Configure RADIUS Cerificates.
General

Log Add/Modify IPSec Security Associations

Fifler
Security Association [-Add New SA- =

L‘ IPSec Keying Mode |IKE using certficates v

= W
Advanced Disable This SA ™

ﬂl IPSec Gateway Address
VPN
paivins | | Securty policy
Recuire TAUTHRADIUS

High Avaiabiiy (ony allows VN clets)

Enable Windows Netwotking r
(IetBIOS) broadeast

SA Life time (secs) [28800
Encryption Methodl Encrypt andl Authenticate (ESP DES HMAC MDS) j
Allowed Certificates
Peer SonicWALL serial #
Destination Networks

Metwork  Subnet Mask

Add NewNetwork |
Delata This SA i
Logout STATUS:
oo [ [ mhemet
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10. In the Destination Network section, click Add New Network.
Type in the destination network and the subnet mask. Click Update.

24 VPN Destination Network - Mi... M=1E3

Edit VPN Destination Network

Metwork |193.153.n.n
Subnet mask |255.255.n.n|

Update
Cancel

11. When you return to the management interface, click Update and the
changes are applied to the SonicWALL appliance.

Exporting the Security Policy to a Remote Client

For easy configuration of remote VPN clients, exporting the security policy
from the SonicWALL appliance to a file can be performed. However, only
Group VPN Security Settings can be exported to a file. To export the secu-
rity policy to a file, the following steps are used:

1. Llog into the management interface and click VPN. Then select the
Configuration tab.

2. Inthe Security Policy section, click on Export next to the VPN Client
Configuration File.



2 SonicWALL Administration - Microsoft Intemet Explorer B [=[ ]
File Edit View Favorites Tools Help ﬁ

I
| woak v & - @ B B Qoewch Gravortss @Fristory | B~ S il ~ 1 D
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Summary Configure

General

1oy Add/Modify IPSec Security Associations
Filter
Security Association [-Add New SA- 7|
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Access
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Advanced Disable This S4
DHCP IPSec Gateway Address
VPN
mivis | | Security policy
—I_ = Require XAUTHRADIUS
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Enable Windows Networking
(VetBIOS) broadeast
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Encryption Method [ Encrypt and Authenticate (ESP DES HMAC MDS) |

Peer SonicWALL serial #

Allowed Certificates

Destination Networks

Metwork  Subnet Mask

Add New Netwark |

Delete This SA -1
Logost STATUS:

Vs (- c—

A dialogue box appears. Click Export to export the security policy file.

=18lx]
Eile Edit View Fgwrites Tooks Help
Bk v+ @ @ A Qseacth (alfevortes Fristoy | B S E v H D w

Address ) htp: 1006 252fmansgement bt

5 0w

)

Export | Cancel
_ Gl | Exporting the SA to a e will save it on your local hard deive. The name of
the le vl be Group VEN_0040L00CSDE sl by dea, s can be
= changed feeded. Thename of SA vl be GroupVPN. The Shared Secret
| ol ot be exported and mustbe entered mansaly afe mporing the e

|
At
[
[l
Aaivins
Vigh Ay

&

¥

i

1908 | STATUS: There were no changes made
Eowe i

3. To download the file, click OK.
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File Download il

“r'ou have chosen to download a file from this location.

GroupyPN_0040100C8DEE . spd from 10.0.6.253

‘what would you like to do with this file?

" Open this fils from its current location

I

¥ &lways ask before opening this tpe of file

QK I Cancel | More Infa |

Standard Windows operating system dialogue boxes appear allowing you
to change the location and file name of the security policy. Once the file is

saved, you can distribute the security policy to your remote VPN clients.

11



Managing the Authentication Service

The administrator of the SonicWALL appliance has complete control over the
Authentication Service function and the remote VPN clients. By default,
there are two subsections within the Certificates tab panel:

e Administrator Certificate
« Services

Once an Administrator certificate is successfully received by the SonicWALL
unit, a third view, End-User Certificates is available. To change views,
use the pulldown menu in the Configure Certificate subsection which ap-
pears in every view of the Certificates tab panel.

The Administrator Certificate View

The Administrator Certificate view displays the following information:
= Certificate Authority - the issuing authority of the certificate

= Subject Distinguished Name - the name of the administrator

= Certificate Issuer - who issued the certificate

= Certificate Serial Number - generated by the certificate issuer

= Expires on - date and time of certificate expiration

2 SonicWALL Administration - Microseft Internet Explorer =10l x|
| Eile Edit View Fawrites Tools Help \
“Back ¥ = T @ o} | Disearch GaFavorites Cfristory | By S gl v~ 2] 9O w

Address [@] http://10.0.6.252/mansgement el =l P |

SONICWALT>
Summary Configure. Cerificates
General
Log Confignre Certificate
Filter
Configure Certificate:| Administrator Certificats ~
Tools
Rooess) Administrator Certificate
_ Atvanced | Certificate Authority SonicWALL Tnc.
DHCP /O=Sonic WALL Inc./OU=Sonic WATLL
PN Subject D hed Mame Admini OU=Serial No. - 00401008 d6e/CN=Lawa
Phillips
LEEE Certificate Issuer SonicWALL Inc.
High Availability Certificate Serial Mumber T3ADB6AACBIASIBB6AI99644F4098B97F
Espires On Jan 3 23:59:59 2002 GMT

Logout STATUS: Ready
Eloone [ (& mtemet 7
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The Request End-User Certificate Function

The Request End-User Certificate screen is used to request digital cer-
tificates for VPN Clients. The following information is required for the certif-
icate to be issued:

First Name

Last Name

Email Address

Organization

Department

Title

Locality (City)

State

Country

End-User Challenge Phrase
Required Challenge Response
Certificate Management Password

w OHelp

Summary Canfigure RADIUS Certificates

Configure Certificate

Configure Certificate| End-User Certicate v,
End-User Certificate Request

Seral Number 0040100CSD6E
FustName|
LastName[
E-Mail Addeess [
Organization ’7
Department %
Tee[

Locality (City)
Stae|
Courtry [Us

‘End-User Challenge A
Phrase |

Required Challenge ’7

Resporse

Certificate Management ’7

Password

Authorize VPN End-user Reset

It is very important to enter the correct email address for an end-user VPN
client as the e-mail message directs the end-user to the digital certificate web
site. The End-User Challenge Phrase and Required Challenge Re-
sponse are used to communicate password information between the ad-
ministrator and the end-user. This information is required to obtain the digital
certificate. More detailed information on the end-user certificate can be
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found in the End-User Certificates section of this manual. Additionally,
the certificate server does not verify the validity of the information entered
into the on-line form as outlined in the Certificate Practice Statement
(CPS). You are responsible for all the information you enter for an end-user.

Using the Services Function

The basic functions of the Services screen are listed below:

= Export the administrator certificate information

= Export the administrator certificate information with the Private Key
< Revoke an administrator certificate

< Revoke remote VPN Client certificates

|2l SonicWALL Administration - Microsoft Internet Explorer
Il Eile Edit View Favorites Tools Help

SBack v = ~ @ o} | QSearch [EFavorites BHistory |G~ S E » 5 =2 w
Address I@ htp: //10.0 6. 252/management.tm |

Summary Cenfigure.

Log Configure Certificate
Filter
[z Configure Certificate [Services =

Access Administrator Certificate

Gateway Serial Number Details

DHCP Administrator Certificate 0040100CSD6E details
VPN

Anti-Virus Clertificate hManagement Password

High Availability

Export | Exportwith Private Key | Revake

Revoke End-User Certificates

Certificate Type Sonic WALL End-User
First Mame

Last Iame

Exporting the Administrator Certificate Information

If it is necessary to export your certificate information without the private key,
use the Export function. In the event that your firmware is reset or wiped,

however, this certificate file does not contain enough information to restore

the Authentication Service. Use the Export with Private Key to cre-
ate a secure back up file for your Authentication Service. To export the

information, follow these steps:

1. If using a floppy disk or zip disk for storage, insert the disk into the disk
drive.

14 SonicWALL Authentication Service



2. In the management interface, select Services in the Configure Cer-
tificate subsection.

3. Under the Administrator Certificate subsection, type in the Certifi-
cate Management password, and click Export.

The following screen is displayed:

Exportl Cancel |

Exporting the certificate to a file will save it on your local hard dnve. The
name of the file will be certificate.exp by default, this can be changed if
needed.

4. Click Export to open a file directory dialogue box and save the set-
tings to your storage medium or directory.

Exporting with Private Key

It is very important to create a backup copy of your administrator certificate

information in the event that your firmware becomes corrupted, wiped out,

or reset. To restore the Authentication Service to the SonicWALL appli-

ance, the private key is required by the firmware. To Export with Private

Key, use these steps:

1. If using a floppy disk or zip disk for storage, insert the disk into the disk
drive.

2. In the management interface, select Services in the Configure Cer-
tificate subsection.

3. Under the Administrator Certificate subsection, type in the Certifi-
cate Management password, and click Export with Private
Key.

The following screen is displayed:

Expurtl Cancel |

Ezporiing the certificate to a file will save it on your local hard drive. The

name of the file will be certificate.exp by default, this can be changed o
needed.

4. Click Export to open a file directory dialogue box and save the certifi-
cate file to your storage medium or directory.

5. Store the storage medium in a safe, secure place such as a fireproof
safe.
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Revoking an Administrator Certificate

Warning: Revoking an administrator certificate is irreversible and will dis-
able the Authentication Service.

An administrator certificate may have to be revoked in certain situations:
= The certificate management password is compromised.
= The SonicWALL appliance is stolen.

= The Authentication Service is no longer required for your VPN cli-
ents.

Careful consideration should be given to the decision to revoke an adminis-
trator certificate as you no longer have a valid activation key and cannot
restore the service. Even if the firmware is reset and the backup copy of your
certificate is used, the service cannot be restored. You must be absolutely
sure that you wish to revoke the administrator certificate.

If the SonicWALL appliance is compromised or stolen, you may revoke the
administrator certificate by contacting SonicWALL Technical Support.

Renewing an Administrator Certificate

The SonicWALL Authentication Service is valid for one year from date
of purchase. To continue the service, you may purchase another subscription
from SonicWALL and register your upgrade to continue uninterrupted Au-
thentication Service. You are then able to renew the Authentication
Service. To renew the Authentication Service, proceed as follows:

1. Register your upgrade at http://register.sonicwall.com with the pur-
chased Activation Key to re-activate the Authentication Service.
2. Log into the management interface, and click VPN.

3. Click the Certificates tab, and select the Services view.

4. In the Administrator Certificate subsection, type in the Certificate
Management password.

5. Click Revoke.

Obtain a new Administrator Certificate by following the steps in the
front of this manual.
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End-User Certificate Management

Note: The remote VPN client must download the VPN Client software ver-
sion 5.1.3 before using Authentication Service.

The SonicWALL Authentication Service requires the remote VPN Client
to use a digital certificate for identification on the local network. The
SonicWALL appliance administrator manages the end-user certificate by
notifying the remote VPN client to pick up a digital certificate or by revoking
a client certificate. If you are using Microsoft Internet Explorer Version 5.0,
you have to download the 128-bit encryption security patch available at
http://www.microsoft.com/windows/ie/download/128bit/intro.htm.
Netscape Navigator version 4.75 and higher currently use 128-bit encryp-
tion.

Requesting a Digital Certificate for a VPN Client

To request a digital certificate for an end-user, you activate the service on
the SonicWALL web site at http://register.sonicwall.com. After the service
is activated, log into the SonicWALL management station and follow the in-
structions below:

1. Click VPN on the left side of the interface. Then click on the Certifi-
cates tab.

2. Select End-User Certificate from the pull-down menu in the Config-
ure Certificate subsection.

3. Fill out the information requested by the form. Be sure all of your infor-
mation is correct as the certificate server does not verify the validity of
the information.

4. The End-User Challenge Phrase and Challenge Response can
be managed in a variety of ways. For instance, the administrator could
use “Enter your employee id number” for the Challenge Phrase and
type in the employee id number in the Challenge Response box.
When the employee receives the email notification that a digital certifi-
cate is waiting for pick up, the employee goes to the certificate web
site, types in the PIN and the response to the Challenge Phrase.
Another example of managing the End-User Challenge Phrase is
to use a familiar item to the end-user such as a cell phone number or
asking the user via a separate email message to call the administrator
for the Challenge Response answer. The strength of the Authentica-
tion Service is dependent on the Challenge Response.

5. When the End-User Certificate is successfully requested, an email is gen-
erate to the end-user and the administrator notifying them that a digital
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certificate is ready for pick up. An example email message is displayed
below:

% SonicWALL Authentication Se

ate Enroliment - Message (| — O] x|
| Eile Edit view Insert Formar Tools Actions Help \

| Eoreply | ereply 10 All [ 48 Forward [ & Ba | v D3 X [ & - » - 43

From: pkisuppork@sonicwall.com Sent: Thu 1j4/2001 1:04 PM
To: laurap@sonicwall.com
ce laurap@sonicwall. com

Subject:  SenicWwALL Authentication Service - Certificats Enroliment

SonicWALL Authenticacion Service - VPN Client End User Certificace Enrollment

Congratulations! ¥ou have been enrolled for a SonieWALL VBN Client Certificate by
vour network administrator. In order to begin using your WPN services, please download
and install your unigue digital certificate from http://pkiserver.sonicwall.com

You will need the following information:

Pin: N60ON2JUNM
answer the following question where prompted for "Security Challengel®:
Question: Enter employes id

hrohive the akove Pin and Challenge Phrase as it is regquired for Certificate Reneval after
1 year.

If you experience any problems retrieving your certificate, please contact:
¥our Network Administrator <mailto:laurap@sonicwall.coms
Or contact SonicWALL Technical Support <mailto:pkisupportlsonicwall.com>

SonieWALL Authentication Service Tesam

6. The end-user clicks on the web address for the PKI Server, and then
clicks on Pick-Up Certificate to download the certificate.

“=Back v = ~ 7% | @ search  [EdFavorites
Address [&] http://pkiserver sonicwall.com/

CBHistory | By 5B

5852 Digital ID Center

[ -or |
SonicWALL End Users Digital ID Center
PICK-UP CERTIFICATE

Chaose this option to pick-up your Digital ID for Micrasoft or Netscape

Choose this option to find the record for a Digital ID. This function is useful for determining
whether a Digital ID is alid, Expired, or Revoked. You may also Download IDs from this
option

Chaose this option to renew a Digital ID which is expiring or which has already expired. You
should generally start renewing your Digital ID at least one manth before your Digital ID is
due to expire

@ 00

Chaose this option to revake your Digital ID. Digital IDs should be revoked immediately for
any suspected campromise, including lost or stolen private keys, cormupted key pairs,
change in site ownership, or suspected fraud

INSTALL CA

® ®

Copviant © 1953, WerSign, Ino. All Rights Resenved

RriSign
Trust Network

3 I I |48 1nternet =

7. When Pick-Up Certificate is clicked, the Pick Up Digital Certifi-
cate page is displayed.
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3 soft end-user Enrollment rosoft Internet Explorer -of x|
rites Tools Help ‘
| Ggack v = v | Qoeach GFavorites BHstoy | v 5 B v 5
| Address & http:fpkserver.sonicwal, comjcient/userEnToll him EEE|
|
Veisign ) Il
[ OnSITE Enroliment
b
Help with this Page
Complete Enrollment Form
Information for the Digital ID
Fill in all fields. Use only the English alphabet with no accented characters. The information marked
with 3 “X" s included in your Digital 1D and is available to the public
Pin:  (r=quired)
Security Challengel: (required)
If all the information above is correct,
click Submit to continue.
Accept Cancel
i 158, VoS, g e Virisign
Trust Network
|
o [T @ e )

8. The End-User types in the PIN from the email notification and the Chal-
lenge Response and clicks Submit.

9. If the Challenge Response and PIN are correct, the digital certifi-
cate is issued. A successful submission is shown below.

21 Download - Microsoft Internet Explorer

| Ho E yow Favortss ookt

J I .9 2 a a =] - 38

sk " For S0 Raieshbone. || sath  Favors e
| Address [€] httpikiserver.sonicwal.comicai binjsophite.exe

Veisign .. .

(oigné) Digital ID Services
Congratulations!

Your Digital ID has been successfully generated and installed.
‘Your Digital ID Information.

Country = US

State = ca

Locality = Sunnyvale

Organization = SonicWALL Inc.

Organizational Unit = SonicWALL End Uss
Organizatianal Uit = Serial No. - 0040100cadSe
Organizatianal Uit = Company - Sani

Title = Writer

Comm:

Moon
Email Address = lap_2001@yahoo.com

Serial Number = 6dafbef6268eda0da2a56769393a1767

Consult our Help Desk and Tutorials:

1. Visit our Help Desk to view our tutorials and other usefil information.
2. Visit our Digital ID Center to find out more about Digital IDs and Digital ID services

Copuiant 0 1008 VaiSien, e A Figh Fasaned Veaisign
Trust Network

@1 0one

|
[ [ [@meme 7

After a successful submission and issuance of a certificate, you are asked
to download the certificate file using Medium security.
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Creating a new RSA exchange key!

An application iz creating a Pratected item.

Laura

Security level zet ta High

QK | Cancel | Details... |

10. Click Set Security Level to set the security level for downloading the
certificate. You should set the Security Level to High as this level of
security requires a password for the user to export the certificate from
the web browser. The password is also required to import the certfi
cate into the VPN Client. If there are multiple users on one computer,

ausercanonlyexportapersonalcertificateaccessedwithapass
word.

Creating a new RSA exchange key!

Chooze a security level appropriate for this item.

ezt my permission with a password when this
item iz to be uzed.

l\  Medium
Lyl
- o

Fequest my permission when thiz item is to be used.

1 Lo

Automatically grant permission to use this item
withaut natification.

< Back I Mest » I Cancel |

11.Select High and click Next. You are asked to create a name for the
password, and then create a password. It is recommended that you
name the password with your first name, and create a personal pass-
word using alphanumeric characters. A combination of letters and sym-
bols is recommended, and the password is cas-sensitive.

12.When you click Finish, the Creating a New RSA Exchange Key screen
appears, and you can click Details to review the security policy.
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Creating a new RSA exchange key!

Protected Storage helps safequard data you wish to
keep private. These details show which application iz
attempting to access your protected data.

Application:  C:A\Program Filestntermet Explorersiexplore.
Description:  Laura

Access type: Protecting an item.

13.Click OK, and the digital certificate is waiting to be issued.

& Microsoft end-user Enrollment - Microsoft Internet Explorer
Eile Edit View Favorites Tools Help
“Back v % -~ @ [ 4| Qsearch HFavorites IHistory | D S - H 9w
Address I@ hitp: /fpkiserver sonicwall com/egi-binysoftbounce. exe j PGo ‘
B
Please wait while the Digital ID is being
issued ...
Lo J
|
1T web st found, waiting for reply... ‘ ‘ @mmmet 4
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<l ID Download - Microsoft Internet Explorer _[ofx]
Eile Edit Wiew Favorites Tools Help

“Back v @ ~ @ & 2| QSearch [aFavorites BHistory |She S Hl ~ 5 2w
Address I@ hitp: /fpkiserver sonicwall com cgi-bin/sophialite.exe

-] #Go

[
(\’é 3?!/'5'.7&) Digital ID Services
Congratulations!

Your Digital ID has been successfully generated and installed.
Your Digital ID Information.

Country = US

State = Ca

Locality = Pleasanton

Organization = SonicWALL Inc,

Organizational Unit = SonicWaLL End Users
Organizational Unit = Serial No, - 0040100c&d6e

Organizational Unit = Company - SonicWaLL
Title = Technical Writer

Common Name = Laura Phillips
Email Address = laurap@sonicwall.com

Serial Mumber = 6875b8e02bf4d1a493264fcb18958785

Consult our Help Desk and Tutorials:

1. Wisit our Help Desk: to wiew our tutorials and other useful information.
2. Wisit our Digital TD Center to find out more about Digital ID's and Digital ID services

Copyright & 1989, VeriSign. Inc. All Rights Reserved vgl isigll

Trust Network

The digital certificate is successfully issued to you, and you are ready to be-
gin exporting the certificate from the web browser . After exporting the file
from the web browser, you may import it into the VPN Client.
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Exporting the Digital Certificate to SonicWALL VPN

Client

The digital certificate is exported from the web browser to a directory for the
Remote VPN Client configuration. To export the digital certificate, use the
following steps:

1.

Open the browser to the default home page. Select Tools from the
Menu bar, then select Internet Options.

2l
Intended purpose; | <all> =

Fersanal | Other People | Intermediate Certification Autharities | Trusted Raat Certificatior < | |

E | aura Ph

Import... Export... Remove

Advanced. ..

Certificate intended purposes

<All=

View I

Close

Click on the Content tab. In the Certificates subsection, click Certif-

3. Click on the certificate issued by SonicWALL, and then click on Export.

The Export Certificate Wizard appears and walks through the Export
steps. After the Wizard appears, click Next to continue.

Certificate Export Wizard
Wizard

store to your disk,

certificates are kept.

To continue, click Msit.

x|

Welcome to the Centificate Expont

This wizard helps you copy certificates, certificate trust
lists and certificats rsvocation lists from a certificate

A certificate, which is issued by a cartification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. & certificats store is the system area where

< Back

E Cancel |
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4. Select Personal Information Exchange and Enable Strong
Encryption. Click Next

Certificate Export Wizard x|

Fwnart Fila Farmat
Certificates can be exported in a variety of fils Formats,

Select the Farmat you wank ko use:
 BER encaded binary /509 {,GER)
 Bage-54 encoded 2, 509 {,CER)
€ Cryptographic Wessage Synbax Standard - PRES #7 Certificates [ PYE)

I™ | tnclude &l certificatesin bhe certification path i possible

& personal Information Exchange - PKCS #12 [.PFA]

I™ Include all certificates in the certification path if passible

[¥ Enable strong protection {requires IE 5.0, NT 4.0 5P4 or shove)

I Delete the private key if the export is successful

< Back, I [ext = I Cancel

5. The Export Private Key dialogue box appears asking to export the
certificate with or without the private key. Select Yes, export the
private key.

Certificate Export Wizard x|

Eunart Privato Kouw
You can choose ba export the private key with the certificate.

Private keys are password protected. IF you want to export the private key with the
certificate, you must type 3 password on a later page.

Do you want ko expork the private key with the certificate?
s, mxport the private key!

" M, do not export the private key

< Back I ext = I Cancel I

6. To export a certificate with the private key, a password is required.
Create and enter a password for the certificate. Click Next.

7.

Certificate Export Wizard = x|

d
Ta mainkain security, you must protect the private key by using a password.

Type and confirm a password.
passwar d:
I

Confirm password!

<gack [ mest= | concel |
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8. Create a file name for the certificate and then Browse for a directory
to save the file. Click Next to continue.

Certificate Export Wizard

File +a Fwnart
Specify the name of the file you want ko export

File name:

my_certificate Bre

9. A window listing the file attributes is displayed. Click Next to continue

Certificate Export Wizard x|

Completing the Certificate Export
Wizard

“ou have successfully completed the Certificate Export
wizard.

“ou have specified the Following settings:

File Mame CHTEM
Expart Keys Ves
Include all certificates in the certification path Ko
File Format Person.
K =]

<Back | Finish . Cancel

10.A warning box appears as a notification that you are exporting the pri-
vate key and that a password is necessary to export the file. The pass-
word created in Step 6 is used to import the file into the VPN Client
later. Click OK to continue.

Exporting your private exchange key! x|

An application is requesting access to a Protected item.

0K | Cancel Detals
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11.IF the file export is successful, then a message box appears with the
message that the file export is successful.

]

The expart was successful,

Importing a Digital Certificate into VPN Client

The remote VPN Client imports the digital certificate into the VPN Client soft-

ware using the Certificate Manager. The VPN Client uses the following

steps:

1. Right click on the VPN Client icon in the right end of the task bar. Select
Certificate Manager.

Security Policy Editor
Certificate Manager

Deactivate Security Policy

Reload Security Policy
Remove Ican

Log Viewer
Connection Monitor

Help

About SaonicWALL WP Client

2. The Certificate Manager window is displayed. Select Import Cer-
tificate.

P, Cortificate Manager - SonicWALL VPN Client x|
My Cettfiates | G Cerlficates | Ria Cartificates | CALs | Certiicate Requests | About |

Personal etificales identify you to people and security galeways you communicate with. ATy

Personal certficates are signed by the certificate authonty that issued them. SONICWALL
i
|“ i

Vigw

Verity

Dielete..

Expott

Request Certficate. Import Certicate.. |
Close
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3. The Import Certificate dialogue box is displayed. Use the Browse
button to navigate to the directory where you saved the certificate file. It
is in a *.pfx or *.p12 file format. Type in the password created using
the Export File Wizard. Click Import.

Import Certificate [and Private Key] x|
Filename: |E:\Documents and SettingshLawraPDeskioph Browse... |

Password: I**ﬁ

Coca_|

4. A confirmation box displays the certificate information and asks you to
confirm importing the file. Click Yes to import the certificate

Certificate Manager %]

Are you sure you want 1o add this personal certificate?

Subjecti US, CA. something. SonicWALL Tne. SonicWALL End Ussrs, SN - D040100c8dée, Sompany - SonichtALL.
SonicvrALL. Laura Ph, laurap@sonicwall om
Tssueri SonicWALL Inc. For Test Purposes Gnly, SonisWALL Test GA
SerialNumber: 05:34:0F22:6F56:34:90:06:05:84iFAEFBAIFSA
validity: From November 29, 2000 fo Maverber 30, 2001
CRL Dist. Paint: http://pilatonsitesr| verisign.come SonlcWALLInG Soniew ALLEndUsers/ LatestCRL 2Tl
Key Usage: Digital Sighature, Key Enciphemment

5. The certificate is now imported into the VPN Client software.

Importing a Security Policy into VPN Client

You, as the administrator of the SonicWALL appliance, can export the secu-
rity policy for remote VPN Client use as explained earlier in the Group VPN
policy export section of this manual. By providing the policy in a file format,
the remote user doesn’t configure the settings, but simply imports the policy
into the client software.

1. Right click on the VPN Client icon in the task bar. Click on Security
Policy Editor.

2. Click File, then Import Security Policy. The File Import dialogue
box appears.
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!Securiry Policy Editor - SonicWALL VPN Client =]

File Edit Options Help

Export 5 ol e
xport Security my soNicwAIY '+

Inpart Security Policy

- Connection Secuity
& Secure
 Block

0 Tie[Pounet 7]
Subret [T 1681681
Mask 6252860
O = |

V| Conneet using Secure Galeiay Tumel

10 Type] IP Acdiess -
0000

Save Changes
Exit

3. Browse to the location that the security policy file is saved, and select
the file. Click Open.

open 2 x|

Look jn: I@ Dowenloads LI o =k ERw

File name: |I3rnupVF'N_DEIdD1 O0CenEE Open I
Files of type: ISeculit}l Pualicy D'atabasze File [*.spd) LI Cancel I
o

4. Confirm that you want to import the security policy file. Click Yes to
import the policy and to complete the importing process.

Security Policy Editor x|

Are you sure you want to itnport the policy in ChDocuments and SettingshLauraPyDesktoph Sitple_policy.spd?

Yes Mo |

28 SonicWALL Authentication Service User Guide



Configuring the VPN Client Security Policy to Use
Certificates
1. Open the Security Policy Editor and click on My Identity.

!Securify Policy Editor - SonicWALL VPN Client -] x|

File Edit Options Help
Blefolx|m #1¢] SONICWALL v

)-8 Simple
© - Myldenty

i =53 Secuiy Policy
8y Dther Connctions

1D Type

Distinguished Mame ™

|IJS, C4, samething, SonicWALL Inc.. SonicWALL End L

Port |41 [+
[~ Intemet Interfa
Mamme IAny j

1P fscldl [y

2. In the My Identity section, select the certificate from the Select
Certificate pulldown menu. The ID Type changes to Distinguished
Name.

3. The remote VPN Client is now configured to use the Authentication
Service for the VPN tunnel.

Verifying the Remote VPN Client Connection

To verify that the VPN tunnel is working, it is necessary to ping the IP address
of a computer on the remote network. The instructions below show step by
step how to ping the remote IP address.

1. Locate the Windows Start button in the lower left hand corner of the
desktop operating system. Click Start, then Run, and then type Com-
mand in the Open filepath box. A DOS window will open to the C:>\
prompt.
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oft Windows 2008 [U n 5.00.21951
(C) Copyright 1985-2008 H oft Corp.

C:\WINNT\SYSTEM32>ping 1@.8.6.254
Pinging 18.8.6.254 with 32 bytes of data:®

Reply from 10.0.6.254: hy 2 time=2@ms TTL=126
2 time=10ms TTL=126
2 time=1Bms TTL=126
2 time=18ms TTL=126

= @ {Bx loss),
Approximate round trip ti H
Minimum = 18ms. Maxim

IC:\WINNT\SYSTEM32>

2. Type ping and the IP address of the computer on the remote network.
You may need to provide the IP address to the VPN Client. A successful
ping shows that the remote IP address is receiving data and shows
replies from the data packets.

3. If the ping is unsuccessful, the data packets time out during transmis-
sion and no data is returned from the remote IP address. You may have
to ping a few times until the connection is established. An unsuccessful
ping appears below:

Microsoft Windows 2088 [Uersion 5.88.21951
(C) Copyright 1985-200@ Microsoft Corp.

C=\UINNTSSYSTEM32>ping 10.8.6.253
Pinging 10.8.6.253 with 32 hytes of data:

Request tlmed out.

Request timed out.

Ping statistics fnl 18.8.6.253:
H d

Lout =4 (188z loss>,
Hininum = Bms. Haxlmum: Bma Rue}age = Bns

C:\UINNI\SYSTEH32>,,

The VPN Client Log Viewer may be used to review successful or unsuc-
cessful data packet transmissions. The Log Viewer is opened by right-click-
ing on the Client icon in the system tray. Successful pinging will return SPI
values in the Log Viewer. If you cannot ping the computer on the remote net-
work, contact your administrator for assistance.
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Revoking VPN Client Certificates by the Administra-
tor

Warning: Revoked certificates cannot be restored unless another certifi-
cate is purchased.

A VPN client certificate can be revoked by the administrator. The adminis-
trator can revoke the certificate without reconfiguring the SonicWALL appli-
ance. You must carefully consider the decision to revoke a remote client
certificate as it cannot be re-instated. To issue a certificate to a remote client
,but you do not have any unissued certificates, you will need to purchase
End-User Certificates from SonicWALL. After activating the certificates
on the web site, you will request another digital certificate through the Cer-
tificate tab of the VPN service of the management interface.

1. Log into the SonicWALL management interface. Click VPN, and then
the Certificates tab.

2. In the Configure Certificates section, select Services from the pull-
down menu.

3. In the Revoke End-User Certificates section, fill in the required
boxes. The required information must match the original request infor-
mation to revoke the certificate. Type in the Certificate Manage-
ment password, and click Revoke.

The management interface updates and then displays a message, “pki re-
voke complete.”

The Remote VPN Client may also revoke their own certificate from the
http://pkiserver.sonicwall.com web site. The end-user must remember the
challenge phrase response to revoke the certificate.

Warning: Revoked certificates cannot be restored unless another certifi-
cate is purchased.
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Authentication Service Activation Key
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