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Class A EMC Statements

FCC Information

ICES-003

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to
part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference when the equipment is operated in a commercial environment. This equipment generates, uses
and can radiate radio frequency energy and, if not installed and used in accordance with the instruction manual,
may cause harmful interference to radio communications. Operation of this equipment in a residential area is
likely to cause harmful interference in which case the user will be required to correct the interference at his own
expense.

This Class A Interference Causing Equipment meets all requirements of the Canadian Interference Causing
Equipment Regulations ICES-003.

Cet appareil numérique de la classe A respecte toutes les exigences du Reglement sur le matériel brouilleur du
Canada.

Eaton is not responsible for damage to this product resulting from accident, disaster, misuse, abuse, non-Eaton
modification of the product, or other events outside the reasonable control of Eaton or not arising under normal
operating conditions.

TUVRheinland

1F61
I.T.E.




Special Symbols

The following are examples of symbols used on the UPS or accessories to alert you to important information:

RISK OF ELECTRIC SHOCK - Observe the warning associated with the risk
of electric shock symbol.

CAUTION: REFER TO OPERATOR'S MANUAL - Refer to your operator's
manual for additional information, such as important operating and
maintenance instructions.

This symbol indicates that you should not discard waste electrical or
electronic equipment (WEEE) in the trash. For proper disposal, contact your
local recycling/reuse or hazardous waste center.
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Table of Contents

INTRODUGCTION . ..ottt i et e it a it an e ane e sanesanennennnenns 1
Compatibility . ... 2
Eaton IPP Management. . . .. ... 2
Performance Evaluations. . . . ... .. 2
Network Ports . ..o 3
T OIS . 3
Acknowledgements. . .. .. 4
Java LiCeNnSINg . . . . .o 4
INSTALLATION . . ..ottt ittt e it e it a it et it aneaaaeaneaanenns 5
Installation Prerequisites . . ... ... 5
On the System Hosting Eaton IPM . . .. ... . . 5

On the System that Displays the Web-based GUI .. ... ... ... .. ... .. ... ... ....... 5

JRE Prerequisites . .. ... 6

JRE Installation . .. ... . 6
Quick Start INStrUCTIONS . . . . oo 6
Graphical Installation . . . .. ... 6
CoNnfiguratioN . . ... 8
License Code. . . ... 10
OpEratioN. . . 11
Installation Result . ... ... . 12
Uninstalling the Eaton IPM . ... 13
Upgrading the Eaton IPM Product. . . ... ... 13
Installing/Uninstalling the Eaton IPM (Command Line) .. ........... .. ... .. ... .. .. ... ..... 13
CONFIGURATION . ...ttt it et e it e i et e it aa e aaeaneaanens 15
Configure NOdes . . . ... 15
Discover Nodes Connected onthe Network. .. ... . . . 15
QUICK Scan . .. 16
Range SCan . . ... 16
Address SCan . . ... 17
Configure Duplicated Nodes DisCovery . . ... ... 19
SEttINGS . . o 19
NOtIfICatIONS . . . . o 21
Scan Settings for DISCOVEIY . .. ... 22
Change Driver Node . ... ... 23
Configure Node Settings . . . ... .o 24
Configure User ACCOUNTS. . . ... oot 25
SyStem Settings . . ... 26
Automatic Data Purge . . ... . 27
Configuration EXport/Import . ... ... 27
ADVANCED EVENTS AND ACTIONS ...t it i e et i it a e rae e 29
Customized Action on Standard Events .. ... ... . . 29
Configuration Policies . . ... ... . . 30
Define Custom EVeNts. . . ... . 30
Use Custom Events to Launch Custom ACtions . . .. .. ... ... e 30
Eaton Intelligent Power Manager (IPM) User's Guide v1.60 P-164000289—Rev 5 i



Table of Contents

Example Procedures . . ... 31
Configuration Policy Settings . . ... ... 31
Configuration Policies Class . .. ... .. 32
Dynamic Group For Configuration Policy. . . ... ... . . 32
USE CaSES. . ottt 33
Attachment Rules to an Automatic Assignation Group. . . ...t .. 33
ACHION SETtINGS . . oo 35
Create a New ACHiON . . . ... 36
Edit Selected ACtion . ... . 38
Editing . . oo 39
CODY o 40
1= 40
Remove . . 41
Action Type DescCriptions . . . . ..o 41
E-mail L 41
CommMand . . .o 41
SSH ACHON .o 42
NoOtIfiCation . . .. 42
Event Log . ..o 42
Host Power Action ... ... ... i i i ittt ettt e s 42
VM Power ACHION . . ... 42
VM Migrate ACHIoN . ... 42
VAP ACTION. L 42
Starta Recovery Plan . . ... 42
Storage ACLION . . ..o 42
Cluster ShULAOWN . . . . 42
ParamMEeterS . . . 42
USAQgE SUMUD . ottt e e 42
Cluster Shutdown and Restart Workflow .. ... ... 43
Cluster Shutdown Scenarios Supported by IPM: . ... ... ... . . 43
Cluster Shutdown for VMware . . .. ... ... 44
Cluster Shutdown for VMware HA + DRS . . ... ... . 45
Cluster Shutdown for VMware vSAN (vSAN Stretched Cluster not supported). .. ......... 46
EVENtS 48
Event Rules . . ..o 49
I e 1= £ 50
Object Selector Help . . .. ..o 50
Alarm Box Notification ACtions . .. ... ... b3
System Tray ICONS . ..o 53
Typical Use Cases Configuration. . .. ... 54
Advanced Use Cases Configuration . .......... ... . e 54
Advanced Events and Actions Customization. . ............. ... ... . 54
Advanced Sound Alarm Customization. . ........... ... 54
SUPERVISION . ... it ettt ettt it e i et saa i eaaas 55
Access to the Monitoring Interface. . . ... ... . 55
LOCaAl ACCESS . . o oo bb
ReMOtE ACCESS. . . 55

ii Eaton Intelligent Power Manager (IPM) User's Guide v1.60 P-164000289—Rev 5



Table of Contents

Node List ViewW . ..o 56
Flexible Panels View . . . ... 58
Information Panel . ... ... .. 59
Status Panel . ... 60
Outlets Panel. . ... 60
Measures Panel. . . ... 61
Environment Panel . ... 62
Graph Panel. . .. 62
Synoptic Panel. ... 63
POWET SOUIMCE . . . o 65
Powered Applications . . . ... 65
Events Panel . ... 65
Statistics Panel . .. ... . 66
Power CoOmponeNnts . ... . 66
SUDVIEWS . 67
Defining SubVIews . .. 67
Sharing SUbVIEWS . ... 70
Device SUPBIVISION . ... . 70
Map VieW. .« 71
Create a Customized Map View . .. ... 71
Map Examples. . .o oo 72
EVeNnts LOgS. .. .o 74
List Representation . . ... ... 74
Calendar Representation. . .. ... ... 75
Node Events List. . ... 76
Launching the Device Web Interface . .......... .. . . . 79
Node List Export to CSV File . . ... 80
SHUTDOWN ..o i i et e e et et it e aaeeaneaanerneannens 81
Shutdown Configuration . . ... ... 81
Shutdown Through Hibernate . . .. ... ... . 82
Power Source View . . ..o 83
Shutdown SEqUENCE . . . ... 83
ADVANCED MANAGEMENT ...t it it ittt et e a e aneannes 85
NOdES SEtINGS . . . oot 85
Single Node Configuration Display . . ... ... . 85
Single Card Settings . . ... .. 85
Multiple Card Configurations Synchronization. . . ........... .. ... . . . . . 87
Nodes Upgrade . ... ... 88
Upload Device Firmware . . . . ... 88
Upgrade Applications . .. ... 88
VIRTUAL ZATION . . ..o it ittt ettt ettt et sa e saaaesaaneenns 89
Eaton Solutions for VIMware . . .. ... . 91
Standalone Hypervisor and Local Solution ... ... . ... ... . .. . . .. 91
Multiple Hypervisor and Remote Solution. .. ... .. ... . . . 92
VM and VAP . et 96
VMware Site Recovery Manager .. ... ... 96

Eaton Intelligent Power Manager (IPM) User's Guide v1.60 P-164000289—Rev 5 iii



Table of Contents

10

VMware Load Shedding Capabilities . ......... ... . .. . . . . . 96
Eaton Solutions for Microsoft . ... ... .. 97
Standalone Hypervisor and Local Solution .. ... .. ... . . 97
Multiple Hypervisor and Remote Solution . ....... ... ... .. ... .. . . . . . . . 97
Eaton Solutions for CitriX. . .. ... 103
Standalone Hypervisor and Local Solution .. ... .. ... .. .. . .. 103
Multiple Hypervisor and Remote Solution . ....... .. ... .. ... . .. . . . . . . . ... 104
Eaton Solution for Red Hat . . ... ... . 106
Eaton Solutions for OpenSource Xen . ... ... 107
Standalone Hypervisor and Local Solution .. ... ... .. . . . . 107
Eaton Solutions for NUtanix. . ... ... . 109
Nutanix DashBoard . . .. ... 109
Create NUtaniXx CONNEBCTON . . . . . ... o 110
Display Nutanix Clustersand UVM Data. . ... ... .. i 112
Configure Nutanix ACtIONS . . .. ... 113
Eaton Solutions for OpenStack . .. ... . . 116
Create an OpenStack Connector . ... ... ... 116
How-to use the OpenStack feature ........ ... ... . . . . . . . . . . . . i 119
Eaton Solutions for HPE OneView . . ... . . . . . 121
Create an HPE OneView Connector. . .. ... e 121
How-to Use the HPE OneView Feature .. ... ... . . . . . . . . i 123
Configure the power capping on an environmentalevent . ........................... 126
Configuring HYpervisors . . ... 130
Configuring Maintenance and Shutdown .. ... ... . . 130
Eaton IPP Runningonthe VMHoOSt. . . .. ... 132
REDUN D AN CY . ...ttt i i ettt ettt et et i it e ae e aaneanennes 135
Enabling Redundancy . . ... ... 135
Electrical Redundancy Schemas. . . ... .. . . 135
Configuring Redundancy . . . .. ... . 137
Redundancy Views . ... 138
Selection View in Node List .. ... . . 138
Composite Device in Power Source View .. ... . . . 139
Redundancy Use Cases . ... ... 140
Use Case #1 . ... 140
Use Case #2 . .. .. 141
Use Case #3 . . . o 142
Use Case #4 . . .o 143
Redundancy Advanced Behavior Example . ... .. .. ... .. 143
Redundancy Alarm Management with Four Modules .. ................ ... ... ....... 144
Protection Alarm Management with Four Modules . . ............ ... ... ... ... .. .... 144
Redundancy Compatibility . ... ... .. . 145
USER DRIVERS . ... i ittt ettt it ettt ie e aa e aannns 147
User Drivers Editor . . ... 147
User Drivers Page . . . . ..o 147
User Driver Editor Dialog . ... ... 148
Rule Editor Dialog . . . . ..o 151

iv Eaton Intelligent Power Manager (IPM) User's Guide v1.60 P-164000289—Rev 5



1"

12

Table of Contents

STORAGE. . ... i i i i it i e i e, 159
Enable the Infrastructure Connectors Module. . . ... .. .. . . . . 159
Create a Configuration Policy. . . . ... . . 160
SULdOWN L 160
EXTENDED FUNCTIONALITY . ..ottt i it et it et i i e i e naneas 161
Configuring the Eaton IPM vCenter Plug-in and WebPlug-in. ... ......... ... ... ... ... ..... 161
Checking for vCenter Plug-in Registration. . . ........... ... .. . . . 161
Events and Alarms . ... 162
Using Eaton IPM through vCenter .. ......... . . . . . . . . . i 163
Using the Web Plug-in through the vSphere Web Interface. . ............ ... ... ...... 163
Configuring XenCenter Plug-in. . . ... . 164
PrereqUISItES . . . o oo 164
Check XenCenter Plug-in Installation .. ... ... . . . 164
Using Eaton IPM through XenCenter ... ... ... . . . . . . . i 166
Configuring Maintenance Mode and vMotion withvCenter . ............... ... ... .. ... ..... 166
PrerequUISItes . . . oo 166
INtrOdUCHiON . . . L 166
Understanding Maintenance Mode. . . . ... ... . 167
Configuring Maintenance Mode BehaviorinvCenter . .......... ... ... ... ... ... ..... 167
Configuration Test. . ... . . 167
VMware vCenter High Availability . . .. ... .. . 167
Configuring Maintenance Mode and Live Migration with SCVMM . .. ... ... ... .. ... ...... 169
Maintenance Mode . . . . ... 169
Understanding Live Migration . . . ... .. 169
Configuration Test. . .. .. 169
VMware References . ... .. 169
Eaton and Virtualization . . . . ... 169
VMware ESX Configuration. . .. ... ... 169
vCenter Server (VMware SUPEerviSor) . .. ... 170
vSphere SDK for Perl. . . ... 170
Microsoft Hyper-V References . ... .. . . . . . 170
Eaton and Virtualization . . . . ... 170
Microsoft TechNet Library. . .. ... . 170
About Maintenance Mode. . ... ... 170
Requirements for Using Live Migration . .......... .. . . . 170
VMware Icons and Diagrams . . ... ... 170
Manage the Cisco UCS Manager Component. . . ... . 170
Enabling the Component. . ... ... . 170
Add the Component . ... . 171
Remove the Component. .. ... . 173
Edita Component . .. ... 173
Configure the Cisco UCS Manager Component . . ... e 175
Difference Between “Present” and “Future” Options. .. ........... .. ... .. ... .. ..... 175
Power Capping Timer . ... 175
Global Power Allocation Policy . . ... . . 176
Power Control Policy and Priority .. ... ... ... .. . 177
Power Budget . . .. oo 178

Eaton Intelligent Power Manager (IPM) User's Guide v1.60 P-164000289—Rev 5 v



Table of Contents

13

14
15

Common Errors and Notifications for the Cisco UCS Manager Component. .. ................ 179
VIRTUAL APPLIANCE. . ... i i i it ettt et ettt ie e et aaeannes 181
Prerequisites and Requirements. . . ... ... . 181
Minimum System Requirements . ... ... .. 181
Free Version Limitation. . ... ... . 181
Deploying a Virtual Appliance in VMware vSphere . .. ... ... ... .. . 181
Configuring a Virtual Appliance . . . . ... 183
Setting Security for a Virtual Appliance . .. ... .. 183
Basic Firewall Configuration . . ... ... .. . . 183
Advanced Firewall Configuration .. ... . . . . . . . . . . 184
To Start or Stop the Firewall . . ... ... . 184
Configuring [P .o o 185
VMware Studio References . ... .. .. 185
Virtual Appliance on VMware Website . ... ... ... . 185
Firewall (iptables) . .. ... 185
SERVICE AND SUPPORT ... it it et it et et it et sa e aaneaneans 187
APPEND X A Lo i it it e i e, 189
Web Interface and Cryptography . . ... .. 189
Create an ACHION . . ... o 190
PrereqUISItES . . . o o 190
Example Procedure. . ... . 190
Create a Configuration Policy . . ... .. . 191
PrereqUISITES . . 191
Example Procedure. . . ... . 191
Add a VMware vCenter CONNECTON . . . . .. oot 194
PrereqUISItES . . . o o 194
Example Procedure. . ... ... 194
Create a Filter .. ..o 196
PrereqUISITES . . . 196
Example Procedure. . . ... . 196
VMware & VMHost Shutdown . . .. .. 196
PrereqUISItES . . . o o 196
Example Procedure. . ... .. 197
VMware & Maintenance Mode . . ... ... 198
PrereqUISITES . . . 198
Example Procedure. . . ... . 198
VMware & VM Migrate on EMP . . ... 203
PrereqUISItES . . . o 203
Example Procedure. . ... ... 203
Create Event from EMP Temperature. . . ... . e 205
PrereqUISITES . . 205
Example Procedure. . . ... 205
Site Recovery Manager (SRM) with IPM 1.50. . ... ... ... ... . . . . . . 208
VMware Documentation and Packages . . ........... . 208
SRM Packages . . ... 208
PrerEqUISITES . . . o 208

vi Eaton Intelligent Power Manager (IPM) User's Guide v1.60 P-164000289—Rev 5



Table of Contents

Example Procedure . . . ... 208
Configure SRM ACHIONS. . . . ... 210
Monitoring Events and SRM ACtiONS . . . .. ... 211
VMware & VM Load Shedding . .. ... . 212
PrereqUISITES . . . o 212
Example Procedure . . . ... 212
Result after a Power Issue . ... ... .. 214
Site Recovery Manager (SRM) with EMP . . ... .. 214
PrerequUISIte . . . .o 214
Example Procedure . . ... .. 214

Eaton Intelligent Power Manager (IPM) User's Guide v1.60 P-164000289—Rev 5 vii



Table of Contents

viii Eaton Intelligent Power Manager (IPM) User's Guide v1.60 P-164000289—Rev 5



Chapter 1

Introduction

The Eaton® Intelligent Power Manager® (IPM) is a power environmental device supervision tool for IT
environments. The Eaton IPM delivers a global view across the network from any PC with an Internet browser.
Exceptionally versatile, the software is compatible with any device that supports a network interface, such as
environmental sensors, other manufacturer's Power Distribution Unit (PDU) or the Eaton Enclosure Power
Distribution Unit (ePDU®), other manufacturer’s uninterruptible power systems (UPSs), and applications. The
Eaton IPM can also organize a management table by groups, centralize alarms, and maintain events logs for

preventive maintenance of the entire installed equipment base.

The Eaton IPM provides the following:

« Discovery and supervision of power devices connected to the network including UPSs, ePDUs, automatic
transfer switches (ATSs) (for a complete list, click the Hardware and Software compatibility link at

http://pgsoftware.eaton.com)

« Supervision of the remote servers hosting the Eaton Intelligent Power Protector® (IPP) or Network

Shutdown Module V3 application

« Advanced management feature (mass configuration and mass upload) with the Network Management
Cards [Network-MS (example, 66102/103006826), Modbus-MS (example, 66103), and eNMC for ePDU G3]

« Local computer graceful shutdown through Network or local connectivity, such as USB or RS-232 por

« An agentless method for directly managing and controlling most virtualized infrastructure hypervisors
currently available including VMware® vCenter®, Microsoft® HyperV®, and Citrix® Xen® (for a complete list,

click the Hardware and Software compatibility link at http:/pgsoftware.eaton.com)

« A powerful event manager able to launch alerts and/or corrective actions with customizable conditions

« A growing set of sophisticated actions to improve business continuity in industrial and IT environments

Figure 1 shows an example of the Eaton IPM Node Map page.
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Figure 1. Eaton IPM Node Map Page
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Introduction

Compatibility

Eaton has tested the compatibility of the Eaton IPM with a comprehensive list of devices and applications (for
a complete list, click the Hardware and Software compatibility link at http:/pgsoftware.eaton.com).

NOTE If a device doesn't support the Quick Scan feature, it can be supervised if Address
0 Scan or Range Scan operations are performed. See “Discover Nodes Connected on
the Network” on page 15 for more information.

Eaton IPP Management
The Eaton IPP can be remotely managed, configured, and updated using Eaton IPM supervisory software.
Using the Eaton IPM, you can perform mass configurations and mass updates of Eaton IPP applications. The
Eaton IPM can also remotely perform the following:
« Display an Eaton IPP configuration
« Configure a single Eaton IPP
« Synchronize multiple Eaton IPP configurations
« Trigger an Eaton IPP upgrade

Performance Evaluations

To provide a performance evaluation, Eaton has tested the following configurations:

Test with a typical hardware

« CPU: Intel Core® 2 Duo 6600 @2.4GHz

« Memory: 2Go DDR2

« HDD: 1 HDD 220 GB 7200 rpm

« OS: Microsoft® Windows Vista® Enterprise 32 bits

Test conditions during 40 hours:

« 1000 nodes (including ~50 real), mainly Eaton IPMs, and some NSM and Network Management Card.
« Average CPU load: ~60%
« Memory load: 200 ~300MB

NOTE These tests have been performed on Windows Server Operating System. The
o Windows 2003 or 2008 Operating Systems do not have the limitation of 10
simultaneous connections.

2 Eaton Intelligent Power Manager (IPM) User's Guide v1.60 P-164000289—Rev 5
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Network Ports

Introduction

Table 1 lists the network ports used by the Eaton IPM.

Table 1. Network Ports

Other Eaton UPS Eaton IPP with
Eaton Network Management Shutdown Eaton IPP and
Protocol Mode Port Management Card Cards* Controller Eaton IPM
SMTP TCP/25 ouT out ouT ouT
DHCP/BOQTP UDP/67 ouT ouT X X
TFTP UDP/69 IN X ouT ouT
HTTP TCP/80 IN IN IN/OUT IN/OUT
NTP UDP/123 ouT ouT X X
SNMP UDP/161 IN IN ouT ouT
SNMP Traps UDP/162 ouT out X X
UNMP UDP/200 X ouT IN/OUT IN/OUT
HTTPS TCP/443 IN IN IN/OUT IN/OUT
Eaton Supervision TCP/4679 X X IN/OUT IN/OUT
Eaton Notification Broadcast UDP/4679 IN/OUT X IN/OUT IN/OUT
Eaton SSL Supervision TCP/4680 X X IN/OUT IN/OUT
Eaton Alarms Broadcast UDP/4680 ouT X IN IN
Eaton Connected Alarms TCP/5000 IN X ouT ouT
Eaton Connected Alarms TCP/5001 X IN ouT
IPP-Unix (NUT) TCP/3493 X IN/OUT IN/OUT

* PXGX2000, PXGXUPS, ConnectUPS-BD, ConnectUPS-X, Network-MS

Terms

This section provides related terms and definitions.
IP Address

When Transmission Control Protocol/Internet Protocol (TCP/IP) is installed on a computer, an Internet Protocol
(IP) address is assigned to the system. Each address is unique and is made up of four numbers, each between
0 and 255, such as 168.8.156.210.

Secure Socket Layer

The Secure Socket Layer (SSL) is a solution for securing transactions over the internet. SSL is a communication
protocol that authenticates the data exchanged, as well as ensuring its confidentiality and integrity. The protocol
uses a recognized encryption method, the RSA algorithm with a public key. SSL is built into Internet Web
browsers. The padlock in the bottom of your browser screen automatically displays if the server sending
information uses SSL.

Transmission Control Protocol/Internet Protocol

TCP/IP is a family of network and communication protocols for the transport and network layers. Also known
as the Internet Protocol suite of network communication protocols.

Eaton Intelligent Power Manager (IPM) User's Guide v1.60 P-164000289—Rev 5 3
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Acknowledgements

The Eaton software development team is grateful to the following projects:

Spider Monkey
Ext JS®
SQLite®

- The SQLite Project (http://www.sglite.org) generously donated source code to the public domain that
helped us for this project.

OpenSSL®

- This Eaton IPM product includes software developed by the OpenSSL Project for use in the OpenSSL
Toolkit (http://www.openssl.org).

- This Eaton IPM product includes cryptographic software written by Eric Young (eay@cryptsoft.com).
- This Eaton IPM product includes software written by Tim Hudson (tjh@cryptsoft.com).

Lib USB

Net SNMP

The full license version for each of these projects is available from Eaton IPM using the
Settings > System > About selection path.

Java Licensing

Eaton's advanced software (infra connector) uses the OSGI framework technology. All the constituent modules
of the new features (virtualization, storage, Cisco UCS) are based on OpenJdDK (Open Java Development Kit,
which is a free and open source implementation of the Java Platform).

A Java Runtime Environment (JRE) must be installed on the target machine to use these features. This one can
be open source, such as OpenJRE, or business, such as Oracle.

/1 IMPORTANT

Acceptance of licenses, related to Java Runtime Environment, is the responsibility of the end user.
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Installation

Chapter2 Installation

This chapter provides Eaton Intelligent Power Manager (IPM) installation prerequisites and quick start
installation procedures. Procedures for uninstalling and upgrading the product are also included.

NOTE For a complete operating systems compatibility list, click the OS compatibility link
o at http://pgsoftware.eaton.com.

Installation Prerequisites

This section provides installation prerequisites for the following:

« Systems hosting the Eaton IPM
« Systems that display the Web-based graphical user interface (GUI)

On the System Hosting Eaton IPM

The Eaton IPM can be installed on several versions of Microsoft® Windows servers.
For full compatibility see:

- http://pgsoftware.eaton.com/default.ntm?lang=en&os=WIN (OS compatibility link)

- http://powerquality.eaton.fr/France/Products-services/PowerManagement/Software-Drivers/
FR-Intelligent-PM.asp?cx=80 (in the Information technique section).

« For better performances with multiple nodes, Eaton recommends a Microsoft® Windows Server® OS (that
does not have the limitation of 10 simultaneous network connections)

« To avoid network or serial port access conflicts, do not install the Eaton IPM on a machine that also hosts:
- Network management system, such as HP OpenView® or CA Unicenter®
- Eaton Intelligent Power Protector (IPP)
- Eaton Enterprise Power Manager
- Eaton Network Shutdown Module
- Network Management Proxy

- Eaton UPS Management Software

NOTE The Eaton UPS Management Software is a legacy Eaton software product for
0 managing UPSs. If you were using it previously, remove it before installing the new
Eaton IPM software.

On the System that Displays the Web-based GUI

The Eaton IPM graphical interface can be accessed remotely using a simple Web browser. Access to this
interface can be secured through Secure Socket Layer (SSL) connection and is also secured through login and
password.

The Eaton IPM graphical interface has been tested with:

« Google® Chrome™
« Mozilla Firefox®

« Microsoft® Internet Explorer® (IE) version 9 and later

Eaton Intelligent Power Manager (IPM) User's Guide v1.60 P-164000289—Rev 5 5
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Installation

NOTE For optimal performance, Google Chrome or Firefox is recommended. For good

0 performance, |E version 9 and later is recommended. |IE6 performance is not
optimal.

JRE Prerequisites

For all features correlated to the infrastructure connector (such as VMware, UCS, NetApp), a Java Runtime
Environment (JRE) must be installed on the system hosting Eaton IPM (see “JRE Installation” on page 6).
Table 2. JRE Virtualization, Storage, and Server

Virtualization,

Storage, or Server Software No JRE Installed JRE 1.7 or Greater
New Vmware vCenter — o
New Vmware ESX/ESXi o o

Virtualization Microsoft SCYMM o* o*

Citrix XenCenter . .
Citrix XenServer . .
Storage NetApp Storage — .
Server Cisco UCS Manager — o

* Only available if the system hosting is based on Microsoft operating system. See “Eaton Solutions for Microsoft” on page 97.

JRE Installation

The installation of the JRE is Operating System platform-dependent. All new Eaton components have been
developed and tested for the Java version 1.8 or later. After installing the correct JRE, the IPM must be reloaded,
to take account this new environment.

Quick Start Instructions

This section includes quick start installation and configuration instructions.

Graphical Installation
To install the Eaton IPM:

1. Ona computer with a Windows OS, run the Eaton Intelligent Power Manager package under an

administrator account. A Web browser displays the Eaton Intelligent Power Manager Installer \Welcome
screen.

2. Observe the prompt and verify that the communication device is connected. Click Next (see Figure 2).
The Login screen displays.

Eaton Intelligent Power Manager (IPM) User's Guide v1.60 P-164000289—Rev 5
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E Eaton Intelligent Power Manager Installer _lglﬂu

E ;T.N Intelligent Power Manager
-
Powening Business Worliwide
W Welcome to Eaton Intelligent Power Manager installer
License
Select Path Please check that your device communication
T is connected before proceeding with installation

Finish

Cancel | | Next >

Figure 2. Welcome Screen

3. Read the application description on the Login screen. Type the login and password and click Login (see
Figure 3).

0 NOTE  The default entry for login and password is admin.

E.-T-N Intelligent Power® Manager

What is Eaton Intelligent Power Manager? Login: | |

Password:
+ Ideal for monitoring and managing multiple power and

environmental devices, Inteligent Power Manager software ;
from Eaton delivers a global view across the network from
any PC with an Internet browser.

+ Exceptionally versatile, the software is compatible with any
device supporting a network interface, including other
manufacturers’ UPSs, environmental sensors, ePDUs,
shutdown applications and more.

+ Inteligent Power Manager also offers the ability to organize a
management table by groups, centralize alarms, and
maintain event logs for preventive maintenance of the entire
installed equipment base.

Figure 3. Login Screen
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Configuration

When started, the application automatically performs a discovery using the “Quick Scan” option:

« Using the "Quick Scan” operation, you will discover the following through broadcast: Network Management
Cards Network-MS and Modbus-MS, PXGXUPS, ConnectUPS-BD, ConnectUPS-X, ConnectUPS-MS,
Intelligent Power Protector, Network Shutdown Module V3, Eaton G3 ePDU cards, HPE UPS cards,
monitored and managed HPE PDU cards, Dell UPS card, or Lenovo UPS cards, or IBM UPS card.

- Display the discovered nodes using Settings > Auto Discovery (see Figure 4).

F-T-N Intelligent Power® Manager

Wiaws & Woda List B dukk ecan
S Vhws Typs  Stabs  Mams Wac Addrass Class Location Coniact Access  Link P Fange scan
£ Mode Lst ) }
=y L [ 0 o2 Kutank: Virsal Machine nutanbe-ahy 01 E Addressies) scan
3 |y Power Source
& Pow er Componsnis ? © Titands-30C Musnk Vinua| Maching  nutanie-ahy 01
o 2 2 2 M -
£ §Hade Nap P O Debian 9 564 Mutank Virsa | Machine  nutanis-ahy 01 7 T —
Qe Lon P O w3 Munb: Virkss| Machine  nutani-ahi 01 e o
=6 aiils List
- o ol
[ —— 2 @ Dutanix-4H Butani Ouster nutanix-ahy 01 . pal v
= Managasent $ O nistans - b Mutank Frism Gatew ay ___J e w 1 Paficy
R s
(EiNodes Setings g © CREFRWHP Wikeligent Pow er Marager — KgFomoe o node
gy reaces Upgrade 9 Monage dupkcaed nodes
P [
[contiguration Poiciss g O FRGREAH Heligant Pow sr Manager 2 aame (B
=9 Samngs 1 sekecs ot
TRy Dossleci nl
] Actions | Events
4 A o 5ot as pow & sorce
Infrastuctire Connactorns
@ system [#] mer drivers edior
‘;!I:i Liea L;ﬂ-f.h:r‘r.c drivor pda
#Eixpnﬂl L Fla
Plglll |nf1 “ &0 W0 v Ibems per page Displaying 1 -8 of 8
QoK 6 B warning: 0 O cmia 1 ) uninown: 0 Last ewent: ) 03/04/2018 - 15:37:22 - V2 - Communication with device & resbared

Figure 4. Quick Start - Auto Discovery Page

« For the other nodes, perform the discovery based on IP address ranges using the “Range Scan” option.
Using “Range Scan” discovers the nodes that are outside of the network segment and nodes that are not
compatible with the “Quick Scan” feature.

« Refer to the Compatibility list to determine if your node supports the “Quick Scan” feature.
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(Optional) To set the computer running Eaton IPM to shut down in the event of a power failure:

1. Select Settings > System. In the far right panel, select Edit modules settings. The Edit modules
settings dialog displays.

2. Select the Shutdown checkbox on the Edit modules settings dialog (see Figure 5). The Shutdown menu
selection displays in the Settings menu hierarchy list (see Figure 6).

| Edit modules settings ®
4| Management
] Shutdawn
] Infrastructure Connectors
"] Site Recovery Maniager®

| Third Party Connection {WRops | DpenStack
AF)

| Data Center Management
] user drvers

| Redundancy
save. | cancel

Figure 5. Edit Modules Settings Dialog

= Logout "admin

= Help &

E: TN intelligent Power® Manager

Views 4| & | | Shutdown DOWEr SOUTCE
j-_jn‘.fieu.-s . Power Source Configuration Ml it =hutdoin configuration
EE_ Node List Powsr source: Mone {g:rj:l sdvanced shutdown critenis
;';:& :::':IMS:;I{E | Configuration [@EJ t UPS configuration
Shutdown timer: Hone
4 _j.E'-.'ents L-a-gs- Shutdown duration: 120 second(s) 8| Test shutdown
2 g Events List Shutdown type: Hibernate
@l Events Calendar (") Criteria J|Rur Battery test
= !,f:ua.gement ; : Etandard shutdown seguence :
|43 Nodes Sattings =
@ Nodes Upgrads [ 7 UPS5 Configuration
[#F) Cenfiguration Policies
=i Settings
&Auw Discoveny
] Actions | Events
(g Shutdown

¥ Infrastructure Connectors
At Data Center Management
@ System

| Log
9 User List

Figure 6. Shutdown Displays in the Settings Menu Hierarchy

3. From the Settings > Shutdown page, assign the following:
« |P address of the UPS that powers the local computer (power source)
« Shutdown configuration parameters (timer, duration, type of shutdown, and (if needed) shutdown script

« Select or deselect (check or uncheck) the checkbox for standard shutdown sequence
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License Code

The Eaton IPM monitors up to 10 power devices (including UPS Web Card, ePDU, or Eaton IPP Shutdown
Controller) without a license.

If there are more devices to be monitored or advanced features are desired, an appropriate license is needed.
The license can also be upgraded later without reinstallation.

Table 3 provides the differences between Basic mode (requires no license code) and Silver and Gold modes.

Table 3. Features for IPM Versions 1.50 and Later

Basic Silver Gold

Upto 10 Up to 100 Unlimited**
Features Power Devices Power Devices Power Devices
Protected Servers (IPP) and Virtual Servers . . .
Storage Shutdown Module . . .
Generic Drivers and Third Party Devices . . .
Configuration Policy . . .
Advanced Event Action with Standard Events . . .
Plugin for VMware VCenter . . .
Advanced Event Action with Custom Events — . .
Virtualization (Basic Power Actions): o¥ o¥ .
« Shutdown Virtual Hosts
« Shutdown Virtual Machines
« Enter/Exit Maintenance Mode
Virtualization (Advanced Power Actions): — o¥ .

Load Shedding
Shutdown Targeted Virtual Machines

Migrate Virtual Machines to Targeted Hosts
Shutdown VMware vAPP
Automate VMware SRM Recovery Plan

* Not included for Eaton-Essential UPS Models (9E and 93E) or any non-Eaton UPS Models. Customers need to purchase the Gold License to
enable Basic and Advanced virtualization features.

**Tested to 500 NMC and 200 ePDUs

The Basic mode is free and does not require a Product Key reference. Only the “Silver” or “Gold” paid versions
require that you enter the product key as follows:

1. In the Settings > System path, double-click the System field set. Enter the license code in the Product
Key field. The license code is printed on the commercial CD booklet (inside the CD case) as follows:

« ref 66925 Eaton IPM Silver License
« ref 66926 Eaton IPM Gold License

NOTE In some countries, the license key will be distributed electronically, please contact
0 your sales representative.

O NOTE Nodes that are not managed due to license limitation appear with this icon: @
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Operation

1. Use the Views > Node List menu item to supervise the current state of the compatible power devices
and applications.

2. Select a line in the list and the panels are updated with selected device information (see Figure 7).

" .
E-T-N Intelligent Power® Manager
Views /@ | MNode List & Selection view
=] '_'JBV"E""S Type | Stat.. Name Description Location Contact ...
a3y erke Lt Windows NT/8.01.01
‘;_' Power Source g 0 il @
::& Mods Map u @ Windows MT/G.01.01 @
= (=5 Events Logs q [¢] Windows NT.8.01.01 @
SEvenslist Windows NT/8.01.01
#ll Events Calendar u © @
jin B01 0
3 S Magemant g (] Windows MT/8.01.01 @
[E Modes Ssttings Cs] (] POWERWARE UPS Basement Floor @
[ Nodes Lipgrade 3 PW3130 TOOVA-T under beys desk
@
[#) Gonfiguration Policies =7
: i1 9 Powerware 9130 700 Computer Room Computer Room M... @
= Settings
5 i \GX LF L ur Contac
&Auw Discovery [ (] PXGX UFS + EATO... “our Location Your Contact @
] Acticns | Events @ @ FWET15 RM ®
(g Shirtdoun == = :
Eaton =P MA 1., Bews Test Lab Baverhy Powell
Y Infrastructure Connectors Lfﬂ © i4 @
() Data Center Management T @
(P System = 9 Eston ePOU AM 3. ®
.-J Leg L._:vl (] PAGH UPS + EATO... Seryer Room buikhig: @
User List
'; 2 g [x] Windows NT/8.01.01 'CMGC Eugene konros @
g (%] Windows NT/6.01.01  Golorado Jazon Meyer @
G_J [} POWERWARE 5355 @
M 4 | Paget oft| B [ | @ |25 |+ Toomsperpage Displaying 1 - 17 of 17
O ok 10 (@ Warning: 2 O Critical 0 ) Unknown: 5 lastevent: @@ 24/02/2015 - 11:33:42 am - RAINCWHP2OM457S -

Figure 7. Node List Main Page

« [Optionall If you have enabled the Shutdown module, the Views > Power Source menu item allows you to
supervise the current state of the UPS that powers the server running Eaton IPM. This menu is available
when you have enabled the Shutdown module in System > Settings > Edit Modules Settings.

« The Events > Event List view allows you to view the device events.
« The Management menu provides functions that allow you to mass configure and mass upgrade cards.

Eaton Intelligent Power Manager (IPM) User's Guide v1.60 P-164000289—Rev 5 "



Installation

Installation Result

/\ IMPORTANT

If you install a new Eaton IPM release without uninstalling the old one, you will keep your database
and your product settings.

« At the end of the installation, the following shortcuts are created in the group Start > Programs > Eaton >
Intelligent Power Manager.

- Open Eaton Intelligent Power Manager: Starts the main Eaton IPM graphical interface
- Start Eaton Intelligent Power Manager: Starts the service

- Stop Eaton Intelligent Power Manager: Stops the service

Uninstall Eaton Intelligent Power Manager: Uninstalls the program

« A service called “Eaton Intelligent Power Manager” is also created for the Database Acquisition Engine.
- This program continuously polls the status of Eaton devices and Applications connected on the network.
- This service automatically starts on machine boot-up.
- This service provides the Web Interface.

« A system tray icon displays the alarms on the local computer. Right-click this icon to display the same
shortcuts as in the Windows Start menu.
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Uninstalling the Eaton IPM

The following methods for uninstalling the Eaton IPM are available:

« Access the control panel selection for your operating system to uninstall programs and remove the Eaton
Intelligent Power Manager Vx.xx package per your system instructions.

« You can also uninstall from the shortcuts to remove the product and custom files (if you confirm the action):
Start > Programs > Eaton > Intelligent Power Manager> Uninstall Intelligent Power Manager.

Upgrading the Eaton IPM Product

If you install a new Eaton IPM Release without uninstalling the old release, you will keep your database and
your product settings. See “Nodes Upgrade” on page 88 for upgrade information. Also see “System Settings”
on page 26 for information on configuring automatic upgrade.

Installing/Uninstalling the Eaton IPM (Command Line)

You can install or uninstall the Eaton IPM product from a command line in order to deploy the software in a
group, with or without using the graphical interface. You can also configure protection settings from the
command line.

Detail of available command options can be obtained using the following command:

<packageName> -help

<packageName> [COMMAND] [OPTION]...
The available commands are:

- -install Launches the installation/upgrade process (default)

« -uninstall Launches the process to uninstall the application
The available options are:

« -debug Displays debugging information on the console
« -silent Installs the application silently

Access the installation folder:
-dir <installPath>

Example

The command <packageName> -install -silent -dir "C:\Program Files\MyFolder" will install
the Eaton IPM silently in C:\Program Files\MyFolder.

After the installation is completed, open a Web browser with the following URL:

« http://<host>:4679/, where <host> is the host name or IP address of the machine hosting the Eaton IPM.
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Chapter3 Configuration
This chapter describes how to configure the Eaton Intelligent Power Manager (IPM).

Configure Nodes

Each node (Network Management Card, proxy, or application) must have a valid IP address (or a DNS name) in
the range that you have entered for auto-discovery (see “Compatibility” on page 2).

Eaton IPM automatically receives the alarms (through notification or polling) without specific configuration on
the network card, proxies, or applications.

For SNMP communication, configure the SNMP parameters using the System > Scan Settings selection.

Discover Nodes Connected on the Network

To discover nodes connected on the network:

1. From the left-side Views panel of the Eaton IPM main interface window, select the Settings > Auto
Discovery menu item.

2. From the right panel, select a discovery method (see Figure 8):
« Quick Scan: Automatically performed when application starts
« Range Scan: Click the Range scan button

. Address Scan: Click the Address(es) scan button

out ‘sdmin

E-T-N Intelligent Power® Manager

Views « '@  MNode List &) Quick sean
:l'.'..'J""riE"'E Type St... Mame Mag Address = | Class Locaton Contact Ao | L P Range scan
£ Nods List itelgent Pow & Addresz(es) scan
;,PowerSomme u m e "Dam @
:‘g Nade Map [= B Inteligent Pow... SDadi ®
=45 Events Legs -
—— Inteligent Pow... 0 ady
] Events List u e = "ga @
@ Events Calendar g @ Inteligent Fow. .. JDad' @
=5 Management s
= Inteligent Pow. .. 1
[ Nodzs Settings ¥ o ! K= @
E,,ﬂ Nedes Upgrade Cﬂ [ ¢] Fower Xpert G...  Your Location Yeour Contact ad @
() Configuraon Policies 3 © Power Xpert G... Server Room i ad @
" B Inteligent MC E 4
= ntefigent Pow... Gl Eugene Monnos ad
&Auw Discovery ’J 9 vﬁ ! @
;jmﬂi { Events a (] Inteligent Few... Colorado Jason Meyer R @
(g Shutdown
15 Infrastructirs Con - [\ﬂ (&) 00-EQ-DE-10-4. . ConnectUPS ... under bevs desk adi @ ! g
) Data Center Managemant @ e O0-E0-D8-15-3... ConnectUPS ... st (B 3 Expont to CSV i
@SVSE"" G e 00-E0-DE-17-3... ConnectUFS ... Basement Floor @ B
1Le =
@ User List @ @ D0-E0-DE1T-3... ConnectlPS ... adi (B
Cﬂ ﬂ O0:20:85:F0:0... Network Mana... Computer Room Computer Roo. . Jﬂad' @
= e 00:20:85:F4:0... & B
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Figure 8. Node List Page from Auto Discovery
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Quick Scan

The Quick Scan request is a broadcast frame on 4679 IANA reserved port and 69 standard TFTP port. Using
the Quick Scan operation, you will discover any of the following within a few seconds:

« Network Management Cards Network-MS and Modbus-MS (example, 66103)

« PXGXUPS, ConnectUPS-BD, ConnectUPS-X, or ConnectUPS-MS

- ePDUs

« Eaton Intelligent Power Protector (IPP) or Network Shutdown Module V3

Range Scan

Using the Range Scan operation, you will discover the nodes that are outside of the Network segment and
nodes that are not compatible with the Quick scan feature. See “Compatibility” on page 2 to determine if your
node supports Quick scan feature.

In the Range scan dialog box, you can edit IP address ranges. You can also select (check) the Override global
authentication settings checkbox to specify authentication parameters that are different from global scan
settings (see Figure 9).

Range scan *

&dd range  Delete rangs
7|  From = To

| '40.130.32.100 10.130.32. 200

Override globsl authentication
ssttings:
|
@] XML
Us=rnams: admin

Pazzwiord: [TTT T

[@] SNMPwi

SNMP community name: public
[ sumpvz
[@] nut

Nio specific authentication parameter

|

Figure 9. Range Scan Dialog Box
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Address Scan

This type of node discovery performs a single address scan (or for several IP addresses separated by the “;”

character).

In the Address(es) Scan dialog box, edit IP addresses to scan.

« You can select (check) the Force node(s) creation checkbox to create a node with an IP address even if the
scan operation did not identify the device.

« You can also select (check) the Override global authentication settings checkbox to specify authentication
parameters that are different from global scan settings (see Figure 10).

NOTE The option Force node(s) creation will create empty nodes if the scan operation
0 did not identify the devices. Then it is possible to assign a different driver to the
nodes created (see “Change Driver Node” on page 23).

Address(es) scan x

Address: 10.130.32.121]

|7l Foree node{s) creation

[#] Override global authentication settings

[@] XML
Username: admin

Password: LLI L L]

@] SNMPwi
SNMP community name: public
] suMpvz

@] nuT

Mo specific suthentication paramsater

[ osen J[ concel ]

Figure 10. Address(es) Scan Dialog Box (Example 1)
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Address{es) scan

Address; 123.45.67.89;123.45.67,90

| Force node(s) creation

7] Override global authentication settings

XML
Lsernarme:

Password:

[(]snmMPyl

SNMPv3

Username:

Security level:
Authentication method:

Authentication password:

Encryption method:

Encryption password:

Cnur

adrmin

readuser
Authentication but no encryption
MDS

) (ol

Figure 11. Address(es) Scan Dialog Box (Example 2)
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Configure Duplicated Nodes Discovery

Settings

Possibility to deactivate the duplicated nodes automatically. By default the option is activated: When a new
discovered node is detected as a duplication of an existing one, it is automatically removed to maintain the
existing one.

To remove this option: select System > Scan settings menu and un-check Remove duplicated nodes
automatically. Once the option is un-checked, the user can manage manually duplicated nodes

E: TN intelligent Power* Manager

- Syvoum &

AR I seatings
Automate scan: ¥
automatealy: A
o
L manme admin

Peamcad: J— &

of| Sk i
SIMP COmmuUny N publc
SIS

= v

Foo npmerie utharieaton. garsmeter

Bicromn

e [ ot ]

Figure 12. Remove Duplicated Nodes Automatically

Once the option is deactivated, after a discovery nodes action (Quick Scan, Range Scan, Address Scan), users
have the possibility to select the nodes that they want to keep or remove: on the right menu, click on the
Manage duplicated nodes button (see Figure 13)

« Even when the automatic mode is disabled, the correlation algorithm is executed on all newly discovered
node (no automatic merge is done at this step).

« Internally, if a new node is detected as identical as an already existing one, they are both marked with a
specific marker: "OLD" for the previously discovered and "NEW" for the new one.

« If another scan creates a third duplicated node, the previously "NEW" tag is replaced by "OLD" and the new
node is tagged "NEW" (and so on for other duplications).

« When duplicated nodes are detected, the menu entry is activated. It is automatically disabled when no more
duplicated nodes are detected.
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Figure 13. Manage Duplicated Nodes Button

A new modal dialog display all duplicated nodes discovered by IPM:

« When selecting Select OLD duplicated nodes button, all nodes from the current view marked as "OLD" are

automatically selected.

« At this step the user can manually select or unselect nodes from the list by combining selection action with

the CTRL key as he can do it today for multiple selection.

« The button Remove selected nodes will allow removing all selected nodes. It is enabled when at least one

node from the list is selected.

« When a removing action of a node detected to be marked as "OLD" or "NEW" is executed, the removed node

settings are merged in order to re-link removed node configurations to the kept one.

E:-T-N

L« -

D Waming: 0

Marmse

ups.2

I Criticsi: 0

Intelligent Power” Manager

Class

Your system has detected soma duplicated nodes. Select those: that

should be deleted

Select OLD duplicaced rodes | [ Delete ssiected rodes | [

» Logoul "sastin’
= Holp o

Discovary date

oTez

oraz

Q) Unienawn: 0

Figure 14. Manage Duplicated Nodes Window

A specific column is available allowing to show duplication markers and to sort from this field. Markers will
provide a key allowing to sort nodes while maintaining matching peers together. It is also possible to select the

columns to display
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Figure 15. Manage Duplicated Nodes Help Section

The Help Button explains how to select nodes to be removed. Configurations related to the deleted nodes will

be transferred to the nodes kept by the user.

Manage duplicated nodes

Manage duplicated nodes

Use the selection button to toggle the selection of nodes to be deleted.
You can choose to delete OLD or NEW nodes depending of what it is pertinent for you
|| systom
Use the CTRL + click action to change the current selection.
- Use the deléte button to delete the selected duplicated nodes.
All configuration links to the deleted nodes will be transferred to the remaining nodes.

00000

(L ok ]

| Select OLD duplicated nodes | | Delete seiacted nodes | | Cancs

Figure 16. Manage Duplicated Nodes Help Section

Notifications

When at least one duplicated node is detected, an information system event is generated. This will trigger a
notification and event log as well as any other actions linked to standard "Information Alarms". When there is
no more duplicated nodes, the roll back event is also triggered with the same severity. For large configuration
(Gold license), the system event can be individually linked to any action (i.e. email). A system log is also
generated for each detection of duplication. User actions on de-duplication are also logged.
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22

Scan Settings for Discovery

Administrators can set scanner authentication parameters that will be used as the default when discovering
new devices. These authentication settings can be set for the XML, SNMPv1, SNMPv3, and NUT protocols.

When discovered, manually or automatically, newly discovered devices will use these authentication
parameters. Depending on the device-supported protocols, IPM will choose the needed parameters. See
“Compatibility” on page 2 to determine which protocols are supported.

The administrator can also activate the automatic scanner to add any automatically discovered devices without
a direct scan action of the administrator. For example, with automatic scan enabled, the presence of a new card
on the network would be auto-discovered and added.

To change scan settings:

1. From the left-side Views panel of the Eaton IPM main interface window, select the Settings > System
menu item. The System page displays.

2. Click the Edit scan settings button on the right-side page. The Edit scan settings dialog box displays (see
Figure 17).

3. Set the scan settings by selecting or deselecting checkboxes, typing data, or make selections from the
drop-down list.

Encryption password:

VI NUT

No spedific suthentication parameter

[Save

|| cancel ]

Edit scan settings *®
Automatic scan: Cd

XML

Username: admin

Password: .

7| SHMPv1

SNMP community name: public

¥ SHMPv3

Usarname: readuser

Securty level: Authentication and encryption |

Authentication method: MD5 »

Authentication password: il

Encryption method: DES w

Figure 17. Edit Scan Settings Dialog Box
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Change Driver Node

After discovering a node, it is possible to assign a different driver to this node.

T

1.

o change driver mode:

Select the Settings > Auto Discovery menu item.

Configuration

2. From the right-side panel, select Change driver node (see Figure 18).
3. By default, the driver of the node is selected. Choose another driver and click Ok. The node will use this
new driver.
Change driver node

Please select the new driver for the selected node:
£

=) Standard driver
[E Eaton Intelligent Power Manager
] Eston Inteligent Power Protector
E] Eaton Intelligert Povwer Protector Proxy
[#] Eaton UPS Network Management Card
[#] Eston ConnectUPS & PXGX-UPS card f SNMP
[ﬂ Eaton Power Xpert Gateway Card
@ Eaton POU Metwork Management Card
[#] MGE UPS Network Management Card (Legacy) 1
E] MGE Network Management Proxy
] MGE Metwork Managment Module
[#*] MGE Switched PDU Driver
[#] #phel Moitored ePDU Driver
[f:l Aphel Managed ePDU Driver

[#] DELL Wieb/SNMP Management Card
[ HE B | Metomrk Mananemant Card

| A
| &

[ Ok I I Cancel

Figure 18. Change Driver Mode Dialog Box
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Configure Node Settings

24

To configure node information and access parameters (administrators only):

1.

From the left-side Views panel of the Eaton IPM main interface window, select the Settings > Auto
Discovery menu item.The Nodes List page displays.

Select a node from the Nodes List page.

Click the Edit node information button or click the Set node access parameters button in the right
panel.

The Edit Node Information dialog or the Access parameters dialog displays (see Figure 19 and Figure 20):

- Edit node information dialog. The Edit node information dialog box allows editing the node name, the
user type, the node description and the associated load alarm threshold.

- Access parameters dialog. You can define the access settings for all selected devices. Only relevant
settings are set, depending on the capabilities of the selected device.

Access parameters
@] xML
Uszrnamsa: admin
Password: snawe
|- Save | [ Cancel ]

Figure 19. Node Access Parameters Dialog

Edit nede information
MName:
User Type: Q

User Mote:

Load alarm threshald:

W200ER2TPM140

-

Figure 20. Edit Node Information Dialog
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Configure User Accounts

To configure multiple user accounts:

Configuration

1. From the left-side Views panel of the Eaton IPM main interface window, select the Settings > User List
menu item. The User List page displays (see Figure 21).

2. Click Add user. The Add user dialog box displays.

3. Type the user’s login and the user’s password (see Figure 22).

4. Select the user's profile level. The following levels are available:

« Admin: User will be able to access all the features

« User: User will only access the visualization and cannot set changes to the system or nodes

5. Click Create new user.

F-T-N

Views w @ Userlist
455 Views 3
£ Mode List Lagin:admin

Profile:Admin

r_; Power Scurce
Password #==

& § Mods Map
= =3 Events Logs
= g Ewents List
& Events Calendar
= -5 Management
@ Nedes Sattings
[ Modes Upgrade
[#F) Configuration Policies
= Settings
&Aum Discoveny
] Actions § Events
ﬂﬁ Shartdowm
¥ Infrastructure Connectors
‘4 Data Center Managament
@S}rsiem
Ltes
3 User List
8 Critcal 0

@ok 1 ® Waming: 2

Intelligent Power® Manager

;:gr'«r:\*. user
; Edit user
iRe*":"s user

Last event: 240212015 - 1:00:3¢

Figure 21. User List Page for User Account

Add wser x|
Lowgiin:
Passwond:
Confirm passwond:
Profile: Select a profile .., w7

Figure 22. Add User Dialog Box
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Note that the Eaton IPM contains a default Administrator profile with:

« “admin” as login

« "admin” as password

A WARNING

For security reasons, Eaton recommends that you change the default password immediately after
the installation. A pop-up message provides a security warning if the password contains less than
eight characters.

System Settings

From the Settings > System menu item, you can edit system information and settings (see Figure 23).
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- Conlect Checkior updates
a Evanis Cakndar Lk .ol RETp.
= | Nang gesment Wastsita lin ke hitpzpgs of taar . seon. Com e eplon: A ngipm.daf aul im
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Figure 23. System Settings Page

Select one of the items on the System page, and then double-click the item, or single-click the corresponding
button in the right-hand side menu:
« Edit system information modifies contact and location information.

- Edit language allows you to change the interface language (Czech, English, French, German, Japanese,
Korean, Polish, Portuguese, Russian, Simplified Chinese, Spanish, or Traditional Chinese).

- Edit scan settings are the default access settings that are automatically set for new discovered nodes.

- Edit update settings and Check for updates provide features that allow the system to automatically check
for Eaton software updates for you. When a new software version is detected on www.eaton.com, a wizard
displays and provides upgrade instructions for you. (Database information is retained with this operation.)
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« Edit modules settings allows you to enable/disable Eaton IPM optional modules:
- Management enables nodes settings mass configuration and nodes upgrade features
- Shutdown enables shutdown of the computer running Eaton IPM in the event of a power failure

- Infrastructure Connections enables management of third party equipment, including storage and
virtualized IT systems

- Site Recovery Manager enables the migration for a virtualized cluster

- Third Party Connection (vRops / OpenStack AP) enables the Rest API to connect to third party
application

- Data Center Management connects to the CA Nimsoft (R) infrastructure manager

- User Drivers integrates new devices in the IPM supervision application by using predefined common
base objects and userspecific objects

- Redundancy provides support for >1 UPS in N+1 redundant configurations

NOTE The “User Drivers” feature allows IPM to supervise any SNMP- or Network UPS
Tools (NUT)-available devices. You can customize and adapt the IPM acquisition
o engine to any kind of Data Center device, such as HVAC, Rack controller, storage, or
DC Power System controller.

Automatic Data Purge

All IPM data (logs, measures and events) are stored in a database. This database automatically purges the
accumulated data when necessary according the purge parameter settings for the following parameters:

« <maxTime>: Maximum timestamp for the oldest records (in ms)
« <maxCount>: Maximum number of records, where the oldest records are removed first

These parameters can be modified in the “config.js” file in the logManager/purge section.
The default settings for purge include:

« Data of type alarm (see events section) maxTime: 28 days maxCount: 50000
« Data of type measure (see measures section) maxTime: 7 days maxCount: 200000
- Data of type statistic (see stats section) maxTime: 28 days maxCount: 20000

« Log system (see system section) maxTime: 28 days maxCount: 50000
Configuration Export/Import
You can backup the configuration to an external file. The external file can be used to restore the configuration.

This function is accessible through the GUI in the Settings > System page with the “Export configuration” and
“Import configuration” options available in the right column.

On windows systems, the same function can be called from the command line with the following syntax:

« Export: C:\Program Files (x86)\Eaton\IntelligentPowerManager>mc2.exe -export configipm.ice

« Import: C:\Program Files (x86)\Eaton\IntelligentPowerManager>mc2.exe -import configipm.ice
The limitations of this function include:

« Using the same version of IPM when exporting and importing
« Using the same OS when exporting and importing
« Restoring the complete configuration (the configuration cannot be partially restored)
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Chapter 4

Advanced Events and Actions

This chapter describes Event Action features for automated control of actions and notifications in the Eaton
Intelligent Power Manager (IPM).

/\' IMPORTANT

Because of the potential complexity of final configuration, it is strongly recommended to test the
complete chain of events and actions before going into production.

Note that some restrictions could apply regarding your software licence and kind of devices you are managing.
Please check the license for more details.

Customized Action on Standard Events

An action is the operation resulting of one or many triggered events. For example, an action could be to send
an e-mail when an alarm is generated.

Each action is defined for a specific purpose:

« E-mail: Action to send an e-mail.

« Command: A command is executed by the supervision application when this action is triggered.
« Notification: A Notification produces a one line message displayed in the 'Notifications' window.
« Event Log: This action provides an event message to the node event list.

« Host Power Action: This action executes a power command on the host target. A power command can be
ShutdownHost, ShutdownVMsThenHost, EnterMaintenanceMode,
EnterMaintenanceModeThenShutdown, ExitMaintenanceMode, EnterStandByMode or ExitStandByMode.

« VM Power Action: This action executes a power command on a virtual machine. A power command can be
power on, power off, guest shutdown, or suspend.

« VM Migrate Action: This migrates a virtual machine from its host to another host.

« vApp Power Action: This action initiates the execution of a power command on a virtual application. The
power command can be startup, shutdown, or suspended.

. Start a Recovery Plan: This starts a recovery plan in fail-over mode. The SRM module must be active.
Choose a recovery plan for a RECOVERY site.

« SSH Action: This action will execute a command on a server via a SSH connexion

« Command PDU Outlets: This action is used to start or stop one or several outlets of a PDU after a delay
« Cluster Shutdown: Select this action to shutdown a cluster.

« Storage Action: To execute an action on a storage node.

« Volume Migration: Migrate a storage volume to another storage host.

- Power Capping: This action initiates a power capping action on a hardware server.

/1 IMPORTANT

Be careful. VM power, VM migrate, and vApp power actions are not available on Hyper-V. To
protect HyperV virtualization servers, please perform configuration using selections in the
following path Management > Nodes Settings > Node configuration panel.
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When triggered, an event provides the order for the action to occur while providing information to the events'
origin (ID, type of the event, and parameters) related to this type of event). That permits to the action to use
them and communicate more precisely about the source of this operation.

The application offers six standard events by default:

« Information Alarm

« Warning Alarm

« Critical Alarm

« Unknown State Alarm

« Power Failure

« Runtime Threshold reached

If these standard events are not enough to determine the possible cause of an action, users can define their
own custom events (see "Define Custom Events” on page 30).

Configuration Policies

The configuration policies panel allows you to define some policies using parameter sets and apply them either
to a single device or to any group of devices or applications monitored by IPM devices and applications
monitored by IPM.

In addition, the configuration policies panel is used to attach properties, such as the following:

« Power Source

» Runtime Threshold Settings
« User Settings

« Asset Information

It can be used to group devices by criticality, shutdown settings, power source, or what you think is relevant to
your environment.

A device or application that is attached to a configuration policy with a power source and Runtime Threshold
settings will be monitored and protected through the standard event called Runtime Threshold Reached.

Define Custom Events

A custom event is used to re-factorize existing triggers in its own customized logic or to listen to other existing
objects.

- Atrigger is associated with an object and an event is associated with triggers.

« An event could be a combination of multiple sources information.

Use Custom Events to Launch Custom Actions

30

There is no restriction on the order of the operations between the action creation or definition, event
configuration, and the use of configuration policy settings.

« Actions can be linked to already defined events from their definition dialog.

+ Events can be linked to already defined actions from their definition dialog.

« Settings attached to nodes through configuration policies can be used to define both event rules criteria and
action parameters.

« Any standard or custom events can be linked to any number of actions.

« Any standard or custom event can be combined together to build a rule of a new custom event.
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Example Procedures

For more scenarios about how to use the new advanced features, see “Appendix A" on page 189. Those
scenarios will give you some examples of usage, but also a general approach to find out what has to be
configured to achieve a specific goal.

The process followed in the examples consists of three simple steps:

1. Do | need a configuration policy setting?
a. If Yes, select the appropriate classes and the members for each configuration policy needed.
2. Do | need custom events?

a. If Yes, a Silver or Gold license is required (but standard events in conjunction with configuration
policies already address many situations).

3. Create the final action:
a. Enter the action settings (if any).
b. Select the appropriate event defining when the action has to be launched.

In your own context, you will able to discover other ways to configure automated actions because the interface
is flexible enough for you to configure the settings in the most logical or practical order you choose.

Configuration Policy Settings

Configuration policy settings provide the ability to define a set of information that can be attached to several
nodes.

This is a way to create extensions for nodes by providing a new set of data and attaching new features to one
node or to a group of nodes.

The configuration policies view is accessible for all users (see Figure 24).

* Logout "admin
* Holp of

E-T°N Intelligent Power® Manager
Fiews “ @  Configuration policies list @ Sebection view

w JE:::-« i Type Hame List of Classes List of nodes B Create new configuration polcy
uﬂa’ Hode hap
H ) Events Logs )
% - Events List

& Evenls Calendar
i3 I:ﬂ_anagmm 7
|43 Nodes Semngs
Lﬁjrlode: Upgrade Setting kst from selection =]
(2] contguraton Pokies Class Data Vale
H ) Seiings
H tuto Dscovery

7 Actons | Events

Tinfrastructure Conneclors
@Ejslem

 Log

; User List

o

Pagel |[of1 0| a2 | 25 v Items per ggdata to display
Gok:1 @ waming: 0 O Critical: 0 © uninewn: 0 Last event: ) 17/12/2014 - 14:51:16 - LLUSWWHP4515585 - Cammunical

Figure 24. Configuration Policies View
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To create a configuration policy, click over a selection of target nodes in any node list (see Figure 25). For
example, if you intend to create a configuration policy and apply it to three well identified virtual machines, you
can select those three VMs, right click on the selection, and select Create new policy. This opens the “Edit
selected policy” dialog box with the target node field already initialized with the content of the selection (see

Figure 26).
[ -] [ ] W Cirix Virualdaching “Cant0 S relsase
B Q Whi05 Cirn Virluabdachine “CantC S releass
B e Chix WLB Virual &pphance Cirix Wiriualachine "Cerd0S relase
’ G VD1 Cirn Virualdactime “CertD S releass
[# Edit pade information
..5 Set Nalle ACER3S paTamEtars
[Eg Create new pelicy
Select by keyword
Deselect al
5 Edit filter view
r_,'EI Export to OS5V fike
Pagel wf2 b B G2 25~ TiEWEper page

Figure 25. Node List Panel

Edit selected policy *

Configuration pelicy name™: | PalicyFromaselection]
Targst nodes 3 Nodes: VMOG, VM5, vi01 |?|
| L4
Clazs st l?|
Configuratian policy SHmngs
L Class Ceata Walue Enit

Figure 26. Edit Selected Policy Dialog Box

Configuration Policies Class

A class represents a set of parameters characterizing the configuration policies.

A list of predefined configuration policies classes are associated with a set of features, such as:

« Asset Information

Runtime Threshold Settings
« Power Source
« User Settings

Dynamic Group For Configuration Policy

ee@

Displaying 1- 25 of 28

It is possible to edit a configuration policy by selecting a group of nodes. Therefore the configuration policy will

apply to all nodes defined in this group.

« Groups are defined manually when creating a new policy. Nodes will be populated automatically to the

group, by selecting a criteria on node properties.
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« Nodes are automatically added or removed from the group regarding this criteria.

Use Cases

« When a discovery is launched, nodes are automatically attached to a group depending of their location,
contact information, etc... removing manual operation requirements.

« When a VM is moved from a VMHost to another, its shutdown settings are automatically inherited from the
configuration policy attached to its new power source.

« A modification on the device configuration automatically upgrade the configuration policy target list.
« Search string is flexible by using wildcard '*' and combination operator '|".

« A node can be attached to several groups and therefore inherit from a combination of configuration policies.

Attachment Rules to an Automatic Assignation Group

A list of available node properties on which to check for matching:

Edit parameter *

Node Property
@ The node property on which to test value for matching.

Name
Localion
Contact
Heost Name

IP Address :
Figure 27. Available Node Properties

Table 4. Node Properties

Property Name Usage

Name « The node name can generally handle a large amount of information about the IT organization.
« |t can refers to infrastructure, services, efc...

« Node name can be defined / overridden by the user in IPM.
« Populating configuration policies regarding its content should be often used.

Location Location usually matches with the facility infrastructure that is probably consistent with the power
infrastructure.

Contact Use of contact information can help to populate policies to target actions such as e-mail to specific
users.

Host Name / IP Address Relevant to populate policies regarding Network organization.
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Populate the group regarding IP addresses:

Figure 28. IP addresses

Populate group regarding Location

Figure 29. Location Parameter
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Automatically attach servers to the UPS regarding their Location property and setup their shutdown settings.

Advanced Events and Actions

x
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Figure 30. shutdown settings
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From the Settings > Actions / Events menu item, notifications or executable actions can be set to occur as
the result of specific Eaton IPM actions (see Figure 31).
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Figure 31. Actions / Events Settings
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Create a New Action

36

A new action can be created by selecting the Create new action command. Use the “Create new action”
dialog box to define all data for this new action (see Figure 32).

The following rules apply for mandatory fields:

« All red fields marked with the “*" character are mandatory and must be defined.

« An action cannot be saved if all mandatory fields are not defined.

Craate new action

Acton active: s

Action name™

Evenis List™ I:J_l
Events Scource! Ay source |i|
At bype” A T P L B L LR s ]

Acben Seirgs

TN | =

Figure 32. Create a New Action Dialog Box
An action has the following characteristics:

« Name: The name of the action. It cannot be unique.

« Type: Defines the sort of action that will be executed. (See “Action Type Descriptions” on page 41 for more
details)

« List of Events: Establishes where this action will be executed. Events can be selected by pressing the
pencil icon button next to the field and using the Associated Events dialog (see Figure 33).

« List of Settings: Differ in function from the selected action type.
Tool tips with information for each action setting are available on the ‘Name' column.

All red fields marked with the “*" character are mandatory and must be defined.
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Select assodated events... X
Events List
= Standard
Il @ Information Alarme
[l @ Waming Alarms
Ll @ Critical Alarms
| €@ Unknown State Alarms
] @ FPowerFailure
@  FRuntime Threshold Reached
[ @  Power Restored

| Zedteventrules| | Ok || Cancel

Figure 33. Associated Events
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Edit Selected Action

In order to edit action settings from the Action settings grid, you must have already selected an action type.
After the action type has been selected, there are two ways to edit an action setting:

« In the list of settings, press the icon button on the row of the setting to edit.

« Double-click the row of the setting in the Action settings list.

Each setting type has its own edit window. You can insert an Object by pressing the icon button on the right

of the field displaying an object selector window (see Figure 34).

« Object are represented by a label between “{" and

« "} characters.

« Itis possible to insert an object at the focus place in the field or by replacing an array of highlighted

characters.

« Use the button to insert an object. Do not write an object label directly in a field.

« After making all modifications, click Ok to save the new action.

o
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o
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Figure 34. Object selector
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Editing
After creating an action, it is possible to modify it later.

To edit an action:

1. Select the action to edit in the list of actions and selecting the "Edit selected action” command in the right
panel (see Figure 35).

2. Double-click the action in the Action Settings panel (see Figure 36).

Edit action X
Action active: (i
Action mame™; -=il'-
Events List™; Information Alarms, Warning Alarms, Critical Alarms, Unknown
State Alarms ’
Events Source: Any source
Action type™: Ermail w

Action Settings:

Nams Value

SMTP server® smip.server.com 5? -
SMTP serverp.. 25 ?

Login ?

Password ,# 3
Recipient™ recipisnti@server.com 6? 1
Sender 7

Subject Inteligent Power Kanager (IPW) Alarms y

Message Alsrm from {Source name}: {Local Date} - . ’? IN

[ save J[ concel |
Figure 35. Editing a Selected Action
Edit parameters *

Message

-@ The Message field containg all of the detaded information needed for users

{Massage] [ﬂ

ok | comd ]

Figure 36. Edit Window for Messages

Then, the same window as shown in the creation process displays with all data from the selected action (see
Figure 32 on page 36).
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Copy
You can clone an action by selecting one in the list of actions and selecting the Copy selected action command.
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Figure 37. Copy This Action
The Copy this action pop-up dialog displays a default name that is predefined and can be changed to your choice
(see Figure 37).
After saving a new action, it is listed on the Actions / Events page containing all the same data as the original
action.
Test
An action can be tested by selecting the “Test selected action” command in the right panel.
Select Yes to launch the test on the action (see Figure 38).
Test action x|
? ’ Do you want to lunch a test on "Notification” 7
Loy J[ N |
Figure 38. Test Action
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You can delete an action by selecting one in the list of actions and selecting “Remove selected action”
command in the right panel.

A pop-up window provides a validation message for the remove process.

Click Yes to remove the selected action (see Figure 39).

Remowve action *

L] Do you want to remove
2/ “Notification’?

[ Tes ] [ No ]

Figure 39. Remove Selected Action

After confirming, the selected action is removed from the list of actions.

Action Type Descriptions

Each action is defined for a definite purpose:

E-mail
E-mail actions need parameters such as the SMTP Server and recipients data provided by e-mail addresses.

You must indicate the SMTP server address and recipient e-mail address. Both logins and passwords are used
when the SMTP server requests authentication.

You can select between two modes (SSL or TCP) depending on your SMTP server capabilities and your
deployment constraints.

For advanced use:
« Optional: You can customize the Subject, such as when you use a third-party service provider to translate

e-mail into SMS.

« Optional: You can specify that you want to receive a consolidation of the alarms that occurred during a delay
time duration (Digest period). For example, if you specify none, each alarm generates an e-mail. With this
setting, you will receive more e-mail for the same number of events.

Command

The command is executed by the supervision application when an action is triggered.

In order to execute a program on UPS events, the program path is required. The program is executed under the
SYSTEM account.

« If an action (script or program) cannot be executed under the SYSTEM account, it is necessary to modify the
execution context before it can run.

« Toallow a user to run specific tools and programs with permissions that are different from those assigned to
the user's account, use the Windows “RunAs” command. This allows you to save the password (Windows
XP Service Pac 2 and more recent versions).

« Use the following Microsoft command:
« > runas /profile /user:<windows_ login> /savecred <my_program.exe>

« When first executed, a password is required; it is saved for subsequent executions.
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SSH Action

To launch a command on an SSH server, type the hostname, port, a valid credential, and the command itself.
This action is suitable, for example, to remotely shut down any SSH enabled server or storage without an agent.

Notification

Notification produces a one line message displayed in the “Notifications” window. It is not necessary to include
the date and the origin object name of the action in the message as they are included in the notification.

Event Log

This action provides an event message to the node event list.

Host Power Action

This action executes a power command on the host target. A power command can be ShutdownHost,
ShutdownVMsThenHost, EnterMaintenanceMode, EnterMaintenanceModeThenShutdown,
ExitMaintenanceMod, EnterStandByMode or ExitStandByMode.

VM Power Action

This action executes a power command on a VM. A power command can be power on, power off, guest
shutdown, or suspend. Note that these actions are only available for VMware virtualization infrastructure.

VM Migrate Action

This migrates a virtual machine from its host to another host.

vApp Action

Allows you to start, shut down, or suspend a whole vVApp in one action.

Start a Recovery Plan

This starts a recovery plan in failover mode. The SRM module must be active. Choose a recovery plan of a
RECOVERY site.

Storage Action

Currently one storage action is available: shutdown. It allows you to seamlessly shut down a storage or a set
of several storages (via policies). This procedure replaces the “Start a Recovery Plan” procedure required in
earlier IPM versions.

Cluster Shutdown

42

Parameters

1. Cluster target: the vCenter that manages the infrastructure to shut down

2. Critical group: select the configuration policy for all critical VMs to subscribe to. Those VMs are shut down
last and restarted at start up.

3. VM shutdown timeout: maximum time allowed for non-critical VMs shutdown

4. VM migrated timeout: maximum time allowed for critical VMs migration

Usage Sum-up
1. Create a configuration policy (Management > Configuration Policies).

2. Type the name you want (e.g., CriticalLoad).
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3. Select the VMs as target nodes to:

« Stop the latest

« Restart automatically when power is back

IPM and vCenter do NOT need to be put in this configuration policy.
Create a new action (Settings > Action / Events).

Type an Action Name (e.g., Shutdown-Infra).

Select the Action Type Cluster shutdown.

Select the vCenter you want to protect as the first parameter.

©® N o o »

Select the critical workload as the second parameter by choosing the configuration policy you created in
Step 1.

If it doesn't show up in the available choices, check that:
« lItisin the list of configuration policies Management > Configuration Policy
« |t applies to at least one VM
« You have the appropriate license level to benefit from this advanced feature
9. Check that the two timeout default values are suitable for your needs.
10. If the timeout value is incorrect, type it in seconds in the corresponding field.

11. Click Save.
Cluster Shutdown and Restart Workflow

Cluster Shutdown Scenarios Supported by IPM:
« Cluster Shutdown for VMware
« Cluster Shutdown for VMware HA +DRS
« Cluster Shutdown for VMware vSAN
Critical VMs definition:

. Shutdown Management VMs (vCenter and IPM) shown with Orange icons
B @  VCSABS

« VMs from a configuration policy_that are defined in a Cluster shutdown as Critical. These VMs are
chosen by user and will be shut down as late as possible.

Eaton Intelligent Power Manager (IPM) User's Guide v1.60 P-164000289—Rev 5 43



Advanced Events and Actions

Action type®: Cluster shutdown i

Action Settings:

Namé Vialug
The cluster ta — Cluster event source — 7
Critical Vids — None — ?
Edit parameter ®
Critical VMs

@ A configuration policy group containing the critical Vs, That s the ¥is that will be

shut down at the latest possible moment, and which wil be restarted first. AVM is
considered as ‘oitical’ if it hosts a aritical application ke YMware vCenter or a DING,
DHCP, LDAR fActive Directory server, efc. and so on.

~ None - w

Figure 40. Cluster Shutdown

Cluster Shutdown for VMware

Shutdown workflow without critical VMSs or Shutdown Management VMs

« Guest shutdown of all VMs
« Shutdown all ESXi once the VMs shutdown timeout has been reached
« End of scenario

Startup

. The VMs will restart following the configuration of each ESXi Auto start/stop VMs

NOTE You can use the System Startup State object from custom events combined with the Grace

Period to power on the remaining VMs as soon as vCenter is up and running.
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Figure 41.
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Shutdown workflow with critical VMs or Shutdown Management VMs

Shutdown Management VMs are detected automatically by IPM, no need to add them to the Critical VMs
policy.

« Guest shutdown all non-critical VMs
« Once "VM shutdown timeout" has been reached IPM will choose the ESXi that will shut down the latest

Make sure that all the ESXi are able to host all critical and shutdown management VMs.
NOTE vCenter, IPM and critical VMs should run on the same ESXi

1. The ESXi hosting vCenter
2. The ESXi hosting IPM
3. The ESXi hosting the more critical VMs
« Migrate critical VMSs to the chosen ESXi

« Once the '"VM migration timeout' has been reached, IPM will reconfigure "Auto start/stop VMs" of the
chosen ESXi adding the critical VMs

« Shutdown all ESXi except the chosen one.

« Shutdown latest ESXi (VMs will be gracefully shut down by VMware)

« End of scenario
Startup

« Critical VMs will restart automatically as IPM added to ESXi "Auto start/stop VMs" configuration.
NOTE You can use the System Startup State object from custom events combined with the Grace

Period to power on the remaining VMs as soon as vCenter is up and running.

Cluster Shutdown for VMware HA + DRS

Shutdown workflow without critical VMs nor Shutdown Management VMs

« Guest shutdown of all VMs
« Shutdown all ESXi once the "VMs shutdown timeout' has been reached
« End of scenario
Startup
. The VMs will restart following the configuration of each ESXi "Auto start/stop VMs"

NOTE You can use the System Startup State object from custom events combined with the Grace
Period to power on the remaining VMs as soon as vCenter is up and running.

Shutdown workflow with critical VMs or Shutdown Management VMs

Shutdown Management VMSs are detected automatically by IPM, no need to add them to the Critical VMs
policy.

« Change DRS mode
« Disable HA
« QGuest shutdown of all non-critical VMs

« Once "VYM shutdown timeout' has been reached IPM will choose the ESXi that will shut down the latest
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1. The ESXi hosting vCenter
2. The ESXi hosting IPM
3. The ESXi hosting the more critical VMs
« Migrate critical VMs to the chosen ESXi

« Once the VM migration timeout has been reached, IPM will reconfigure Auto start/stop VMs of the
chosen ESXi adding the critical VMs

« Shutdown all ESXi except the chosen one.
« Shutdown latest ESXi (VMs will be gracefully shut down by VMware)
« End of scenario
Startup
« Critical VMs will restart automatically ‘as IPM added to ESXi Autoe start/stop VMs configuration.
« Once IPM service is restarted, IPM will enable HA + DRS.
NOTE You can use the System Startup State object from custom events combined with the Grace

Period to power on the remaining VMs as soon as vCenter is up and running.

Cluster Shutdown for VMware vSAN (vSAN Stretched Cluster not supported)

Pre-requisite:
Shutdown Management VMs (IPM and vCenter) out of the cluster
Shutdown workflow without critical VMs (HA disabled)

« Guest shutdown of all VMs

« Once VM shutdown timeout has been reached IPM will put host in maintenance mode with No Action
option for all ESXi in sequential order.

« Shut down all ESXi hosts
Startup

« Customer exit ESXi from maintenance mode
« Customer Power On VMs
« Shutdown workflow with critical VMs (HA disabled)

NOTE This scenario is partially implemented, Critical VMs will not be gracefully shut down.

« Guest shutdown of all non-critical VMs

« Once VM shutdown timeout has been reached, the scenario is finished.
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Create new action

Action actihe; 1

duster shutdown vSAN

Events List® JI

Evenl S0UICE pdit parameter x [ .-)_l
Critical VMs

Action type*™§ »

@ A configuration policy group containing the critical Vs, That & the W that wil be
shut down at the latest possble moment, and which vl be restarted first, & W is
ACtion Settint| considered as 'critical if & haosts a crtical applcation ke VMware vCenter or a DS,
DHCFP, LDAP/AD server, ete. and $0 on. If youuse a vSAN chisted, please don't
configure critical VMs bo perform Graceful shutdown ., Leav e this vake ta Wone'.

== None = S

[ ok ][ canca |

Figure 42. Create Action for vSAN Cluster Shutdown

NOTE vSAN cluster shutdown with virtual IPM or vCenter within the cluster is not supported.
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Events

48

There are two types of events:

« Standard events, which are available to all users

« Custom events, which are available only to users having a Silver or a Gold license.

The following section provides the detailed information about custom events configuration. From the
Settings > Actions / Events menu item, it is possible to manage advanced events by selecting the “Edit event
rules” command on the right panel. The window also displays standard events, but it is just for supervision.
They cannot be modified.

An event comprises the following:

« Event Name: The name of the event. Events can be grouped together by writing a group name just before
the event name and separate from it by a pipeline (| ) character. Subgroups are not managed. For example,
“NewCustomEvent|event_1" name define the event named'event_1" in a group named
“NewCustomEvent.”

- Event Message: The message to display when the event occurs. An object can be inserted in the message
by using the button next to the field displaying an object selector window.

" ou

- Event Severity: Defines the severity of the event between these gradual choices: “None,

“Warning,” “Critical,” and “Unknown.

Information,”

- Event mode: Defines the condition for the event to occur in function of its rules. There are two choices:
- Trigger if all conditions are satisfied: all rules must be satisfied.

- Trigger if any condition is satisfied: one of the rules is satisfied.
All rules that must be satisfied for the event to occur. (See “Event Rules” on page 49 for more details.)
The order of rules in the grid define the condition order for the event to occur.
To manage and define rules, use the following buttons below the grid:

« Add.... Add a new rule

« Edit...: Edit the selected rule

« Delete... Delete the selected rule(s)

« Move rule down: Move the selected rule to a lower position in the table

« Move rule up: Move the selected rule to a higher position in the table

A list of associated actions: Actions are launched when the event occurs. The event will appear in the list of

events of these selected actions (see “Create a New Action” on page 36). Actions can be selected by using the
Action List button displaying an action list configuration window (see Figure 43).
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Action list configuration ®
Please select the actions associated to the event:
[¥] Email
[¥] Motification

[¥] Event Log

ok |[ cancel

Figure 43. Action List Configuration

The Rule editor dialog allows you to create (add) or edit a rule. As part of defining the relationship between a

source object name and a destination object name, condition rules, and parameters are selected and applied in

this dialog (see Figure 44).

The Rule editor dialog is obtained by selecting a rule of a custom event, then clicking Edit, (or directly by

double-clicking on it). This functionality is not available when the license is basic (no possibility to add custom

events).

Rule definition ¥
Rule trigger™: Please select the rule trigger
Rule spurce: Any sources
Rule operator®: Equal to e
Value:
Grace period: MNone v
] Ignored if source trigger not defined.

[ Ok ] [ Cancel ]

Figure 44. Rule Definition
A rule comprises the following:

A trigger: The destination object that will be triggered by the rule (see “Triggers” on page 50 for more details)
An object can be defined using the button next to the field displaying an object selector window.
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Triggers

A source: The source object that will be used to evaluate the rule. It could be a device or a configuration policy.
A rule can also have a relationship with any sources. An object can be defined using the button next to the field
displaying a source selector window.

An operator: The source object that will be used to evaluate the rule. It could be a device or a configuration
policy. A rule can also have a relationship with any sources. An object can be defined using the button next to
the field displaying a source selector window. Available operators are:

"o

- String: "Equal to,

"ou

Different from,” “Contains,” or “Not contains”

"o

- Number: “Equal to,
equal to"”

"o

Different from,

"ou

Greater than,

" ou

Lower than,” "Greater or equal to,” or “Lower or

- Boolean: “"Equal to” or “Different from”

A value: The comparison value for the operator. This value can also be an object that can be defined using the
button next to the field displaying an object selector window.

A grace period: Establishes a predefined period of time before the trigger event. The period must be between
0 to 300 seconds. A rule can be set to be ignored if its source trigger object is not defined on the node.

The trigger base contains a list of objects with their trigger characteristics.

« Types: This lists objects able to trigger an event. Object can be associated with an item (node or
configuration policy) or can be global.

- Info (scope: node): This lists objects able to trigger an event. Object can be associated with an item (node
or configuration policy) or can be global.

« Alarms (scope: node): Objects used to display information, such as a name, a location, a node ID, a
configuration policy, and so forth.

« Measures (scope: node): Number objects related to a measure of current, voltage, power, time,
temperature, humidity, or a percentage rate.

- Virtualization (scope: node): All objects related to the virtualization, such as VM Host & VApp parameters
(name, path, state...), VM Name & Path.

« User Objects (scope: node): User objects are defined through user driver definition.The trigger type will be
defined by the user object definition.

- Configuration Policy Objects (scope: configuration policy): Triggers issue from configuration policy
objects. Can be used as comparison value.

- Events (scope: node/configuration policy/system): Events can be used as trigger of another event.
- Date (scope: system): All objects defined a date, a time, a day in the week, or in the month.
. System (scope: system): Events triggered by the MC2 application.

Object Selector Help

50

The Object Selector lists all available objects that can be used as a trigger or as a reference value. It contains a
hierarchical list of:

« Nodes Triggers: The trigger list with the scope “node.”

- Event Triggers: Predefined events and user defined events.

- Global Triggers: The global trigger list.

« User Defined Objects: Objects defined through generic driver.

« Configuration Policy Attributes: Attributes defined through configuration policy class definition.

« Action Result Status: Result status returned by actions having feedback capability.
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When the object is indexed, it is possible to select any index value or a specific one. There is no control on the
object index capability.The object info help text is provided for all well-known objects. It provides the object
description and possible values.

You first make the selection from the Rule Definition value list to display a trigger list or a reference value list.
Then you make a selection from the object list. For example, in the figures that follow, the Object selector
displays with from either the Rule Trigger>Ultility present selection or the Value>{Shutdown timer} selection
(see Figure 45 or Figure 46).

Ruke defmton

e o
Obiject selector *®

Object st Object definiltion

§ Event object Standard utility present

When this alarm is active {'1" value), it means that the

St 4 yobject .
g Stamdand alarm ohje Main AC t5 normal. The main AC 15 out of toleance ('0

Communic atios lost value) when the veltzge or the freguency charactenstics of
the main AC input is not sufficient to supply the load. In
AR S T this case, the UPS transfers to battery power to provide

arnng gerere aam high quality power to the protected foad

Critic al genere alarm Type: Boclean
Uity prasent

Batiery ccharging

O aitomab by pass
Autarmate bypavs o loksance
O manual by pass

Emergy Saving Mods

Eaftery ow

Baftery faull

Shuldown mmnend

UPS mternal failure

UPS overtoad

UPS on boost mode

~

¢! Display ondy objects present in
[ ok |[ cancel
Figure 45. Object Selector (Rule Trigger)
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Rube defmition

| Plazse salect the
t E | t
It I
C I,n:
Object selector
Object list
3 onfiguration policy object

User Notes

Service Contact

Service Notes

Shuidown Timer

Remanng Time Limd
Remaning Capacity Limd
Shutdewn Duraten

Power Source

Load >egment

User Seffings - Value 1

User Seftmgs - Valie 2
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User Seftings - Value 4
User Setfings - Value 5
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Object defmition

Shutdown Timer

The shutdown timer is the elapsed time from the power
loss detection and the start of a shutdown procedure.
1f the value Is -1, this criterion s disabled.

If the value is greater than or equal to 0, it defines the
timer duration in seconds

Type: Numbe
Unit: s

Figure 46. Object Selector (Value)

It contains a hierarchical list of:

Nodes Triggers: The trigger list with the scope “node” listed above.

Event Triggers: Predefined events and user defined events.

Global Triggers: The global trigger list listed above.

User Defined Objects: Objects defined through generic driver.

Configuration Policy Attributes: Attributes defined through configuration policy class definition.

Action Result Status: Result status returned by actions having feedback capability.

When the object is indexed, it is possible to select any index value or a specific one. There is no control on the
object index capability.

The object info help text is provided for all well-known objects. It provides the object description and possible
values.
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Alarm Box Notification Actions

The alarms are displayed on the local computer in an alarm box (see Figure 47). The status portion of the alarm
box is optional. It only appears if a power source has been declared in the Runtime configuration settings.

F “Inteligent Power Manager” Notifications =101 x|
Marme - - -
Power Source On utility
Batlery capacly %
Baltery run e 30 min 00 s

2PN OIN20054 Bypass | Return on UPS

2N S-A1.5840  Communication restored with UPS
22009115837 Outpad on sutomatic bypass

2201 08-11.57.59  Bypass | Return on UPS

ZHN 115758 Communicalion with dévice it réstored
2L 0E-11:57:22  Communication with device has faled
2201 105-11:5518  Communication falure with LIPS
20115324 Communication with device has faled
XN OFA1:5253  Communication with devics i restonsd
220N 0EA1:51:15  Communication restored with UPS

0000000000 g

Figure 47. Alarm Notification Box with System Tray Icon

The Alarm notification box is accessible from the System Tray icon (see Table 5 and Table 6). Click the icon to
open the window that displays the alarms on the local computer.

System Tray Icons

If no Power Source has been declared, the System Tray Icon will have the states described in Table 5.

Table 5. System Tray State Icons (Power Source not Declared; Shutdown module disabled)

Icon State Description
B (BLUE) The System Tray Icon correctly receives alarms from Eaton IPM.
E (GRAY) Communication is lost between the System Tray and the Eaton IPM.

If a Power Source has been declared, the System Tray Icon will have the states described in Table 6.

Table 6. System Tray State Icons (Power Source Declared)

Icon State Description

i& The System Tray Icon correctly receives alarms from the Eaton IPM. AC is present on the power source.

The System Tray Icon correctly receives alarms from the Eaton IPM. The power source runs in battery mode.

The System Tray Icon correctly receives alarms from the Eaton IPM. A Warning event occurred on the power source.

The System Tray Icon correctly receives alarms from the Eaton IPM. A critical event occurred on the power source.

® O 6 &

Communication with the power source has failed.
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0 NOTE Right-click the System Tray icon for fast access to the start and stop operations.

Typical Use Cases Configuration

See Appendix A for example procedures that typify use cases configuration steps.

Advanced Use Cases Configuration

Advanced Events and Actions Customization

In the IPM installation folder, you can see a configs/scripts folder containing a sample userdefined action script
(sample user script.js).

You can modify this script or create new scripts that define very specific events and actions. The sample script
in this folder provides details about the expected structure and syntax for defining new actions and triggers.

Advanced Sound Alarm Customization

To configure sound alarms on events:

1. Inthe file {INSTALL DIRECTORY}\Eaton\IntgelligentPowerManager\configs\config.js,
change the configuration as follows:

'systray':

{
'soundAlarm': false,
'notificationIcon': true,

'notificationBox': true

2. Change 'soundAlarm': false, to 'soundAlarm': true, as shown below:
'systray':
{
'soundAlarm': true,
'notificationIcon': true,

'notificationBox': true

3. Close and restart the Windows session so that this configuration is taken into account.

NOTE 1 You can change the alarm sound by setting the Windows sound preferences from

the Control Panel.
0 NOTE 2 The Eaton IPM alarms are linked to the audible “Low Battery Alarm” alarm sound

that you can change by selecting another .wav file.
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Chapter5 Supervision
This chapter describes supervision features in the Eaton Intelligent Power Manager (IPM).

Access to the Monitoring Interface

You can access the interface locally or remotely.

Local Access

From the system where Eaton IPM is installed, you can use the following shortcut:
Start > Programs File > Eaton > Intelligent Power Protector > Open Eaton Intelligent Power Manager

Remote Access

1. From a remote computer, you can type either of the following URLs in a Web browser:
https://<name or IP address of computer hosting Eaton IPM>:4680/
-or-
http://<name or IP address of computer hosting Eaton IPM >:4679/

2. In SSL mode, accept the certificate using the procedure provided by your Browser.

3. Enter the login and password.
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Node List View

The Node List view results from the Settings > Auto Discovery menu item selection. The following default

columns are displayed on this page (see Figure 48):

« Type: Graphical icon to differentiate UPS/ePDU and applications

« Status: Status icon represents the severity of the most critical event active on the monitored device

« Name: IP address, the DNS name or userdefined name
« MAC Address: MAC address

« Class: Type of management software

« Location: Node location

« Contact: Node contact

« Access: Graphical icons located on the left of the login indicating “Access denied” or “Access OK/”

« Link: Link to the device Web site (if available)

« Creation Date: The date the node was created in the node list. This is used by default to sort the list (the

most recent items created appear first in the list)

E.T°N intelligent Power Manager

Views 4 | @/ | Mode List
= —J:‘r'm Type  Status Mame Drescription Location Contact Link
ki Windows NT/8.01
I:";I Power Source u m ST @
nBaNﬂdE Map u [ Windows NT/8.01... @
=l =5 Events Logs g (v] Windows NT/6.01.... @
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iig Bvents List Windows NT/8.01....
| @ Events Calendar g ﬂ @
S 3 g i Windows NT/8.01... @
- -Bnagemen
@ Modes Settings @ ﬂ POWERWARE UPS Basement Floor @
@ Modes Upgrade @ & PW3130 TOOVA-T  under bevs desk @
, Bl D P @ (] Powerware 9130 7... Computer Room Computer Room ... @
=) ] Settings
A, Auts Discovery U ) PXGX UPS + EAT... Your Location Your Contact ®
[] Actions / Events @ O FWE115 Ri ®
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"} Infrastructure Conneclors
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Figure 48. Node List View
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You can sort (ascending or descending) your device list by clicking the column titles (Status, Name, Description,
Location, Load Level, etc.). You can also add columns, as illustrated in Figure 49.
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Figure 49. Adding Columns in Node List View

Intelligent Power® Manager

Desoription

Windows NT/8.01....
Windows NT/.01....
Windows NT/8.01....
Windows NT/8:01....
Windows NT/8.01....

PW5113 RM

Eaton ePDU AM 3...
POWERWARE 9355
POWERWARE UPS
Eaton eFDU MA 1.
Windows NT/8.01....
Windows NT/8.01....
Powerware 9130 7...
PHGH UPS + EAT...
PW9130 TOOVA-T

PHGX UPS + EAT. ..
e |

€ unknown: 3

Location =

Basement Floor
Bews Test Lab
CMC

Colorado
Computer Room
Server Room
under bevs desk

Your Location

i | |25 o Thems per page

Lastevent: @ 24/02/2015 - 1:41:07 pm -

¥ | Contact

‘}_j, Sort ascending
il Sort descending

[E§] Columns I

Beverly Powell
Eugene Monros
Jason Meyer
Caomputer Room ...

build@

Your Contact

Displaying

OREEOO0O00O0NEEEEEAEODNOEEOE FEE

Contact

Load level

Battery capacity
Shutdowmn timer
Estimated runtime to shutdowmn
Battery run time
Shutdown duration
Master cutput

Power Source

Outlet group

Access

Link

Caonfiguration policies kst
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Flexible Panels View

To select which panels display in the view:

1. Select a device/applications in the list and Select panels displays in the right side of the window.
Click the bar title to collapse/extend the panel.

You can also show [*| or hide '* | all the views menu or selection view menu.

PN

Select or deselect (check or uncheck) to select which panels you want to add in the selection view (see
Figure 50).

Select panels ®

[# Informaticn

i? Status

[#] Cutlets

ii Maasurses

:_- Environment

[ Graph

.r | Synoptic

ii Powier Source

[ Powered Applications
[#] Events

[ statistics

i? Powwer Components

[ other data

T

Figure 50. Panel Selection Dialog Box

0 NOTE Some of the panels are only available for specific node types.
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Information Panel

The following node information displays in this panel (see Figure 51):

« 166.99.xx.yy: DNS name (or IP address) displayed near the “status icon”
« Description: Commercial product name

« Nominal Apparent Power: Device load capacity in VA

« IP address: Device IP address

« Mac address: Device MAC address

« Serial Number: Device serial number (if available)

« Class:. Type of card

Supervision

« Location: Device location (value of syslocation object can also be configured in the Device page)

« Contact: Device contact (value of syscontact object can also be configured in the Device page)

« Link: Link to device Web site (if available)

0 NOTE The information displayed in this panel depends on the node types you are viewing.

Information
@ 192 1680wy
Cescraban Evoisbion 850
Homingd appan
pparent —_—
POWET
P address
Mac Address
Sarial number AVTIIE04E
Cisss Hetwerk anagament :ﬂ_'dé.
JABS
Localsa
Contast
Link @

Figure 51. Information Panel
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Status Panel

The following node status displays in this panel (see Figure 52):

Battery state: Charging, Discharging, Default, Floating, Resting
Power Source: AC Power, Battery, On utility

Load level: Output load level of the device

Battery capacity: Battery capacity of the device

Battery run time: Device remaining backup time

Master output: Main output status (On, Off, Internal Failure, On Automatic Bypass, Manual ByPass,
Overload)

Output outlet status: Output outlet status (On, Off) for outlet or load segment

0 NOTE The information displayed in this panel depends on the node capabilities.

Skatus -
Battery stale @ Charging
Power Source @ onutigy
Lioad level OO 0%
Battery capacty R 100 %
Blattery run time 1 h15min S0 s
Master output Master @ on
Load segment #1: Groupd B on
Load segment #2 Group2 m on

Figure 52. Status Panel

Outlets Panel

The following outlets status information displays for the selected ePDU in this panel (see Figure 53):

Contextual information is provided when the mouse is over the outlet.

When you select an outlet in this panel, the Graph panel displays the information for this outlet.

You must also select Outlet information in the Graph settings dialog (accessible through the graph settings

button ¥# in the Graph panel).

DOutlets
1 2@ 3 «@
5@ Outlet 2 test
Factory Groug 1 test /Load nt #2
<@ -
@ on
13 @ Outlet current 0 &
”,_ Cutiet voltage | 23516 W
Outiet active power : DWW
21 Outlet apparent power 1 0 VA
Consumption since 0501 A11-11.44:55 am (15423041 min) : 0 kKvh

Figure 53. Outlet Panel
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The outlet state is color-coded in the display (see Table 7).

Table 7. Qutlet Color Codes

Supervision

Icon Color Description
&Y Green  Powered (ON)
- Red Not powered (OFF)
- Gray QOutlet status unknown

Measures Panel

This panel displays the selected device electrical parameters for single-phase or three-phase devices,
depending on the node capabilities (see Figure 54 and Figure 55).

Measras
It -

Inpad Treduiency
Inpi wolt A

Input cusrent
Ervpass frequency
Bypass volage
Bypass current

Ourtpat

Battery codput vollage
Chitpud frequency
Dot woltags

Outpust current

Global apparent power
Global active power

59 Hz
229Y

&0 Hz
21y
oA

202y
G0 Hz
Ny

0Wa
0w

Figure 54. Measures Panel (Single-Phase)

Measures -
Input
Phase1 Phase2 Phasel
Input current oA 0.22 4 oA
Input volage 2381V 28144V 28128V
Input active power 0w 2w ow
Input apparent power ova 45vA 0'va
Input freguency 49.9 Hz
— Output
Global apparent power 49 VA
Global active power 20W
—— Consumption
Phas# 1 - since D&/06/11-T;04:55 pm 0.78 kWh
Phiase 2 - since 06/06/11-7.05:22 pm 7.02 kWh
Phasa 3 - sinca D6/06/11-T05:48 pm 1.41 kWh
Global - since 01/01/00-1:04:03 am 1217 KWh

Figure 55. Measures Panel (Three-Phase)
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Environment Panel

This panel displays the selected device sensor information if a device is attached (see Figure 56):

« Temperature: Temperature (in °C or °F)

« Humidity: Humidity level

« Input #1: Status of first contact (open / closed)

- Input #2: Status of second contact (open / closed)

NOTE
i

For more information about the two optional input connections, please refer to the
Eaton Environmental Monitoring Probe (EMP) Quick Start Installation Manual.

Environment
Temperature
Humiclity

Input #1
Input #2

229°C
182%

Open
Qpen

(I
(T
O
o

Figure 56. Environment Panel

Graph Panel

This panel displays the graph of the main measures of the selected device (see Figure 57):

« The !B button allows you to zoom in the graph.

« The %# button allows you to select the data you want to display in the graph.

Graph [=]
Dt M RTARIB20
Irput volane 238 Y
W % |
Battery copacity: N %% |
Battery ray lime 1hminlT s
' TN i
2009/01J27-15:06:05 el 2009001127 16:06:05

Figure 57. Graph Panel
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Synoptic Panel

Supervision

This panel displays the selected device synoptic (see Figure 58). A tool tip displays when you move the mouse

over one of the functional block.

Synoptic 5
Online UPS

P

P

Master
Dutput measures

Load level I s89%

Apparent povwer 443 kvA
Output woltage 230V
Output current 194
Output frequency 49 Hz

Figure 58. Synoptic Panel
The Synoptic color coded icons display for the following (see Table 8):

« UPS modules

« Battery modules

« Electrical flows

« Electrical power sources at UPS input

« Load at UPS output, with status linked to UPS output status
« Combined flow status and load status

Table 8. Synoptic Panel Icons

Symbol Color Description
UPS Modules
AC/DC DC/AC Bypass Green Status OK and Active
i ﬁ
AC/DC DC/AC Bypass Red Internal Fault and Inactive
| s = it
} »
AC/DC DC/AC Bypass Gray Status OK and Inactive or Unknown
Battery Modules
Green Status OK
Orange Battery charge is less than 50%

Eaton Intelligent Power Manager (IPM) User's Guide v1.60 P-164000289—Rev 5
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Table 8. Synoptic Panel Icons (Continued)

Symbol Color Description

E Red Battery fault or End-of-backup

Gray Battery status unknown

Electrical Flows

Yellow Current flow through the cable

NOTE The object animation gives the direction of the current flow.

Gray No current flow through the cable

A WARNING

Although there is no current flow through the cable, the cable may be under voltage.

Electrical Power Source at UPS Input

b., Green Source powered. Status OK
E::-,, Gray Source not powered or status unknown
Load at UPS Qutput
b. Green Load powered and protected. Status OK
E} Red Load not powered
Gray Load status not known

B>

Combined Color Code: Flow and Power Source Status

Green/Yellow Electrical power source is powered and provides electrical flow

Green/Gray Electrical power source is powered and does not provide electrical flow

Y Y

Combined Color Code: Flow and Load Status

Yellow/Green Load powered and protected

Gray/Red Load not powered

Vv
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Power Source

The Power Source panel displays information on the device that powers the selected application running on
the server (see Figure 59).

Power Source -
Mode

Description Evolution 850
Location Bureau
Contact Seb
Link ®
Load segment Master outlet

Figure 59. Power Source

Powered Applications

The Powered applications panel displays information for the software applications (shutdown agents on the
servers) that are powered by the selected device (see Figure 60)”

« Status

« Name

« Shutdown diagram

« Shutdown duration

« Qutlet group

Powered appications -
Staty Mame Shutdown diac Shutdown durt Outiet group
¢ 16659250 10: (IR 2 min 00 = 1

Runtime to shuldown: 22 min 20 =

Shudown duration:
Off time: 15min15s

Figure 60. Powered Applications

Events Panel

This panel displays the events list of the selected node (see Figure 61). You can sort the events according to
status, date, and message by clicking the column header.

Events -
Status Date Message
2701 109-15:59:22  Bypass : Return on UPS

|»

270109155845  Output on aulomatic bypass
27I01/03-155843 The outlet group 2 is on
270109155842 The outhet group 1 i on
27M109-15:58:40  The UPS output is on

2T 09-15:5832  The UPS output is off

©000®0O

Figure 61. Events Panel
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Statistics Panel

This panel displays the statistics of the selected node (see Figure 62). The “# button allows you to select the
time interval for the statistics. You can adjust the time interval by clicking the two buttons with the “From” and
“To" dates.

The statistics computed data is as follows:

« Active Consumption in Kilowatt-hour
« Average Active Power in Watts

« Power Failure Count

« Power Failure Cumulated Duration
« Battery Fault Count

« Internal Failure Count

« Overload Count

« Warning Alarm Count

« Critical Alarm Count

« Output Off Count

« Communication Lost Count

0 NOTE This information depends on device capabilities.

66

Skatistics - 7 days -
Communication betwesn card and device lost 4
The UPS output is off 4
Metwwork communication with device lost 3
Estimated consumgplion 2754 kVA K
Powwer lost count 3
Cumulated povver lost time B min42 5
UPS fault 3
UPS overload 1
021709 - 12:00:00 am v 02/23J09 - 11:59:59 pm

Figure 62. Statistics Panel

Power Components

Figure 63 illustrates the Power Components View. This panel displays the components of a redundant UPS
system if the Redundancy feature is activated (see “Redundancy” on page 135).

Power Components

Type | Stk Name Lond brved Bittery copacty  Batbery run
E O M o B 0% 1hiSmns
@ @ 7 [N s+ EHEE 0% %mn2ss

Figure 63. Power Component View (Subview of Power Source View)
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Subviews

Defining Subviews

When you need to monitor large configurations, it is helpful to define several subviews and then filter the nodes

or events in these categories. You can select many criteria in order to organize your tree.

To define a subview:

1. Select a view in the Views > Node List, such as Category: “Devices” or Location “HPO Finland” (see

Figure 64).

2. Right-click this selection. The contextual subview menu displays (see Figure 65).

3. Click Create a sub view from ... and follow the instructions.

i Views

=53 Node List
l\_BCdel;mrv,r Devices'
8 category : *Application’

%1
g
g
g
8
w
g
5
92
o
E

g Location : 'Computer Room'

EEEEEEEE

(g 1ype: POUr
R Type : ‘Application’

4 CgEvents

3% gEvents List

@ status  or
@ status : Warning'
@ status  “Crticar
€2 Status : *Communication Lost

bs «@ Nd

il Views =T
e
g.ngdeLEt E
(JCategory - pawianss
I category| Create a sub view
e |
E:E'—Dcm3 Create a sub view from ..,
a-gLocation |
Efgu:cdm Remove this view
o8Node Map |
[ Z1ype: U
[ gType: Pr Share this view
B rype 4
|| Events
s GEventsList | Rename this view
Status: '{ o
& | 57 Edit filter view
@ status - v
@status ¥ B Logout "admin’
R tatus e —

Figure 65. Contextual Subview Menu

Figure 64. Views > Node List Example Hierarchy
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To filter the nodes in this subview:

1. Select a view in the Views > Node List, such as “Location: Computer Room" (see Figure 64).
Right-click this selection. The contextual menu subviews displays (see Figure 65).

Click Edit a Filter View. The View Filter Rules dialog box displays (see Figure 66).

PN

Click Add rule, then type the Object, Operation and Values.

NOTE With the setup shown in Figure 66, this filtered view allows you to view the devices
o whose location field contains the value “Computer Room.”

View filter rules x

Addrule  Delete rule

Object Operation Value
Category / Type = [ Devices (DEV)
@] " Location " cortains | Coomputer Room

[ Save l [ Cancel

Figure 66. View Filter Rules Dialog Box
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As the result of creating a subview, the following default information appears in the Applications List View page
(see Figure 67).

« Type: Application

« Status: Status criticality of the server

- Name: Value configured in the Applications screen (by default this is an IP address or a DNS name)

- Description: Operating system

- Policies: Configuration policies list of the node (contact, location, IP address [Address IP of the nodel)

- Power Source: UPS that powers the Eaton IPP application/computer

« Estimated Run Time to Shutdown: Operating time in the event of a utility supply loss

« Shutdown Duration: Duration needed by the system to carry out its shutdown procedure (in seconds)

« Link: Link to the Web supervision interface of the Eaton IPP or Network Shutdown Module V3 module

NOTE The Eaton IPP or Network Shutdown Module V3 running on other computers in the
o network can be monitored in this view.

E-T-N Intelligent Power® Manager

Views % mode Lt
o e Typ= Stanm Pumrne Descripsion Licaion = Conact Lk
e w o PHE URS = EATON 5125 Your Location Your Contact ®
g [Power Source 't
T Eroae ap ) o FWE 30 TODWAT ngier bevs sk ®
4 e s @ o PHEC{URS < EATOMSM30LY  Senver Fioom by ®
:;—:Mﬂ'f!- ) - =
B @ () Fravanvans 3130 700 Compiater Roorm Cornpuatar Fioorm Marager @
i Sy g
3 —"‘.“"""’”"“""' |J 0 WWindiows: MTA.01.01 Ciodorado Jamon Mayar @
[ freanes Sezirgs = | o Wingows NT/E 01,00 e Engens Morroe =
lggmodes Upgrage =
Emton aFOU WA 15 NLE-I0S D evs Tas:iad Savery Sowe
[l conmguration Policias: k4 a i ®
4 Semrgs A 8 POWERWARE LIPS Bamement Floo ®
5 dun Dimmaveny g @ Windiows NT/E.01.04 B
I Actions | Evenis
}'I = | o Wingows NTHE.01.01 B
Shetoiown
¥ infrasqucore Conmectons [ ] @ i ML ®
< Doate Coanter Banagemens = | o Wirzows NT/.01.00 =]
Sysiam
e [ i i} Wirzows NTA.01.01 ®
| Log
;_ User List Fsl L CREA R =
M 4 lpeget orr 3 W O (25 |wiiemope Dispiang 1 -
Boes (@) werrirg: 2 Do B Uriecwn: & tmtevere @ 2502065 - 173007 pen - RAINCAMPSDEETES -
Figure 67. Applications List View Page
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Sharing Subviews

A customized subview is “attached” to the user that created it. It is private. The customized subview is marked
with a small man next to the icon of the subview (see Figure 68).

Views “ || & Views i
= Views = ) Views
525 Node List 2452 Node List
& Subview example 55 subview example
= Power Source  Power Source
= 4 Node Map L?,_; Mode Map

Figure 68. Shared View with Marker (left) and Public View without Marker (right)
If the owner of the subview wants to allow others to use the subview, he needs to share the view.
To share the view:

1. Right-click the view to open the contextual menu and click Share this View (see Figure 69).

Create a sub view

Create a sub view from ...

Share this view

Revart this isw

Figure 69. Contextual Subview Menu

NOTE Customizing a view cancels the sharing of this view. To allow all the users who were
0 sharing this file to view it, the owner of the view must share it again.

Device Supervision

70

The bar at the bottom of the page provides the status of nodes being supervised. Note the following in
Figure 70:

+ 14 nodes are OK

« 4 nodes are in Warning status

« 2 nodes are in Critical status

« 0 nodes are in Unknown status

o ) Warning: 4 O Cricak: 2 ) Urikngwr; 0 Lastevert:s @ 10017001 - 3:36:35 pr - - The load ssgment #2 i on

Figure 70. Bottom Bar for Device Supervision
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Map View

Supervision

This supervision map allows you to spatially represent your network nodes and uses “drag and drop”
functionality.

0 NOTE Clicking a node icon updates the information for that node on the right-hand panel.

Create a Customized Map View

The customized map view is accessed on the left-side menu using the Views > Node Map selection. The map
is automatically generated. (Icons are automatically placed on the Map and IP address assigned.)

The contextual tool button '#! on the Node Map title bar provides tools to modify the map (see Figure 71):

Change theme offers three kinds of icons representations (small tower icons, large tower icons, and large
rack icons).

Manage backgrounds allows you to import a new background image in the supervision tool (png, jpeg, and
gif picture format types are supported). You can select a background already in the supervision tool for the
map or remove the background images.

Regroup nodes rearranges the icons position on the Map.

Add a label allows to create a userdefined text and to place it on the Map through drag and drop.

0 NOTE  To delete a label, right-click the label and then click Delete.

Change theme
Manage backgrounds

Regroup nodes

Add a label

42 Set access parameters

&) Edit asset

Figure 71. Contextual Tools Menu

Eaton Intelligent Power Manager (IPM) User's Guide v1.60 P-164000289—Rev 5 Ul



72

Supervision

Map Examples
This section provides examples of the following maps:
« World Map View

« Country Map View
« Server Room Map View

Intelligent Power

Manager
« @ hiode Map -9 Items

BRBBRBGECT, e

ey o3 b : o _'
i S ) p 3 A7 AT
d B

..
-
£

‘\-
< | ([}
D Warning: 5 O Crcak 0 £ Unknaweni 8

Qo4

tas eveos @ 051202014 - 11:15:06 am - 10.272.4.102 -

Figure 72. World Map View

Intelligent Power"® Manager

Norih Dakota

I Cama Commer asnaAgemanE

Loz
3 s Lt

ldaha

Colorada
Calitornia

Arizona

Meow Mexico

Soutih Dakota

Naoberaska

Oklahoma

Wisconsin

Michigan |

Wingis Indsana

Missour

Y New York

Fennsylvania

Figure 73. Country Map View
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Figure 74. Server Room Map View
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Events Logs

List Representation

Select Events > Events List to display the Events List page (see Figure 75). All new alarms are stored in this
log. You can sort the alarms according to the Status, Date, Name, and Acknowledge (ACK) fields.

74

i .
E-T-N Intelligent Power® Manager
Wi 3| Ewents List
=) ___;:-‘Ews St | Date Mame Message
- oo o AT | Commnication Win devics b5 Tesiured
[= )
gnose M3 (4] NO015-1:0036 p Comminikcation WiR ceuice | nestored
=l i Evenis Logs e DAORPIS 1123342 FRepnried commmUrication reshoned
et
- E%
=4 i 4] AN 113242 FEpATted COMTLNICENCN Enor
| | Evenfs Callendar
= 3 Management & ANEHIE-11:3242 CommLraztion WiR 02ce ks restoned
[ nices Satngs ZHRI015113C3T Communication Wit devics Fas talled
1
%“'mwﬂ & US55 11 am Commuricztion WiR ance I restoned
Cormguration Polickes
HE3s (] FANERO1S-42418 peni ‘ComPnRCEtion Wil ceice has il
By Ao Discowery (] T0ISZ TS5 pm CommLrikcation win Gace IS resioned
G ]
Mactions | Evets 0 ZIEHES-1501S pm COPPTLRINGEON Wi Se0R FES fled
L Shikaown
'_’: (] TSR T15T m Commurikiation WiR davice | nestoned
) Data Center Mar@gement e ZINDRB015- 0 RS am Commuricaiion wih oauice ks nesioned
@ symem & 01502 am iR Sensor #1 b in nomzl rEnge
_:é‘i.'o:enﬂ & TS ASET am Commurikcation wih daace ks nestoned
[t L
(] TAE0IE-EASST 2m CommLnication Wan ceuice |s nestoned
(o] ZITHIS-E135T am CommLrikcation WiR oce |s nestonea
] TR0 ESST 2m COMPrLniCation WER aice |5 nestoned
Fa Tx‘l’f.:‘:“_}mﬁ-*:iﬂ'?ﬁ?'?n kR Wi ieuics S resinnsd
H Papl of®@ b MW T {25 | Dems per page
uﬂﬁ:ii m'ﬂ‘aﬁng:ﬂ oCriicl:ﬂ mu'hm:E Lam? e -ﬂ- 2402 A0S -1

Figure 75. Events List Page
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The following functions are available:

« Acknowledge selected events: Adds a checkbox in the Ack column for selected events.
- Acknowledge all events: Adds a checkbox in the Ack column for all events.

NOTE When an alarm is acknowledged, it is marked with a checkbox but it is still viewable
o in this Event list. The acknowledged alarms disappear in the Power Source > Event
dedicated portal panel.

- Export Logs: Creates a logs.csv file with the following syntax:

"Date", "Node", "Type", "Level", "Object", "Value", "Message",

NOTE The export command may take several seconds before allowing the download in
O order to create the logs file.

« Purge Logs: Deletes all logs (specify a date)
« Select all: Selects all displayed events

- Deselect all: Deselects all selected events

Calendar Representation

Select Events > Events Calendar to display the Events Calendar page. In this matrix representation, each line
is a week and each column is a day in the week. If you select a day or an interval (with the date-picker or using
the shift+click command), the Events and Statistics panels provide all information for this selection and
automatically refresh when new statistics are computed (see Figure 76).

Intelligent Power® Manager -

Views “ &  Ewents Calendar @ | Selection view ted

== views Weetw | Sandm | Mondz) | Tuesday | Wednes | Tmusdzy| Frimy | Sanay Evets - 2 mverts - from O7/40/2043 o 081072013 &=l
§ghvose st e @ [x] B Da Name Message Azt
Eﬂ?:lf:ﬂoe i 9 w o Q a m 2 105 V01 T4 Comminilcation Wil device has falied i
& 5 Events Loge o @) 081020130745 Commurkcation Wi device ks festor
£ gEwerisList e o o @0 o o OB DIIITAE o Wi dce R ke
'H"BT“ Ll o0 o0 (@) 031130745 Commication Wit G 1 restor 3
" J,‘—Eﬁ,ﬁm o 081020130745 Commmnication win cece s Tlied I
[ggnioces Upgrace () 031020130738 o merication Wi GSAce 15 Testar
B praces o ORH3-07-55 CommrCtion Wi GaAce has i =
- Jmm (@) 08/102013-07°35 ‘CommLkcation Win =i ks reshor
1 ctions, | Events [x] GO0 3TST. Communication wily 0avice has fafled
sz (%) OB DE01307-34: Commonication Wi Gesse stk
J: mMME @) 08H0/2013-07.34. Commurication wih oeiice ks resior
@@ saem (] 08020130734 ComMMLRIEton W G2cs NS flled
;Lﬁq 5 &) BrO013-07-34 Commnication Wih Gecs Ik Testor Al
uJser
K4 pg=t a2 b M| & (5 |» Densprpe Disgaying 1~ 25

Statimtics - 2 days - from 071072043 to G3/10/2013 =] F

PoweT ket count 1

Curmatzted power lost Bme 0mini4s
Tre UPS oulpet ks oF 1
CorTFmUnicaion ekt 16
i
4 il I'p
@ ok 1 () Warring: 0 ) Criticst: 0 ) Ui 4 Lemt mvmct: @) 14/10/2013 - 12.51:26 - 1043032114 - The input voltage i= in normal range

Figure 76. Event Calendar Page
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Node Events List

The icons in the different views represent the event severity.

@ NORMAL With this event, the UPS device is returning to a normal status.
Normal Event list (UPSs, ePDUs, Applications, or Generic devices):

« Communication with device is restored
« The system is powered by the utility

« The UPS output is on

« Battery OK

« UPS returns to normal load

« UPS OK

» Bypass: Return on UPS

« End of low battery alarm

« The outlet group 1 is on

« The outlet group 2 is on

« Communication failure with environment sensor
« Communication restored with environment sensor
« Humidity is in normal range

« Temperature is in normal range

« Input {x} on

« Input {x} off

« End of warning alarm

« End of critical alarm

« Redundancy restored

« Protection restored

» Reported communication restored

« Automatic bypass is in normal range

« Energy Saving Mode inactive

« Energy Saving Mode active
ePDU Normal Event List (Specific to ePDUs):

« The input current is in normal range

« The input current phase is in normal range
« Breaker group x reset

« The user group current x is in normal range

« End of configuration fault
ePDU Normal Event List (Specific to ePDUs):

« The input frequency is in normal range
« The input temperature is in normal range
« The input voltage is in normal range

« The input {x} is in normal load
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The section {x} current is in normal range

The section {x} voltage is in normal range

The outlet group {x} current is in normal range
The outlet group {x} is in normal load

The outlet group {x} is on

The phase {x} output load is in normal range
The output frequency is in normal range

The output load is in normal range

The output voltage is in normal range

@ WARNING A problem occurred on the UPS device. Your application is still protected.

Warning Event List (UPSs, ePDUs, Applications, Generic devices):

The system is powered by the UPS battery

Output on automatic bypass

Output on manual bypass

Humidity is below low threshold

Humidity is above high threshold

Temperature is below low threshold

Temperature is above high threshold

Warning Alarm (a generic Warning alarm is active on the device)
Protection lost

Redundancy lost

Shutdown in <time>

Remote Communication Error (remote communication or configuration issue is detected)
Automatic bypass is out of range

9 CRITICAL A serious problem occurred on the UPS device. This problem requires an urgent action. Your
application might NOT BE powered.

Critical Event List (UPSs, ePDUs, Applications, Generic devices):

The UPS output is off

The outlet group 1 is off

The outlet group 2 is off

Battery fault

UPS overload

UPS fault

Low battery alarm

Applications must stop immediately...
System shutdown in progress...

Critical alarm (a generic Critical alarm is active on the device)
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ePDU Critical Event List (Specific to ePDUs):

« The input frequency is out of range

« The input temperature is above high threshold
« The input temperature is below low threshold
« The input voltage is above high threshold

« The input voltage is below low threshold

« The input {x} is overload

« The section {x} current is too high

« The section {x} current is too low

« The section {x} voltage is too high

« The section {X} voltage is too low

« The outlet group {x} current is too high

« The outlet group {x} current is too low

« The outlet group {x} is overload

« The outlet group {x} is off

« The phase {x} output is overload

« The output frequency is out of range

« The output is overload

« The output voltage is above high threshold

« The output voltage is below low threshold

« Breaker group x has tripped

« The user group current x is below low threshold
« The user group current x is above high threshold
« Configuration fault

« The input current is below low threshold

« The input current is above high threshold

(3 COMMUNICATION LOST Communication is lost.

Communication Lost Event List:

« Communication failure with Device or Application

« Reported communication error.

@ DEVICE IS NOT MANAGED Device is not managed

- Your device is not managed due to license limitation. Use the Settings > System selection to enter a Silver
or Gold license code.
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Launching the Device Web Interface

Supervision

From the Status panel, you can access the \Web page for Eaton cards, including an on-board Web server. Click

the associated Web link for http access (blue icon @) or the https access (yellow icon @).

Figure 77 provides examples of the opening view from different Web interfaces.
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Figure 77. Opening View in Different Interfaces
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Node List Export to CSV File

To export data displayed in the Node list, click the button in the top right corner of the Node list and select
Export to CSV file (see Figure 78).

If some nodes are selected in the list, the exported file contains only data for the selected nodes. If no node is
selected, the exported file contains data for all the nodes in the list. Only data from currently displayed columns
are exported.
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Figure 78. Export to CSV File

The function is also available from the Auto Discovery > Export to CSV file menu selection.
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Chapter6 Shutdown

The Eaton Intelligent Power Manager (IPM) provides local computer graceful shutdown when connected to a
UPS through either a Network Management Card, USB port, or RS-232 port.

This shutdown feature can be enabled or disabled from the Settings > System > Modules Settings selection
path.

NOTE 1 Refer to the Eaton Intelligent Power Protector (IPP) User's Guide for a detailed
description of the Shutdown feature.

o NOTE 2 When the Shutdown feature is enabled, the software displays a communication
error until the Power Source is correctly configured as described in the following
section, “Shutdown Configuration”.

Shutdown Configuration

To access the shutdown configuration options and verify that the Shutdown Module is enabled (administrator
access):

1. From the left-side Views panel of the Eaton IPM main interface window, select the Settings > Shutdown
menu item.The Shutdown page displays (see Figure 79).

The following configuration options are provided on the right-side panel of the Shutdown page:
- Edit power source

« Edit shutdown criteria

« Edit advanced shutdown criteria

« Edit UPS configuration

« Test shutdown

« Run battery test
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Figure 79. Shutdown Page
To configure shutdown, perform the following actions:

1. Click the Edit Power Source button.

2. In the Power source field, select the UPS that powers the computer hosting the Eaton IPM.
3. Select the UPS Load Segment that is powering the server.

4. Type the login and password if necessary (depends on the connectivity).

5

Click Save.

Shutdown Through Hibernate

If the hibernation feature is available with your operating system, there are a number of advantages to using it
(available from Microsoft® Windows® 2000 and later versions). When the computer is shutting down, all system
information (including work in progress) is automatically saved to the disk. The computer is also de-energized.
When mains power returns, all the applications re-open exactly as they were before the computer shut down
and you return to the application work environment.

The Hibernate function must first have been activated in the operating system in the power options on the
Windows control panel Hibernate tab.

NOTE If you select hibernate, but your computer does not have this function, the Eaton
0 IPM will still protect the system by carrying out the normal (default) shutdown
action.
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Power Source View

When the Shutdown feature is configured, select the Views > Power Source menu item to perform the
following (see Figure 80):

« To supervise the information from the UPS that powers the Eaton IPM computer.

« To drag and drop the panels in this window to different locations to personalize your viewing preference.
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Figure 80. Power Source View

Shutdown Sequence

The Eaton IPM can acquire shutdown alarms from the Eaton IPP with the Shutdown Controller enabled.

NOTE Refer to the Eaton Intelligent Power Protector (IPP) User's Guide for more
0 information about Shutdown sequence and Shutdown Use Case.
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Chapter 7 Advanced Management

This chapter describes Eaton Intelligent Power Manager (IPM) advanced management features.
Nodes Settings

Single Node Configuration Display

The Eaton IPM can display the card and application configuration for other nodes on the network.

To display configurations for other nodes on the network (administrator access):

1. From the left-side Views panel of the Eaton IPM main interface window, select the Management >
Nodes Settings menu item. The Node List page displays.

2. Select one node (card) from the Node List page (see Figure 81).
3. After a few seconds, on the right hand, the Node configuration panel is updated.

4. If you wish to save a standard node configuration (for example to deploy to other similar nodes), use the
Configurations > Export Configuration file to export this configuration to a file.

F-T-N

Intelligent Power” Manager

Views W@ Mode List & Node configuration
= _J:"':?“‘i Type Status: Kare Desorpbon  Class Accans L 10.222.4.88 » Confguration
= Nede List
T~ Windows .. Inteligent P
& Power Soutce 3 ® i - A i B * System Ssttings /
|:§N9dl Map g ® Windows intafigent /B mdmic @ Seiectal
= _JEvants Logs Windaus pr— Beverly Powell ]
" VWindows ... 1=hgent 0 gdmi everly Powel
& 3 Evenis List 'J e = @ Bévs Test Lab
1
& Events Calengar = | [«] Windows ... Inisfigent . 0 zamr (B) Equipment Racki & Side [
= MansgEment = efol 7]
" Wihdaws intaSgent O marmir -
I8 Nodes Settngs v ® : @ Fremuane Upload Authorizad 7]
g5 Neces Upgrade 3 [&] Powsrware... Matwork M., B agme (B Kaeg 1P Paramatens afier Disabied ]
T oo taciony rest
'ls-:n by P e @ Eatonef.. FDUNet. o semr (B
=/ Settngs = .
Bh Auries D = = * Network Settings s
)-_Swm_.mvr.y = © R = B
] Astions | Ev
}s l: s @ o Esonef.. FOUNew.,. 0 s (B =| Access Control #
1 Ll -
{ Infrastrecturs Conmectors 'J (] Windaws ——" B i @ = Time Sertings #
4 Data Center Management g
[* | ] Windows ... Inisligent .. 8 sime (B
&P System * Power summary #
JLeg
F User List Il 4 Pege! oft| P [ & (28 |+ ltemsper painiayving1-110f11 = Users

Figure 81. Nodes Settings View

Single Card Settings

Eaton IPM can configure a Network Management Card.
To configure a remote Network Management Card (administrator access):

1. From the left-side Views panel of the Eaton IPM main interface window, select the Management >
Nodes Settings.

2. Select one node (one card) from the Node List page (see Figure 81).

3. Click the Node List button & , select Set Login Parameters, and enter the card Login and Password.
The access status changes from Access Denied (cﬂI ) to Access OK (cfﬁ ).
After a few seconds, the Node configuration panel is updated.

4.  Click on the Edit button ", or load a previously saved configuration.
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5. In the Network Settings Configuration dialog box, check the parameters you want to change and type the
new values (see Figure 82).

Network Settings Configuration b

Hastname:

TP Adidrecs:

Subnet Mask:

Gabaway:

Damain Name:

DHCP: Enabled b o
Primeéry DAS server;

Sacardary DHS sarver;

SMTP Sarver {amal) Rt e 7

SMTE Authentication: »

Figure 82. Network Section

6. Click Apply to apply to the selected node (card).

NOTE The parameters that have different card and configuration values (unsynchronized)

are indicated by the = sign.

7. Select the parameters you want to synchronize (with the checkbox).

8. Click Synchronize.

/\_ IMPORTANT

Some advanced parameter details are not displayed in the Network Settings Configuration dialog
box. For these details, you will need to change the advanced parameters details directly on one
device and then synchronize the configuration from this device to other devices (see Figure 83).
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Figure 83 provides a typical example with PDU Power Schedule configuration. The details of Power Schedule
1to Power Schedule 8 are available from the device Web interface. Checking all Power Schedule “n"” advanced

parameters synchronizes all the advanced parameter details of the category.

~ power Schedule &

Selectall [
Power schedule 1 - name: Power Schedule 1 |
Power schedule 1 - advanced parameters: ¥
Power schedule 2 - name; Bauar Sehadita 2 [

Advanced parameters are not displayed, See device

Power schedule ? - advanced paramete
» interface for more details.

Power schedule 3 - name: FOWET STIRme 3 |
Power schedule 3 - advanced parameters: |
Power schedule 4 - name; Power Schedule 4 |

Power schedule 4 - advanced parameter s: )
Power schedule 5 - name: Power Schedule 5 ||
Power schedule 5 - advanced parameters: )
Power schedule 6 - name Power Schedule & | |
Power schedule & - advanced parameters: |
Power schedule 7 - name: Power Schedule 7 ||
Power schedule T - advanced parameters: )
Power schedule 8 - name: Power Schedule § |

<

Power schedule § - advanced parameters:

Figure 83. Advanced Parameters Not Displayed

Multiple Card Configurations Synchronization

The Eaton IPM can make changes to multiple Network Management Card configurations simultaneously.
To configure multiple Network Management Cards (administrator access):

1. From the left-side Views panel of the Eaton IPM main interface window, select the Management >
Nodes Upgrade menu item.

2. Select the several cards on the Node List page.

3. Select the Node List button '@/, select Set Login Parameters and enter the card login and password.

& ).

The access status changes from: Access Denied (cﬁ' ) to Access OK (
After a few seconds, the Node configuration panel is updated.
4.  From the combo box, select the configuration that will be the model, or click Edit
The parameters that have different values on the cards are indicated by the “not equal” = sign.
5. Select the checkbox associated with the parameters you want to synchronize.

6. Click Synchronize.
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Nodes Upgrade

88

Upload Device Firmware

0 NOTE Refer to the Network Management Card'’s release notes to determine the latest

firmware release compatible with the hardware revision.

To upload a device firmware:

1.

w

4
5.
6
7

From the left-side Views panel of the Eaton IPM main interface window, select the Management >
Nodes Upgrade menu item.

Select the cards on the Node List page.

From the Node List button ¥/, select Set Login Parameters and enter the card login and password.
The access status changes from: Access Denied (uﬁ ) to Access OK (u"ﬁ' ).

From the Firmware > Import Firmware File... list box, the uploading window displays.

Click Browse to select the firmware from a disk accessible from the computer.

Click Import.

Click Firmware > Upload Firmware to nodes. The cards are updated with the selected firmware.

Upgrade Applications

To upgrade the applications (administrator access):

1.

From the left-side Views panel of the Eaton IPM main interface window, select the Management >
Nodes Upgrade menu item.

Select the applications in the Node List.

From the Node List button &/ select Set Node Access Parameters and enter the access login and
password.

The access status changes from: Access Denied (uﬁ ) to Access OK (u"ﬁ' ).

From the Applications upgrade panel, click Update. The status of the applications (with respect to the
version) is updated.
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Virtualization

The Eaton Intelligent Power Manager (IPM) Infrastructures Connectors module for VMware, Microsoft and
Citrix virtualization requires a network shutdown environment. Enable the Infrastructures Connectors module
to allow functionality related to third party products, including virtualization hypervisors.

NOTE

o

The UPS must be connected through a network interface. Peerto-peer interfaces
between IPP and the UPS (USB/RS-232) communication protocols are not
supported for virtualization applications.

To enable the Infrastructures Connectors module for virtualization (administrator access):

1. From the left-side Views panel of the Eaton IPM main interface window, select the Settings > System
menu item. The System page displays (see Figure 85).

2. Click Edit modules settings in the right panel. The Edit modules settings dialog box displays (see

Figure 84).
3. Ensure that the Infrastructure Connectors checkbox is selected (checked).
Click Save.
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Figure 84. System Settings Page
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Figure 85. Enable Infrastructure Connectors Setting for Virtualization

When a user tries to add a connector by Settings > Infrastructure Connectors > Add a connector, the
sequence of screens show options available, depending of the JRE prerequisite (see Figure 86). The
unselectable options are italic and grayed-out.

« If a JRE is installed on the system hosting Eaton IPM, VMware connectors are available (see “JRE
Prerequisites” on page 6).

Add a connector X
Product: \ v
Note: Some of connec Cloud
if the Java prerequisitt
not reached. OpenStack
Please refer to the doaume Virtualization

information about disabled Aere it

E VN are ESX/ESXi
Mcrosoft Hyper-V / Server
Clirix XenCenter
Ciirix XenServer Pool
MNutanix
Storage
MNetApp Storage
Server
Cisco UCS Manager
HP OneView

Figure 86. Selectable and Non-selectable Connectors
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Eaton Solutions for VMware

Standalone Hypervisor and Local Solution

The standalone hypervisor and local solution requires you to have installed Eaton Intelligent Power Protector

(IPP) and VMware vSphere Management Assistant (vMA). The architecture for this solution is illustrated in
Figure 88.

0 NOTE For more information, refer to the Eaton Intelligent Power Protector (IPP) User’s
Guide.

VM VM ‘\m VM

VMware ESX

IPP

Figure 87. Eaton IPP Running on ESX Server

VM VM VM VM

VMware ESXi

Figure 88. Eaton IPP Running on vMA
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Multiple Hypervisor and Remote Solution

For multiple VMware hosts, it is possible to manage shutdown through IPM by either using or not using a
vCenter plug-in. This solution is effective for large infrastructures working through the vCenter server and
provides the following features:

« Remote graceful shutdown of multiple ESX/ESXi servers and hosted virtual machines (VMs)

« ESX/ESXi remote maintenance using VMware vMotion)

« Eaton IPM plug-in created in vCenter

« UPS events accessible through vCenter

These two solution architectures are illustrated in Figure 89 and Figure 90.

Intelligent Power Manager

VM VM VM VM VM VM VM VM VM VM

Figure 89. Eaton IPM Connected to vCenter to Protect VMware Infrastructure

\"M VM VM 'H’H 'U‘M H‘M \"M \'H VM

VMware vSphere VMware vSphere VMware vSphere

Intelligent Power Manager

Figure 90. Eaton IPM Connected to ESX/ESXi to Protect VMware Infrastructure (Without vCenter)
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Prerequisites

The Infrastructure Connectors module for virtualization requires the following prerequisites:

« VMware vCenter and VMware vSphere Client must be installed.

o NOTE vCenter and Eaton IPM could be installed on the same system.

« To provide the virtual machine (VM) graceful shutdown, you must install VMware tools on each VM.

« You have knowledge and experience with Eaton IPM software and the VMware infrastructure.

0 NOTE Since IPM version 1.25, vSphere SDK for Perl is no longer required.

In this solution, ESX and ESXi hosts are not controlled by vCenter (paid version only), which provides following
features:

« Eaton IPP application is installed on VMware Infrastructure Management Agent (VIMA)/VMA for each host
« Eaton IPP configurations and actions can be managed centrally from the Eaton IPM client

« Some command line programming is required

« Remote graceful shutdown of multiple ESX/ESXi servers and hosted VMs

Adding Infrastructure Connectors

To add Infrastructure Connectors (see Figure 91):

1. If you have not already enabled the Infrastructures Connectors module, use the Edit modules settings
dialog in the Settings > System menu. The Infrastructure Connectors menu entry displays as a selection
in the Settings menu.

2. Click Infrastructure Connectors.

3. Click Add a connector on the right-side panel. The Add a connector dialog displays.

0 NOTE To edit or remove connectors, you must first select a line in the center panel.
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Figure 91. Infrastructure Connectors Page

Adding a vCenter Server Manager

To add a new VMware vCenter:

1. From the Add a Connector dialog, select VMware vCenter from the Product drop-down list (see
Figure 92). A second Add a connector dialog displays for your product connector selection.

Add a connector
Product:
Mote: Some of connec

not reached.

[

i the Java prerequisti o nqiq ok

Please refer to the docqume Virtualization
information about disabled ViMware vCenier
[ save |VMware ESK/ESXi
- Mcrosoft Hyper-V/ / Server .
Ciirix XenCenter
Ciirix XenServer Pool
Mutanix
Storage

NetApp Storage

Cisco UCS Manager
HP OneView

Cloud

Server

Figure 92. Add a Connector Product Selection Dialog

2. Add identification information for the selected connector (see Figure 93).

« Product: Select VMware vCenter from the drop-down list

« Hostname or IP address: Type VMware vCenter Host name or IP address

« Port: Type the port number

« Username: Type VMware vCenter Administrator Username

« Password: Type VMware vCenter Administrator Password

« vCenter Plugin: Select (check) the checkbox to install and configure the Eaton IPM Plug-in to vCenter
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NOTE
i

See"”Configuring the Eaton IPM vCenter Plug-in and WebPlug-in” on page 161
when using this feature.

3. Click Save after the fields are updated. The VMware ESXi hosts are automatically added to the managed

nodes.

Add & connechr

Product:

Hostname or IP
addrass:

Port:
Username:
Passwiord:
vCenter Phugin:

Mewr VMware wCante ™

x

Figure 93. Add VMware vCenter

NOTE 1

0 NOTE 2

INSTALL DIRECTORYRNconfigs\vmconfig.js).

The encrypted password is stored in the following configuration file ({Eaton IPM

When configuring the Login Username and Password, Eaton recommends using
the Eaton IPM Web interface through https. Using http is also possible but the

password is sent to the local or remote server in clear. The encrypted password is
stored in the configuration file <IPM-Install-Dir>/configs/infraconfig.js

Adding a VMware ESX/ESXi Hypervisor List

In the case where you do not have a vCenter server manager, add VMware ESX/ESXi hosts individually.

To add a VMware ESX/ESXi hypervisor list:

1. From the Add a Connector dialog, select New VMware ESX/ESXi from the Virtualization drop-down list. A
second Add a connector dialog displays for your product connector selection.

2. Add identification information for the selected connector (see Figure 94)

« Product: VMware ESX/ESXi is already selected in the drop-down list.

« Hostname or IP address: Type VMware ESX/ESXi Hostname or IP address

« Username: Type VMware ESX/ESXi Administrator Username for the Administrator with admin rights on

the ESXi

« Password: Type VMware ESX/ESXi Administrator Password

3. Click Save after the fields are updated.

NOTE

Eaton Intelligent Power Manager (IPM) User's Guide v1.60 P-164000289—Rev 5
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Add a connector =
Product: VMware ESX/ESXi (legacy API) | v
Hostname or IP
address:

Username: oot
Password: ETTTrTr T

[ Save J [ Cancel ]
Figure 94. Add VMware ESX/ESXi

VM and vApps
Once you have connected IPM with a VMware vCenter or ESX/ESXi hypervisor, the VM and virtual applications
managed by the VMware server are automatically discovered by IPM and added as new nodes.

If you click a VM node, you can see its power state and the ESX/ESXi which hosts it.

Changes on VM/vApp power state are logged in the “event popup window.” With the “Advanced Event &
Actions,” you can trigger specific actions when such a change occurs.

See "VMware & VM Migrate on EMP” in Appendix A. VM and vApps are displayed only with a SILVER/GOLD
license.

VMware Site Recovery Manager

IPM is now fully integrated with VMware vCenter and VMware Site Recovery Manager. This integration
provides the following benefits:

. Starts recovery process on several different events: [PM initiates the execution of recovery plan upon
several different events.

« Less down time for end users: VMs will be down only for the amount of time required to transfer the latest
shapshot and will restart once transfer is complete. The unprotected VMs will continue to run on the
primary site.

« Customization for end users: You can customize the script included in the package as needed. For
example, you may want to customize the SRM with IPM for low battery and protection loss features. You
can trigger your customized SRM action when your customized event is triggered.

- Unattended execution of recovery plan before server crash: SRM with IPM provides recovery, even
before the entire site crashes. When the SRM feature is used, the backup will be ready even before the
crash, which keeps the site continually secured.

« See “Site Recovery Manager (SRM) with EMP" on page 214.

VMware Load Shedding Capabilities

During utility failure, load shedding can increase the effective runtime of highly critical devices because battery
capacity is limited.IPM is now fully integrated with VWmare vCenter, it manages ESXi, VM and vApps of a
vCenter as “application nodes.” You can trigger power actions (shutdown, startup) on each of these nodes
when a power alarm is triggered. You can move VMSs from a ESXi to another one on a shutdown alarm.

See "VMware & VM Load Shedding” on page 212.
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Eaton Solutions for Microsoft

For Microsoft, Eaton IPM provides two solution architectures that are illustrated in Figure 95 and Figure 96.
These solutions require Eaton IPP Windows. Refer to the Eaton Intelligent Power Protector (IPP) User's Guide

for more information.

Standalone Hypervisor and Local Solution
The standalone hypervisor and local solution architecture for Microsoft is illustrated in Figure 95.

VM VM VM VM

Figure 95. Eaton IPP Running on Hyper-V to Protect Hyper-V

Multiple Hypervisor and Remote Solution

For multiple hypervisor hosts, it is possible to manage shutdown through IPM by using System Center Virtual
Machine Manager (SCVMM) or by using Hyper-V. This solution is ideal for large infrastructures working through
an SCVMM server (see Figure 96).

This solution provides following feature:

« HyperV/HyperV server remote maintenance to trigger VM live migration.

0 NOTE For more information, refer to the Eaton Intelligent Power Protector (IPP) User's
Guide.

Eaton Intelligent Power Manager (IPM) User's Guide v1.60 P-164000289—Rev 5
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Intelligent Power Manager

—

Vv VM VM VW VM M VM M
pp
|

VM VM VM VM

EEE EEd EEE

Figure 96. Eaton IPM Connected to SCVMM to Protect Microsoft Virtual Infrastructure

Prerequisites

The virtualization module requires the following prerequisites:

« The Powershell Snap-in for Microsoft SCVMM. Either install the VMM console on the machine hosting
Eaton IPM, or install Eaton IPM on the machine hosting SCVMM.

« The server hosting Eaton IPM must be on the same Windows Domain as the SCVMM Server.

« The server hosting Eaton IPM must enable the execution of third party scripts on the local machine
(minimum access “Remote Signed,” for example, Set-ExecutionPolicy RemoteSigned).

Figure 97 illustrates the parameters that display for an example configuration. To save settings, click Save when
the fields are updated.

o

NOTE When configuring the Login Username and Password, we recommend using the

Eaton IPM Web interface through https. Using http is also possible, but the
password is sent to the local or remote server in clear. In both cases, the encrypted
password is stored in Eaton IPM and never again sent on the Client side.

X Administrator: Windows PowerShell - Virtual Machine Manager I

P8 C:»Windo em32> set-ExecutionPolicy Remo igned

Execution Policy Change

Mindows™ : > get—ExecutionPolicy -L

PSS C:xWindo ystem32D

T3

policy helps protect you From scripts that you do not ty
ion policy | :XPOSE Y to the secus
topic. Do you want to c

[N1 Hoe [%81 SI:IS]JBI'IIII [?]1 Help {default b 3

Scope ixecutionPolicy

lef ined
Fi

Figure 97. Windows PowerShell - Virtual Machine Manager
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Adding an SCVMM Manager
Refer to the Eaton IPM Interoperability List for Microsoft SCVMM / Windows compatibility:

NOTE SCVMM connectors are no longer available in IPM 1.60. SCVMM connector configuration will
still work after an upgrade but will not be configurable, it is replaced by the new MS HyperV
Connector.

- http://pgsoftware.eaton.com/default.htm?lang=en&os=WIN (Hardware and Software Compatibility link)

- http://powerquality.eaton.fr/France/Products-services/PowerManagement/Software-Drivers/
FR-Intelligent-PM.asp?cx=80 (in the Information technique section).

To add a new Microsoft SCVMM (see Figure 98):

1. From the Add a Connector dialog, select Microsoft SCVMM from the Virtualization drop-down list. A
second Add a connector dialog displays for your product connector selection.

2. Add identification information for the selected connector (see Figure 94):

« Product: Microsoft SCVMM (already selected in the drop-down list)

« Hostname or IP address: Type Microsoft SCVMM Hostname or IP address
3. Click Save after the fields are updated.

Add a connector x

Product: Microsoft SCVMM b

Hostname or IP

address:

[ save ][ cance ]

Figure 98. Add Microsoft SCVMM

Adding a Microsoft Hyper-V/Server Connector

Create Microsoft connector

1. Select the Infrastructure connector and click on Add

Add a connector ®

Procuct: v
Sore of conrec Cload

Jea predeguait -
. CpenStack

Please refer to the dodum Wirtualization
nformation about desablec .
Vidwire v Enter

“save | VMwire ESESH)
Mcrosoft SCYMM
Microsof Hyper-\ J Server
Clrc NenCanler
Citrix XenServer Poal
hufarie Prisen Ceriral J/ Chu

St age
NeARD Slotage

Server
TEC0 UCS Mansger

HP Oy

Figure 99. Select Infrastructure connector

2. Select Microsoft Hyper-V/Server

3. Configure it properly (for details, check the section Configure Microsoft Server authentication.
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X

Add a connector

Product: Microsoft Hyper-V [ Se
Hostnarne or 1P

address:

Port: S08S (default)
Username: Administrator@MBT.LAB.I
Password: anssens] |

Figure 100. Select Microsoft Hyper-V/Server

4. Check that the communication is Ok

F:T-N
[Views
|23 Views
= i 5 Mode List
GTW!-'W virtusls' | o Product: Microsolt Hyper-¥ / Server (1 Item)
B rvoe : Custer
ETm:vamm.r‘
(& Ty Machine virluste'
ﬂrm Seryaur’

Intelligent Power® Manager

“ & Infrastructure Connectors

Hoztrame or IP sddress =

Plugn Siasle  Connectio. . Product

[+] Merason Hyper.Y | Server

Figure 101. Check Server Communication
Display Data
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Figure 102. Node List Data Display
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Configure Microsoft server authentication
Server Side
Configure Prerequisites

IPM is able to connect to the Microsoft server with two authentication configurations but requires some
prerequisites:

WinRM service must be enabled:

winrm quickconfig

WIinRM service AllowUnencrypted must be "true":

winrm set winrm/config/service @{AllowUnencrypted="true"}

Or remotely:

winrm set winrm/config/service @{AllowUnencrypted="true"} -r:microsoftServerol

Kerberos Authentication

The default configuration is shown in Figure 103, there is no need to modify it.

B Administrator: CA\Windows\system32\emd.exe — a .4

Figure 103. Kerberos Authentication Default Configuration
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Basic Authentication

To allow the basic authentication you need to change the "auth" parameters:

winrm set winrm/config/service/auth @{Basic="true"}

e Administrator: Windows PowerShell

As3GAG: 51 -21-31344985 -352419169-38898388%8-182

resAdninistrator.HBT >

Figure 104. Basic Authentication Parameters
Client side (IPM hosted server)

Kerberos Authentication - Windows server:

» Configure the connector with the domain name e.g. "Administrator@DOMAIN.COM"

« The domain name must be in uppercase.
« The IPM will create a file named "krb5.conf" in "% %/IntelligentPowerManager/emcéj/etc/
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Virtual appliance

Modify the file "/etc/krb5.conf" as in Figure 105.

NOTE The domain name must be in uppercase.

vi letc/krb5.conf

[libdefaults]

default realm = DOMAIN.COM

[realms]
DOMAIN.COM = {

kdc = kerberos.DOMAIN.COM

admin server = ker‘beros.DOMAIN.COM|

Figure 105. Virtual Appliance Configuration

Eaton Solutions for Citrix
For Citrix, Eaton IPM provides two solution architectures that are illustrated in Figure 106 and Figure 107.

These solutions require Eaton IPP Linux. Refer to the Eaton Intelligent Power Protector (IPP) User’s Guide for

more information.

Standalone Hypervisor and Local Solution
The standalone hypervisor and local solution architecture for Citrix is illustrated in Figure 106.

VM VM VM VM

Citrix XenServer
IPP

Figure 106. Eaton IPP Running on Citrix XenServer
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Multiple Hypervisor and Remote Solution

For multiple hypervisor hosts, it is possible to manage shutdown through IPM by using System Center Virtual
Machine Manager (SCVMM). This solution is ideal for large infrastructures working through XenCenter.

This solution is integrated into Eaton IPM and provides the following features:

« XenServer remote maintenance to trigger VM XenMotion

« XenServer remote shutdown

VM VM VM VM VM

Citrix J(enServer Citrix xgnSenrer Citrix xenSenrer

Intelligent Power Manager

Figure 107. Eaton IPM Connected to XenServers (Triggers XenMotion and Eaton IPP Running on XenServer Infrastructure)
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Figure 108 describes the recommended approach to protect your Citrix infrastructure. The latest Citrix
infrastructure connector allows you to define configuration policies and use them in advanced events and
actions schemes to address all your needs for business continuity. You can now install IPP on one IPM instead

of installing it on each server.

VM VM

Citrix XenServer

VM VM VM VM VM

Intelligent Power Manager

Figure 108. Eaton IPM Connected To XenServer to protect the XenServers

Prerequisites

The virtualization module requires the following prerequisites:

« XenCenter must be installed to manage the XenServers.

« To provide the VM graceful shutdown, you must install Xen tools on each VM.

Adding a Citrix XenServer Hypervisor List

To add a new Citrix XenServer List:

1. From the Add a Connector dialog, select Citrix XenServer from the Virtualization drop-down list. A second
Add a connector dialog displays for your product connector selection.

2. Add identification information for the selected connector (see Figure 109):

« Product: Citrix XenServer is already selected in the drop-down list

« Hostname or IP address: Type Citrix XenServer Hostname or IP address

« Username: Type Citrix XenServer Administrator Username

« Password: Type Citrix XenServer Administrator Password

3. Click Save after the fields are updated.

Eaton Intelligent Power Manager (IPM) User's Guide v1.60 P-164000289—Rev 5
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Add a connector X

Product: Citrix XenServer W

Hostname or IP

address:
Usernarme: raot
Password: ssasassnses

] Save | | Cancel

Figure 109. Add Citrix XenServer

Adding a XenCenter

Because Citrix XenCenter is a Client and not a Manager, you can install a plug-in on the system where
XenCenter is installed (see Figure 110). This plug-in allows you to use Eaton IPM in XenCenter.

To add a new XenCenter:

1. From the Add a Connector dialog, select Citrix XenCenter from the Virtualization drop-down list. A second
Add a connector dialog displays for your product connector selection.

1. Add identification information for the selected connector (see Figure 109):
« Product: Citrix XenCenter is already selected in the drop-down list
« XenCenter Plugin: Select the checkbox to use Eaton IPM in XenCenter

2. Click Save after the fields are updated.

Add a connector ®

Product: Citrix XenCenter v

XenCenter Plugin:

[ save J[ cocel |

Figure 110. Add Citrix XenCenter

Eaton Solution for Red Hat

106

For Red Hat®, the Eaton IPM provides the solution architecture illustrated in Figure 111. This solution requires
Eaton IPP Windows.

This solution provides the following feature:

« Provides graceful shutdown for KVM with Eaton IPP installed on each KVM system

0 NOTE For more information, refer to the Eaton Intelligent Power Protector (IPP) User's
Guide.
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Figure 111. Standalone Hypervisor and Local Solution

o NOTE For more information, refer to the Eaton Intelligent Power Protector (IPP) User's
Guide.

Eaton Solutions for OpenSource Xen

For OpenSource Xen, the Eaton IPM provides a solution architecture that is illustrated in Figure 112. This
solution requires Eaton IPP Windows. Refer to the Eaton Intelligent Power Protector (IPP) User’s Guide for

more information.

Standalone Hypervisor and Local Solution

For standalone hypervisor hosts, it is possible to manage shutdown through IPP installed on each Xen system.
This solution is ideal for large infrastructures working through XenCenter.

This solution provides the following feature:

« Provides graceful shutdown for Xen with Eaton IPP installed on each Xen system

0 NOTE For more information, refer to the Eaton Intelligent Power Protector (IPP) User's
Guide.
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Xen Open Sourcr

Figure 112. Hypervisor and Local Solution
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Eaton Solutions for Nutanix

IPM Nutanix connector allows to connect to one Nutanix unit : Prism Central or Prism Element.

In this integration, the scope is to protect the User Virtual Machines or the entire cluster from power events.
Eaton IPM is set up to provide graceful shut down of the User Virtual Machines or to shutdown the cluster.
Eaton IPM uses a navigation panel to simplify the connection of IPM to the Nutanix infrastructure.

To create a Nutanix connector, the user only needs to provide the network address (or FQDN) of the Nutanix
box and a valid login/password pair for the authentication. Once the connector is successfully created, a Nutanix
node is created in IPM.

As soon as the connection is established, all clusters and all User Virtual Machines (UVM) are retrieved from
the Nutanix box to be displayed in IPM as Cluster or Virtual Machine nodes.

"Configuration policies" and "advanced events and actions" features of IPM can be configured to ensure the
protection of Nutanix environment, in case of a power or environmental event. Two type of policies are
available:

« Cluster shutdown: The cluster are now monitored, and it's possible from IPM to perform graceful
shutdown.

« VM management: The UVM nodes are now monitored and IPM provides the ability to apply the following
actions: On, Off, Suspend, guest shutdown on each individual UVM.

Nutanix DashBoard

Nutanix
AHV 20160217
333
4 1 NX-3050 2.34 2813 .l

Figure 113. Infrastructure Connector Screen

Eaton Intelligent Power Manager (IPM) User's Guide v1.60 P-164000289—Rev 5 109



Virtualization

Create Nutanix connector
1.

F-1-N

Vhews
J i Views
F=Made List

o | Pow ar Source

.2 Noda Map
=3 Brens Logs
£ Eventslist
@ Ev ents Calendar
=3 Manage ment
[\ Nodes Serhgs
[ Nodes Upgrade
[ Configuration Polcles
=45 Sattings
H Auto Discovary
JActions { Events
| Shutdow n

@‘.ﬂ-slm
JLeg
3 User List

From the left side navigation panel, select Infrastructure Connectors. Once you have selected

Infrastructure Connectors a new screen will open. At the top right side of the page, click on Add a

Connector.

@@ Infrastrocture Connectors

Hontname or P addrens =

42 Pow e Componants

“Vinfrastuchure Conneclors
3 Data Center Manageeme m

Intelligent Power® Manager

Pugl. SARM. Con Frodoct

| Add a connector
Product:

Hostname or IP
address:

Port:
Username:

Password:

Wiy are v Cenber

Vi are ESX/ESXI
Microsaft Hyper-V / Serve
Chric XenCanter

Save | Chrix XenServer Pool
. Mutal

nix
Storage
MNetApp Storage
Sarver
Ciaco LICS Manager

< >

w~

‘@ Add a come i

P it connectal
Famm o connacion

-}

& Upgrude connocion

Figure 114. Add Connector Screen

2. Select Nutanix as shown on the screen shot directly above.
3. Configure it with host name, user name and a password of the Nutanix system.
Add a connector x
Product: Nutanix v
Hostname or IP |
address:
Port; 9440 (default)
Username: admin
Password: |ow»

Figure 115. Add Connector User Name/Password
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4. Check that the communication is Ok

Intelligent Power
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Figure 116. Communication Check
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Display Nutanix Clusters and UVM Data

Select the Node List panel and create a filter by type, you will see the list of VM in the "Virtual Machine" filter
that you see on the Nutanix Ul.

& Trpe P

s P Hode Map

o' Events Loga

I oEvertilod

) Managament
(& Niodes Setings
(@ rioses Upgrace

A Semngy
By auto Dacovery
7] sctions | Events

‘S'rm
Juep
2 Uses Lt

Qox:s

u!m Server
urﬂn Wirtus! machee

& Everts Caencar

(5] ontguraton Poscies

Finfrastruchure Connecton

@ warnng- 0

Pagel ol
D Crsal: 8

& 1

©) Unimewen: ©

f

Diasie

23032018-5 32 5
TBDAIDIE-2 4T 4
16032012233 )
16032018-224 1
160320181571

18032018-1 45 5

)oooooofil §

» [tems per page Dusplaving 1 - 1 of |
Last event: ) Z1O3/T018 - 9:32:55 wm - 10.16.0.45 - undefined

OOIEES
M
Dade-
M7
2000
KD

Hiutan
(=T ]

hiessige

Commurcabion wi

|
Commuyurec sion v
Commurscation wi
Commursc ation wi
Conmamarne Mo vl

ComirarsCation vl

Figure 117. Node List Cluster Filter
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Figure 119. Node List VM Filter Nutanix

Configure Nutanix Actions

To configure a Nutanix action, you should become familiar with creating actions in IPM by reading the section
Advanced events and actions.

Main features for Nutanix:

« Cluster shutdown: possibility to perform graceful shutdown.

« VM power action: The UVM nodes are now monitored and IPM provides the ability to apply the following
actions: On, Off, Suspend, guest shutdown on each individual UVM.
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Eﬁm

[ save J[ concel |

x
Action active: L
Action name™: i:- m E -_m- il :
Events List™: [E
Event Source: Ay source [Z]
Action type™ Cluster shutdown o
Action Settings:
Hame Vae
The cluster ta . BizDev0203 V4
Cobcal Vids cril v ’
VM shutdown 30 , |
Wi migraion 120 F i
[_seve || _comce
Figure 120. Cluster Shutdown
Edit action X
Action active: &
Action name*: NutanbStartVi |
Events List™:
Event Source: Ary source @
Action type™: WM power action (stop/start) .
Action Settings:
Name Valie
Power comma,..  Power ON V4
The VM target*  VMO! (AHVO1) ¥ 4
Shiddown gue... 0 V4

Figure 121. VM Power Actions
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Action active:

Action name™;

Events List™:

Event Source:

Action type™;

Action Settings:

4

Any source
WM power action (stop/start) -
Name Value

Power comma... Power OFF

The Wi target* VMO (AHWVD1)

BTRNYS

Shitdown gue.. 0

(sove ][ concel ]

Figure 122. Configure Start and Stop Action
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Eaton Solutions for OpenStack

IPM integrates infrastructure connector for OpenStack users. This connector brings the following new features:

« Supervise the following OpenStack components:
- Physical hosts,
- Virtual machines (on specific host),
- Storage hosts,
- Storage Volumes;
« Trig the following actions on Power or Environmental events:
- Virtual Machines Management through Nova (move, shutdown and start)

- Storage volumes Migration through Cinder.

This new infrastructure connector is available only to users having a GOLD license.

0 NOTE This new infrastructure connector is available only to users having a GOLD license.

Create an OpenStack Connector

1. Go to "System" panel.

IRy oy

{3 Settings Automatic scan: Disabled
&% Auto Discovery ML Enabled
(7] Actions / Events Username / Password: admin § =
" Infrastructure Connectors SHMPv1 Enabled
@systgm SHNMP community name: public
j Log SNMPv3 Disabled
3}] User List MUT Enabled

,_g, Automatic Update Settings
Interval: Every week
Last Update: (no update done)
Mext Check Update: 10/05/2017-12:37:34 pm

£ Modules Settings
Management. Enabled
Shutdown: Disabled
Infrastructure Connectors: Enabled
Site Recovery ManagerZ: Disabled
IPM REST &PI: Enabled
Data Center Management: Disabled
User drivers: Enabled
Redundancy: Disabled

Figure 123. Admin System Panel
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2. Enable the "Infrastructure Connectors" module.
3.  Go to the "Infrastructure Connectors" panel.

4. Add a connector and select "OpenStack" as product type.

Virtualization

'.LT"" Intelligent Power® Manager

| dabd vt

Proes Opmstact
e
Figure 124. Add Connector Panel
5. Click on save.
Add a connector »
Product: OpenStack v

Hostname or IP
address:

Secured protocol:

Port:

35357 (default)

Lsername: zdmin
Password: —
Project: admin

[ Save ] [ Cancel

Figure 125. Save Connector
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6. After the initialization delay, you should see the green icon telling you that the communication is
established.
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Figure 126. Communication Confirmation

7. You can go now check the Node List and see the new nodes that are appearing.

Manager
Herw
e
-
"

Pzt e}

oo s

e

wan

-

o eviarn

et

e T e —
nat

Em T —

ke
T —Eh— L]
By e
Jim
-l abs e e

T e
R B g g
e ]
4w e
sl e e
ek e e
T L

Jddedfddddddsddcidniasnning

PeeQOO0220QQ0RRPR2000QR D

13

Dmsrgies
]
DBl e
T T 1]
Chmpitt mtmy
Comeite mmtwss
- ]

B . . 1]

Bl T
Doeziml ey
Chme b ] e draab P
O e
CaSnim mypera m SEUY 08X
st g
CperSieci iyperoe (RN L2040
eroom

VR TP X
BT U T TR P 4

P U T TR T

LA B 1 16 B

[P
o 57 0
a0
v
Bt O Vo W FRIEG T 156 O

Lossi
Cainlam up v s
vt
LA S N
rassn

PowsE

e
R e
recsn

e . |

casinaler o i sy
T Lo Core 40 Bt 4
T Lo Corn. 201 B

T L a5
T Lt s B

T Lo Corm bl a4
unasiran

T Lo Gars-40 Bt
T Lot Corn Bt
T Lt Corn- i

Coraci

s

peeeeedoRe®

Fr—
tebrmaian
@ nevals
Cpmatiach
Eemipmn G
[ Jovon.
S
ree
Cam
nma
[—
P ot
et

Bum | D
L TR
& e

b parmr | QAL ZHT08D
([ =gy
R 2E

e vpenan

P —

[T
Covmvraric e i

Cormrrars: mn i dns

Figure 127. Node List

8. You can also create a filter and focus on some specific nodes.
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How-to use the OpenStack feature

Along with the OpenStack connector, some actions are available to manage the IT load behind.
To use and configure those actions, you need to follow the step by step procedure below.

1. Set up a configuration policy to define the scope of the future actions.
2. Define the events on which your actions will be launched.
3. Create the action regarding your needs:

a. To shutdown OpenStack instances when the runtime threshold is reached:

Create new action *
Action active: L
Action name™: OpenStack VM Action
Events List": 1 Events Logs: Runtime Threshold Reached @
Event Source: Any source
Action type*: WM power action (stop/start) w:

Action Settings:
Mame Value

Power comma. Guest shutdown

The VM target*  — VM event source —

W W% W%

Shutdown gue_.. 0

I Save I I Cancel

Figure 129. Create Shutdown Action
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b. To migrate OpenStack instances when the power is lost:

Create new action ®
Action active: il
Action name*: OpenStack VM Migrate Action
Events List™: 1 Events Logs: Power Failure
Event Source: Any source
Action type® WM migrate action v

Action Settings:

MHame Valuz
Wt to rigrate* = WV event source - f
Target host” novals ¥ 4

L Save ]I_ Cancel J

Figure 130. Create Migrate Action

4. Similarly, the following actions are also available:
a. To start OpenStack instances;
b. To migrate OpenStack volumes;

c. To shutdown OpenStack Host (only the systems supported by OpenStack).
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Eaton Solutions for HPE OneView

IPM integrates infrastructure connector for HPE OneView users. This connector retrieves in IPM all servers
managed by one (or several) HPE OneView instance(s). HPE OneView provides the rack where each server is
installed and IPM stores it as the location. Thanks to this spatial information, HPE OneView users can trigger
the power capping ability of HPE servers on environmental events occurring in their rack.

This infrastructure connector is available only to users having a GOLD or a SILVER license. GOLD license
unlocks all the features with no restriction. SILVER license checks the discovery of an Eaton Premium UPS
device before granting access to all the features.

Create an HPE OneView Connector

1. Go to "System" panel.

Views “ &  System
o3 Views @ System
2= Node List About Eaton intelligent Pow er Manager’

Product version: 1.60 Build 204

License: Gold

Product key: B0

Managed Nodes Count 0 / Unlimited
Server systemname: Windows NT/6.02.00

=, Pow er Source
{8 Power Conponents
uu.& Node Map
= Erents Logs
*  Events List

Contact:
@ Events Calendar Location:
= Management Website fink: httpJipgs oftware eaton.com/exploreleng/ipmidefauli htm &
L;ﬂ Nodes Seftings @ Language Settings
ﬁ Nodes Upgrade Language: [en-us] Englis h (USA)
(7] Configuration Policies Date Format: ddimmlyyyy
=~ Settings Time Format: HEMM:s s
S Auto Discovery Temperature Unit [°C] Celsius
T’]‘ Acfions / Brents & Scan settings
4 Shutdown Automatic scan: Enabled
4 Infrasfructure Connectors Remov e duplicated nodes automatically: Enabled
@ System XNL Enabled
—] Log Username / Passw ord: admin /==
; User List SNIVFy 1 Enabled
SNMP community name: public
SNVPv 3 Dis abled
NUT Enabled
Microsoft Dis abled

3,- Automatic Update Settings

Interv al Every week
Last Update: (no update done)
Next Check Update: 10/04/2018-15:38:35

7 Modules Settings

Management Enabled

Shutdow n: Enabled

Infrastructure Conneclors: Enabled

Site Recovery Manager® Disabled

Third Party Connection (vRops / OpenStack AP): Dis abled
Data Center Management Dis abled

Figure 131. System Panel
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2. Enable the "Infrastructure Connectors" module.

3. Go to the "Infrastructure Connectors" panel.

4. Add a connector and select "HP OneView" as product type.
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Figure 132. Add Connector Panel

5. Click on save.
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Figure 133. Add Connector Save
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After the initialization delay, you should see the green icon telling that the communication is established.
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Figure 134. Communication Confirmation

How-to Use the HPE OneView Feature

Check for new nodes

Once the HP OneView connector is created and communication is established, the Node List reports the new
nodes retrieved from HPE OneView.
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Figure 135. Node List
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Create a filter by location

1. In order to focus on one rack, create a filter by location (Right click on Node List >> Create sub view
from... >> Select “Location”). The sub-views created will be named according to the rack names provided
by HPE OneView. Each sub-view will contain only the servers installed into the corresponding rack.

2. Select one of the views created by location.

3. Inthe list of servers, select the ones that have an active power capping feature.

4. Right click to create a new configuration policy

e

Do n W s 0 o ¥ ) wirwa e B ]

Figure 136. Create Configuration Policy

0 NOTE The target nodes are already set from to the previous selection.

5. Set the name to whatever you want, for example, “Rack03"
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6. Select the class lists "Power Source" and "Runtime thresholds settings" and configure them:
« Timer: bs;

« Shutdown Duration: 2s;

« Power source: select the UPS powering your rack.
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Figure 137. Class List Configuration

7. When prompted, accept to create a shutdown action.
8. In the following dialog:
a. choose "Power Capping on Power event" for the action,
b. change its type to "power capping"
c. set the capping value (W) you want to apply when the event will trigger the action.

At that point, IPM will trigger the power capping at the desired value on all servers of the selected rack in case
of a power event from the selected power source.
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Configure the power capping on an environmental event
1. Create a custom event (Actions / Events > Edit event rules...)

Name it "Over Temperature"

a.
b. Copy the name in the event message field

o

d. Add a new trigger

Set its severity to "Warning"

i. Setthe UPS card used as the source of the environmental data.

Advanced event definition
wvent st
r3]
CI;. i 1
{q
C' i A
@ Unknowr Rule definition
@ Power Failure Rule trigger™:
0 Rur I Read
E Rule source:
Rule operator®:
" Value:
@ i e
Grace period:
Delete : Add...

Dver Temperature

il @ Waming

ide rigger If amy

Please select the rule trigger
Any source

Equal to

None

o J[ conce ]

.....

condition is satisfied

(N BB

Figure 138. Set Environmental Source
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ii. Pick the temperature reading for the rule trigger, and select the index value 1.

— Object definition

Temperature reading of environmental sensor [x] (°F
This is the temperzture resding of zn environmentzl sensor
wmm«wmmmm

Figure 139. Power Capping Index

ii. Set the rule operator to "Greater than"
iv. Set the value to the desired threshold.

v. Set the grace period to 10s to trig the event only when the temperature is stabilized over the
threshold.
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vi. Set the rule operator to "Greater than"
vii. Set the value to the desired threshold.

viii.Set the grace period to 10s to trig the event only when the temperature is stabilized over the
threshold.

2. Add it into the notification action:

Edit action »
Action active: [
Action name™; Motification
Events List™; Information Alarms, Warning Alarms, Critical Alarms, Unknown State &
Alarms .
Select associated events...

Event Source:
Events List

Action type’ g Standard
) ) ) Information Alarms

Action Settings:
@  Wamning Alarms
@  Critical Alarms
@ Unknown State Alarms
[ @ Power Failure
[l @ Runtime Threshokd Reached
[l @  Power Restored

3 Custom
@  Over Temperature

[EEdit event rudes.] [ ak ] [ Cancel ]

Figure 140. Notification Actions List
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3. Create a new action for the power capping on Over Temperature (Actions / Events > Create new action).
- "Action name": "Power Capping on Over Temperature"

"Event List" must contain the custom event "Over Temperature" created the step before

- "Event source" is the UPS card the environmental data comes from

"'Server target" is either an individual server on a configuration policy created earlier (like “Rack03" in the
previous example).

- "Value" is the Power Capping Value in Watts.

Edit action

Action active: ¥ i

Action narme®;

Ewents List™: Over Temperature
(=

Ewvent Source: LIPS #1

Action type®: Power capping v

Action Settings,

e [armie “alue
Server tatget*  ECOsystem g
Walue® 406 &
i
[ Save ] [ Zancel

Figure 141. Power Capping on Over Temperature Action

4. At that point, IPM will trigger the power capping at the desired value on all servers of the selected rack in

case of an over temperature event sent from the selected source. At the same time, an IPM notification
will also be triggered.
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Configuring Hypervisors

Descriptions of two methods for configuring hypervisors follow (see "Adding Infrastructure Connectors”).

« If you previously “Added a Manager"” in Eaton IPM:

- After you have entered the correct information for the Manager, the Eaton IPM connects to the Manager
(vCenter or SCVMM). Reference: http://pgsoftware.eaton.com/default.ntm?lang=en&os=WIN (Hardware

and Software Compatibility link).

- Eaton IPM automatically retrieves the VMHost information and creates new nodes in Eaton IPM for each

VMhost.

- Eaton IPM automatically creates two different types of nodes (you can see the new node in the Node
List).

- The next step is to configure Maintenance and Shutdown (see "Configuring Maintenance and
Shutdown”).
« If you previously “"Added a Hypervisor List” in Eaton IPM:
- After you have added a new hypervisor list, Eaton IPM creates new nodes and waits for credentials.
- The next step is to configure the node credentials through the Infrastructure Connector.
- After you have entered the correct information, IPM retrieves the hypervisor information.

- Eaton IPM automatically creates two different types of nodes (you can see the new node in the Node
List).

- The next step is to configure Maintenance and Shutdown (see "Configuring Maintenance and
Shutdown”).

Configuring Maintenance and Shutdown

130

After you enter the correct credential information for your Managers and hypervisors, you must configure the
Maintenance and Shutdown sequences according to the availability needs of your IT infrastructure when power

fails.
There are two types of VMHost nodes:

« No Eaton IPP on VMHost
« Eaton IPP Running on the VMHost

The protection VMware infrastructures can be performed with a wizard.

1. Gointo the Settings >Infrastructure Connector view.

2. Select one or several ESXi (multi-selection is possible) that you want to protect and use the “Create
shutdown Policy” command on the right dashlet.
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| Edit selected policy x|

| Configuration policy name*:  PO_Shutdown Policy for my ESXies

Target nodes: 2 Nodes: w - = = 26, o o .27

N B

Class list: 2 Class: Runtime threshold settings, Power Source

Configuration policy settings:

Class Data Value Edit
Runfime threshold setings ~ Timer As ,
Runiime threshold setfings  Remaining Time Limit 360 s ;
Runtime threshold seffings  Remaining Capacity Limit 20% ’
Runtime threshold settings  Shutdown Duration 300 s ;
Power Source Power Source® ups._66 ’
Power Source Load Segment” Master output ’

| | = |

Figure 142. Policy

3. Select Save, the wizard prompts you about the creation of the required action.

Create new action x
? ) Do you want to create a shutdown action for the newly created policy?

Loves J[ Mo |

Figure 143. Create New Action

4. Select Yes and then define the action you want to perform; for example:
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Edit action = I
Action active: v
Action name™: AC_Host Power Action
Events List*: Runtime Threshold Reached l fql
Event Source: PO _Shutdown Policy [?I
Action type*®: Host power action (shutdown/start) o
Action Settings:
Nami Value
Host power ¢ Shutdown guest WMs first, then host ;
Haost target* PO_Shutdown Policy for my ESXies ‘J
Timeout 30 4
| Save ] | Cancel

Figure 144. Edit Action

5. Select Save and the selected ESXi are protected according to the triggers of the Policy and the action
defined.
Eaton IPP Running on the VMHost

If Eaton IPP is installed on the server that is hosting the hypervisor (VM Host), Eaton IPP performs the
shutdown. All the parameters are retrieved from Eaton IPP. Configure the Eaton IPP from Eaton IPM in the
Node configuration panel. See "Nodes Settings” to use the configuration interface.

To configure the node:

1. From the Management > Nodes Settings menu item, click the host in the Nodes list (see "Nodes
Settings”).

2. In the Shutdown Settings panel on the right side of the page, select the applicable checkboxes to
configure the required parameters (see Figure 145 and Table 9).

NOTE The shutdown settings that display vary depending on the node you select. In this

example, the node contains both remote maintenance mode feature parameters
o and Eaton IPP shutdown parameters because the Eaton IPP performs the shutdown
locally.
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= Shutdown Settings #

Togele all [7]
Remote Maintenance: Maintenance Disabled
Maintenance Timer; - secondis) |
Power source: 166.99.250.26 ||
Load segment: Master owmput ||
(NMC access) Login: unknown |
(NMC access) Password unknown ||
Master - Shutdown duration 120 secondis)
Master - Shutdown after value: -1 secondis) ||
Power source shutoft: Enabled |

Figure 145. Shutdown Settings for VM Host with Eaton IPM

Table 9. Shutdown Settings with Eaton IPP on VM Host

Parameters Values Description

Remote Maintenance Enabled or Disabled When enabled, it allows the server management tool to move the VMs from this
server to another server in case of “UPS on battery state” and Maintenance Timer
elapsed.

Maintenance Timer Type a value This represents the time elapsed “on battery state” before the Eaton IPM script

changes the state of the host to maintenance mode. The “-1 second(s)” value means
that the timer is disabled. See “Configuring Maintenance Mode and vMotion with
vCenter” on page 166 for more information.

Power Source IP address of UPS This parameter identifies the UPS powering this server. This node must already exist
in Eaton IPM.
Load Segment Master This parameter identifies the UPS load segment powering the server.

Load Segment 1
Load Segment 2

(NMC access) Login/ Type a value The Network Management Card Login/Password that allows IPP software to control
Password NMC shutdown sequence.

Master - Shutdown Type a value This runtime threshold defines the time needed for graceful host shutdown.
Duration

Master - Shutdown Type a value This runtime threshold defines the time elapsed “on battery state” before graceful
After Value Shutdown. This timer must be greater than the maintenance timer.

Power Source shutoff Enabled or Disabled Typically Disabled. Enabled is used only for server connected with UPS though RS-232
or USB connection. Virtualization behavior requires Ethernet connectivity (NMC card).

NOTE Shutdown settings that display vary depending on the node you select.

/1 IMPORTANT

If you install an Eaton IPP on the VM Host after the Eaton IPM node has been created, first delete
the node in Eaton IPM. Then, rediscover the node with the “Address Scan” in the Auto Discovery
panel. The Eaton IPM creates the correct node type and retrieves both the VM Host information
and the Eaton IPP information.
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Chapter9 Redundancy

This chapter describes the Eaton Intelligent Power Manager (IPM) redundancy features.

The Eaton IPM can supervise composite devices. Composite devices are virtual nodes composed of two or
more UPSs mounted with specific redundancy topologies and a dedicated redundancy level.

NOTE Specific redundance topologies include Redundant supplies, Hot standby, Static
0 transfer switch (STS) for two components, and Parallel for two or more
components.

Enabling Redundancy

This Redundancy feature is enabled from Settings > System > Modules Settings (see Figure 146). After the
feature is enabled, the Eaton IPM performs the following:
« Supervise composite devices (if the Redundancy feature is activated)

« Shut down the Eaton IPM computer when a composite device is set as the power source and if the
shutdown feature is also activated.

NOTE You can also shut down a remote server linked to the composite device through the
0 infrastructure connector feature.

Edit modules settings X
[#] Management
| Shutdown
Infrastructure Connectors
["] site Recovery Manager®

[] Third Party Connection (vRops / OpensStack
AP)

Data Center Manageme nt
¥ User drivers

Redundancy

[- Save [ Cancel J

Figure 146. Edit Modules Settings Dialog

Electrical Redundancy Schemas

Figure 147 to Figure 150 illustrate the electrical redundancy topologies.

- Redundant supplies (such as dual feeds or triple feeds): Figure 147 illustrates a scenario when two UPSs
provide power on one or several multiple-feed servers.
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Ups 1 Serverl

RS Server 2

P

Figure 147. Redundant Supplies

+ Hot standby mode: \When the upstream UPS powers the load, the downstream UPS is on bypass (see
Figure 148).

UPS 2

UPS 1

Figure 148. Hot Standby

« Static transfer switch for two components: For STS mode, there are several cases with single STS or
multiple STSs (see Figure 149).

UPS 1

STS
UPS 2
UPs 1 STS 1
UPS 2 STS2

Figure 149. Static Transfer Switch

- Parallel for two or more components: All the UPSs power the load at the same time (see Figure 150).

UPS 1

UPS 2

UPS 3

UPS 4

Figure 150. Parallel Redundancy Schema
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Configuring Redundancy

To configure redundancy:

Redundancy

1. From Start > Programs > Eaton > Intelligent Power Manager, select Open Eaton Intelligent Power
Manager to start the main Eaton IPM graphical interface. Login with an administrator user profile.

2. Select the Settings > Auto Discovery menu item.

3. From the Nodes List page, select two or more nodes.

4. Click Set composite device in the right panel (see Figure 151).

E;x‘" Intelligent Power™ Manager
Wiews & ode Uik Sy Caveh s
2 vwan Tyoe Hisivn P Canne = Lecaten dseonn ek £ arge soar
SxE-3 Maa Lint po. .
T W - Compoait Povid [= ] o R BT e et Pyt Upnager | 1 54 B o @ A | M adinesaics) semn
I e = (] s g Powd Managur ) 184, WET A = (B
= L
R Ren 700 5] * miplg et Power Usnsgar) | & Uenseraet & ww B
:..H_'rki'g'ﬂ = ] [} WA it Poadd Ui bt Lty S e bt MET A men B
o Ty
3 Power Soarce @ e mtuigare P e Presacts urTLa B e @ Y
18 Prer Compn ~ !
i o @ (] ey Py Frossciyr 1152 e A v B it
2 Evasl Logs (= | o g P B st Tirwl,_Tiewt_L s 2w B -
2 Feh Bat conpomte qervns
Fotvmsn i i = s &
# Dunsis Cateaca: - e e e e e - JT——
= M apemant =1 o wieBgent Powes Frosectar /1 52 A2.01 et s s (B '.'J.' a '_’
4 i o e i
l'ﬁ:: i:: ] ] Uitages K Drtver Fe Mertha i, Vises, 43 e (B Aot fs CEV e
7] Cartguraion Palces ] PET T Stk ik parmrl it/ B8, BT Lk Com s 01 R4 1w
& %] 8T Ul &
= -'E'::: @ o P Meimock Hara pesmei Carg I PA P Moslimarsd La Vi A2 8 wien (B
) artioas | Evarris ] o Py T Uiptwoirt Mpna pamaT! Caed ) Fa 42281, Ls Vesa, Mprebarnat o simn (B
Shuddown
}:'l*uh;mnam i ] o P e Sty M ] /58 BT L Com-AE-NEcs 1 5 men (B
5] T Sbtmoek Mans paven! CargJ G8  Vies, b Camvm A2 mirn
F 3
i e it Metwok Manaperer CartJ GO AZ-D1, Le W, ieritmenat 5 mten
- @ 4
) o gl Eheiwort Marmgareni Cord /08 4201, L Ve, oot 6 men (B
(5] o e Sorimort blan e CortJ HE 4281, L0 Visen, Waribarnat 0 wisn (B
7] o sl Mdatwock Man perm Cars | HE 42431 Lm Wmms Sertharnat o e (B
(] o 3 befuort Man peveni Card | HF AZ-81, Le Waea, Meriparnat o wimn (B
(5] o P Sertmoh Man ot Cart ) HF 541, Lo Waea Merttaenst 8 aten (B
[T] [+ e Hafmock Ham parwn Cars | HF S wmmn B
%] @ w3 Uerfmork Handgoneri Cord | HF A2, Lo Visen Wacibasoat - 5 s (B
5] ] e Metwoek Wi peren] Cad . A20L LaVies Minensl. 0 wien (B
7] [+ Ot i Ay Siaturoey Bana pamen Carg | HE UNT Lag-Comabd Raccdd 8 wen B
3 (4] A Uttt M gl Cied | HF VT Lab-Combi-Rpo-a2 B s B P
« 3 Pagel lari w0 e e per page Ceplavng 1 - T2of T2
18,930 38 10agp00 ® 7 Oomoe 14 [ - T Lastever: @) S0TRA53%. SR r3pe - el . s with eveca has Taast

Figure 151. Selecting Set Composite Device for Nodes

5. In the dialog box, specify a device name, redundancy mode, and level (see Figure 152):

« Device Name: Name of the composite device

« Redundancy Mode: Parallel, Redundant Supplies, Hot Standby, or Static Transfer Switch

« Redundancy Level: Minimal number of redundant UPSs powering your system (default value is 0)

NOTE
i

If you set this parameter to a higher level, you will receive the “Redundancy Lost”

alarm.
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Figure 152. Set Composite Device Dialog Box
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When the new node is created, it displays in the Node list.
Three actions you can perform on the new node are as follows (see Figure 151):

1. To select the new node as the power source:
a. Select the new node in the discovery view.

b. Click Set as power source in the right panel.

NOTE When created, a new virtual power source is counted as a node for the licensing
0 node limitation.

2. To Edit composite device properties.
a. Select the new node in the discovery view
b. Click Set composite device in the right panel.

3. To retrieve properties of an existing composite device:
a. Select components of a composite device.

b. Click Set composite device in the right panel. The properties of the existing composite device
display.

NOTE No new composite device is created by this action, so no composite device
0 duplication is possible.

Redundancy Views

Selection View in Node List

When a composite device is selected in the node list, the Selection view panel provides the selection panels
you check in the Select panels dialog (see Figure 153).

[Eelect panels %

#1 Information
[¥] Status
7] Outlets
[#] Measures

| Environment

Graph

| Symaoptic
[¥] Power Source
7] Powered Applications
il Ewvents

| Statistics
[¥] Powrer Comiponents

| Other data

| -

Figure 153. Select Panels for Selection View
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Composite Device in Power Source View

Redundancy

When redundancy and shutdown modules are activated, a composite device can be selected as power source.
From the Views > Power Source menu selection, the Power Source page displays. Four panels display with
specific data for the device, including Information, Status, Events, and Power Components (see Figure 154).
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Figure 154. Composite Device Power Source View

Power Components Subview

When redundancy and shutdown modules are activated, a new power component view is also available as a
subview of the Power Source view. From the Views > Power Source > Power Components menu selection,
the Power Components display in the Node List. The Selection view display properties of the power

component selected in the Node List (see

Figure 155).

NOTE
i ]

device.

This view shows only components of the selected power source if it is a composite
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Figure 155. Power Components Subview
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Redundancy Use Cases
This section describes several typical use cases to help you properly configure the redundant shutdown
sequence according to your needs.

Use Case #1

You want to have the longest backup time with the redundant configuration. To do so, use the default IPM

configuration.

« The IPM default configuration is available from Settings > Shutdown > Edit Shutdown Configuration
(see Figure 156).

« For Network-MS and Modbus-MS, the default configuration for the Network Management Card shutdown
configuration is available from UPS > Shutdown Parameters (see Figure 157).

« For ConnectUPS-BD or ConnectUPS-X network cards, the Network Management Card default shutdown
configuration is available from Configuration > UPS Shutdown and Restart Settings (see Figure 158).

Edit shutdown configuration |
Shutdown
Shiltdawn timer (second(s)): MNane
Shutdown duration (second(s)): 120
Shutdown type: Hibernate b
Shutdown script:
o) Coma )

Figure 156. Edit Shutdown Configuration Dialog Box
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Figure 157. Network Management Card Web Interface
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Figure 158. UPS Shutdown and Restart Settings
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Use Case #2

You want to have a shutdown after a predefined time of 10 min. The shutdown must occur, even if only one
UPS is on battery.

« The IPM default configuration is available from Settings > Shutdown > Edit Shutdown Configuration
(see Figure 159).

« In this case, each server can have its own shutdown timer (10 min, 8 min, 6 min, and so forth). To set a
predefined time of 10 min, configure the shutdown timer for 10 min in the Edit Shutdown Configuration
dialog box.

NOTE This is the default configuration on the Network Management Card (see “Use
0 Case #1" on page 140).

Edit shutdown configuration ]
Shutdown
Shutdown timer (second(s)): 600
Shutdown duration (second(s)): 120
Shutdown type: Hibernate 2

Shutdown script:

I SEvE H Cancel J

Figure 159. Edit Shutdown Configuration Dialog Box
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Use Case #3

You want to start shutdown 10 min from the last detected Ultility failure event. For this case, there are two
UPSs, and one UPS is redundant. In addition, all servers are shut down at the same time.

« The Network Management Card Shutdown default configuration is available from
UPS > Shutdown Parameters (see Figure 160).

« For ConnectUPS-BD or ConnectUPS-X network cards, the NMC default shutdown configuration is available
from Configuration > UPS Shutdown and Restart Settings (see Figure 158)

« To configure this shutdown, you must set a shutdown timer of 10 min for all Network Management Cards.
In this case, the last UPS sends the shutdown order after 10 min if it runs on battery. If the last UPS never
runs on battery, the first UPS shuts down at the end of autonomy and the last UPS takes the load if it has
the capacity. Otherwise, the shutdown occurs sooner.
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Figure 160. Network Management Card Shutdown Parameters

I ConnectlPE™
* WebISHMP

] UFS Hetaiy Aeirsiei£d Chosln

U Bt A B h s v ] Pl ) ST (L R Lt Wl T ol C ol #lian A T8 e P il sl ATy i Dt i T ol

AC Fall Event Actions:

Delay Bafon i Finnd AC Fall Wit wing Risnnsns (039F Fecandy, # =N Mauragel 10

it ) el el (LD e ot 0 =i e sage Repeal) 0
= - Mt By Chioml (5 85 Shuidomn on am AL Falkere |Wumber of Seconds e AL Faiure mesd st belore Clonl i nelfed s sl 05 Shuldows
L ad .-:-;unll!ﬁ-d.u-;llnl n-—-i Naaki - 1180 Secands)
1 e § e

2 Sogend b Tos

[Becoma &.IEIULU'.

Figure 161. UPS Shutdown and Restart Settings
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Use Case #4

You want to have a shutdown when 10 min remain for the last UPS. In this case, each server can have an

individual shutdown duration, such as 10 min, 8 min, 3 min, and so forth.

« The IPM default configuration is available from Settings > Shutdown > Edit Shutdown Configuration

(see Figure 162).

« You must configure a shutdown duration of 10 min in the Eaton IPM.

Redundancy

This is the default configuration on the Network Management Card (refer to “Use

NOTE
0 Case #3").

Edit shutdown configuration

Shuitdown script:

Shutdoven
Shutdown timer (second(s)) MNore
[Shutdown duration (second(s)): 600 )
éhutdclwn type: Hibernate "-

[seve J[ cond ]

Figure 162. Edit Shutdown Configuration Dialog Box

» You must use the default Network Card Configuration. See “Use Case #1" on page 140 for more details.

Redundancy Advanced Behavior Example
The following example uses a configuration with four UPSs. Each UPS is 20 kW. For this parallel topology, the

load can vary between 0 and 80 kW.

UPS 1

UPS 2

UPS 3

UPS 4

Figure 163. Example Topology
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Redundancy Alarm Management with Four Modules

According to the Redundancy level and the Load settings, the following details are provided:

« Ris the number of redundant UPSs
« Status of Redundancy Lost Alarm

Table 10 provides redundancy alarm management details.

Table 10. Redundancy Alarm Management

Load/Redundancy
Level Load < 20 kW 20 kW < Load < 40 kW 40 kW < Load < 60 kW 60 kW < Load < 80 kW
0 R=3 R=2 R=1 R=0
1 R=3 R=2 R=1 R=0 (Redundancy lost active)
2 R=3 R=2 R=1 (Redundancy lost active) ~ R=0 (Redundancy lost active)
3 R=3 R=2 (Redundancy lost active) ~ R=1 (Redundancy lost active) ~ R=0 (Redundancy lost active)

Protection Alarm Management with Four Modules
According to the Load and the Number of failed UPSs settings, the following details are provided:

« Pis the number of UPSs protecting the load
« Ris the number of redundant UPSs

« Status of Protection Lost Alarm

Table 11 provides protection alarm management details.

Table 11. Protection Alarm Management

144

Load/Failures Load < 20 kW 20 kW < Load < 40 kW 40 kW < Load < 60 kW 60 kW < Load < 80 kW
No failure P=4: R=3 P=4; R=2 P=4; R=1 P=4: R=0
i - R= 2. R_ e n P=3; R=0
1 failure P=3; R=2 P=3; A=t P=3; R=0 (Protection lost active)
i ‘R= - R P=2; R=0 P=2; R=0
2 failures P=2 R=t P=2;R=0 (Protection lost active) (Protection lost active)
. o P=1; R=0 P=1; R=0 P=1; R=0
3 failures P=1.R=0 (Protection lost active) (Protection lost active) (Protection lost active)
. P=0; R=0 P=0; R=0 P=0; R=0 P=0; R=0
4 failures

(Protection lost active)

(Protection lost active)

(Protection lost active)

(Protection lost active)
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Redundancy

The following UPSs and topologies have been tested in redundant mode. Other topologies or UPSs may work,

but have not been tested.

Table 12 provides a compatibility list for single-phase UPSs and Table 13 provides a compatibility list for

three-phase UPSs.

Table 12. Redundancy Compatibility (Single-phase UPS)

UPS Parallel Multiple Feed Hot Standby STS
9120, 9130, 9135 n/a NET, USB n/a NET, USB
Eaton 5P / 5PX / n/a NET, USB n/a NET, USB
Evolution / Evolution S
Pulsar EX 700 / 3000 n/a NET, USB n/a NET, USB
Eaton 9SX / 9PX n/a NET, USB n/a NET, USB
Pulsar MX 1+1 NET n/a n/a n/a
Pulsar MX Frame 16 U n/a NET, USB n/a NET, USB
EXRT n/a NET NET (*) NET
« n/a=Not applicable
« NET = Acquisition through the network card
« USB = Acquisition through the USB
« NET (*) = Behavior has been implemented, but has not been tested
Table 13. Redundancy Compatibility (Three-phase UPS)
UPS Parallel Multiple Feed Hot Standby STS
Blade UPS NET NET n/a n/a
9x55 (9155 and 9355) NET NET n/a n/a
9390 NET NET n/a n/a
9395 NET NET n/a n/a
Eaton 9E Essential n/a NET n/a n/a
Pulsar MX 1+1 NET n/a n/a n/a
Pulsar MX Frame 16 U n/a NET, USB n/a NET, USB
EXRT n/a NET NET (¥) NET

« n/a=Not applicable
« NET = Acquisition through the network card
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Chapter 10 User Drivers

The User Drivers feature allows the Eaton Intelligent Power Manager (IPM) to supervise any available Simple

Network Management Protocol (SNMP) or Network UPS Tools (NUT) device. You can customize and adapt the
Eaton IPM acquisition engine to many types of Data Center devices, such as HVAC, rack controllers, storage

appliance, or DC power system controllers.

By default, the User Driver feature is activated. However, if you disable this function, previously discovered
nodes that are using a User Driver are still managed.

0 NOTE  This function is only accessible to Administrators.

User Drivers Editor
The User drivers editor dialog is used to integrate new devices in the IPM supervision application by using
following objects:
« predefined common base objects

« userspecific objects
Predefined custom drivers that are managed by the application include:

« UPS RFC1628/SNMP: Manages the UPS which implements the SNMP mib RFC1628
« NAS BUFFALO®/SNMP: Manages the SNMP Buffalo Network Attached Storage (NAS)
« NAS HP/SNMP: Manages the SNMP HP NAS

« NAS NetApp/SNMP: Manages the SNMP NetApp NAS

« NAS Netgear/SNMP: Manages the SNMP Netgear NAS

« NAS Qnap/SNMP: Manages the SNMP Qnap NAS

« NAS Synology/SNMP: Manages the SNMP Synology NAS

« PDU/NUT Protocol: Manages the SNMP PDU using NUT

« UPS/NUT Protocol: Manages the SNMP UPS using NUT

« ATS Eaton 32A: Manage the SNMP EATON STS

NOTE NUT is open source software that provides control and management features for
o power devices, such as UPSs, through a control and management interface. Visit at:
http://www.networkupstools.org

User Drivers Page

To supervise new devices with Eaton IPM:

1. From the left-side Views panel of the Eaton IPM main interface window, select the Settings > Auto
Discovery menu item.

2. Select the [# User drivers editor... button from the right panel (see Figure 164). The User drivers editor
page displays.
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Figure 164. User Drivers Editor Selection

NOTE By default, the User Driver feature is enabled. You can enable or disable this
0 function on the Edit module settings dialog by selecting or deselecting (checking
or unchecking) the checkbox for the User Driver (see Figure 165).
Edit modules settings »

Management

Shutdown

Infrastructure Connectors
Site Recovery ManagerE

[¥] Data Center Management

[¥] User drivers

] Redu ndancy

[seve ][ Comsl ]

Figure 165. Enable or Disable User Drivers

User Driver Editor Dialog

When Settings > Auto Discovery is selected, the Nodes List page displays. Select the User driver editor...
button to display the User drivers editor dialog.

The dialog provides the following data:

« The left panel lists the drivers.

« When a driver is selected in the left panel, the details of the selected driver are provided in the upper right
window panel.

. Below the selected driver details, a table lists all rules defined for the selected driver.
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NOTE A rule defines the relationship between a source object name and a destination
0 object name.

« Buttons are provided at the bottom of the dialog to manage drivers and driver rules.

Figure 166 illustrates the User drivers editor dialog.

User drivers editor x

W] ATS Eaton 324

|l NAS Buffalo / SNUP
a!a!s HP / SNMP Driver name:
[ MAS NetApp / SNMF
:ims Netgear | SNMP
§=cu { NUT Protesel Chack with this address/name:;

UPS / NUT Protozal

%m Qnap i SN Protocol: X
i UPS RFC1828 / SNMP
[l NAS Synclogy / SNMP

| Scan active

Type: v

Dewice identification:
Alarm poling rate: -
Measure poling rate:

Destination object Source object Corrversion rule

Description 136121331120 STRING -~
Contact 136121140 STRING

Location 1361211860 STRMNG

Lirk STRING it il

Serial numbser 138121331150 STRING

Active pover (W) 1361213314414 VALLUE

Percent load (%) 1361213314415 VALLE

UPS nominal apparent poreer 136121331850 VALLE

UPS nominal active power (W) 136121331960 VALUE

Leiity present 136121331410 UST(1:1, 21,3

Baftery echargng 136121331410 LIST(1:0, 20,3

UPS master on 136121331410 LIST(1:Y, 20,3 w

IE :

Figure 166. User Drivers Editor Dialog

Buttons

The following buttons allow you to manage drivers and rules.

« New driver: Click the New driver button to add a new driver to the list and define the properties for the
driver. A new empty driver can be created or you can use a copy of an existing driver. Predefined drivers

provided with the application are read-only and cannot be changed. They can only be deactivated or
duplicated for customization purposes.

« Delete driver: The Delete driver button deletes the driver that is selected in the left panel.

0 NOTE When a driver is deleted after applying modifications, it is not possible to recover
this driver.
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To manage and define rules, use the following buttons:

« Add rule...: Add a new rule

« Edit rule...: Edit the selected rule

« Delete rule(s)...: Delete the selected rule(s)

« Bring a rule down...: Move the selected rule to a lower position in the table
« Bring a rule up...: Move the selected rule to a higher position in the table

You can enable or disable a rule by selecting (checking) or deselecting (unchecking) the checkbox in the first
column. When a rule is disabled, the data defined in the rule is no longer acquired.

Driver Data
The right side of the page provides data for the driver selected in the left panel.

The top right data fields identify the selected driver and allow you to set actions to occur during discovery as
follows:

« Scan active: This option provides the ability to activate or deactivate a driver. When this option is deselected
(unchecked), the driver is filtered during discovery action. It allows using a modified copy of a driver instead
of the default driver.

« Driver name: This name defines the unique friendly name of the driver. This name displays in the
information Class column of the node view.

« Type: Type defines the driver type as follows:
- UPS device
- PDU device
- Power meter
- Power generator
- DC controller
- Power over Ethernet (PoE) appliance
- Server
- Storage appliance
- Network appliance
- Ambiance meter
- Cooling system

- Other device

« Check with this address: Allows you to check the rules result with an address or a device host name.

- For SNMP protocol, it is the global scan settings you are using. If you need special access for the driver,
you need to temporarily change these settings.

- For NUT protocol, use <IP address or host name>/<Device ID>

where <Device ID> = Name of the NUT device, such as, the section header name defined in the
ups.conf file fora UPS.

« Check button: Enabled only if an address or a name is typed in the Check with this address/name entry
box. See "Rule List” on page 151 for more information.

« Protocol: Protocol field, either SNMP or NUT:
- SNMP: Provides support of SNMP v1 and v3 driver
- NUT: Provides support of NUT client Interface
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- Device identification: Defines the device identification used for device recognition during discovery. For
SNMP device, use the SysOID value, or use the root OID of the device if the SysOID is not managed by the
device.

- Alarm polling rate: Defines the polling rate for objects of type alarm. Information type data are acquired
only once, at driver reset.

« Measure polling rate: Defines the polling rate for objects of measure type.

NOTE Measure data type polling can be performed simultaneously with alarm data type.
0 In this case, only one task will be cyclically executed.

Rule List

The table on the right side of the User drivers editor dialog lists defined rules associated with the selected
driver.

« Source object name: source object name of the data to acquire in the device

- Destination object name: internal object name managed by the IPM application

NOTE A destination object can be defined by several complementary rules. For a same
o destination object, if a rule is not applicable, it takes the next rule defined in the list.

The Check button in the Rule list table header is used to compute and display the result for each rule according
parameters. The result is computed with the address or the name entered for Check with this address/
name.The Check button is enabled only if an address or a name is entered.

Rule Editor Dialog

The Rule editor dialog allows you to create (add), edit, or delete a rule. As part of defining the relationship
between a source object name and a destination object name, conversion rules and parameters are selected
and applied in this dialog.

To edit or create a rule on the Edit rule dialog, you need to enter the following:

« Destination object name
« Source object name

« Conversion rule and conversion parameters (conversion help files automatically display when a conversion
rule is entered)
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When the rule is created, you can test the rule using the Check result button. See the following section,
“Buttons” for a description of the Check result button.

Figure 167 illustrates the Rule editor dialog.

| Rule editor X
Destination object name:  Utility present 3=
[ Manage user defined objects.., |
Sowrce object name: 135121331410
[ Erowse source object name, .. ]
Corwersion rule: LIST Bt
Corersion parameter; 1:1, 28, 3:; 508 601,71

conwersion help:

SgLrce result:

Check result:

[ ok || cancel

Figure 167. Rule Editor Dialog

Buttons

The following buttons allow you to create and test rules on the Rule editor dialog.

- Manage user defined objects...: Allows you to define your own object list to link for a specific device type

« Browse source object name...: Builds a list to help you to select the appropriate source object from a list of
value

« Check result: Used to compute the rule result according the given parameters. The source result and the
final rule result are both displayed.

NOTE The Check result button is enabled only if the address or name is entered for Check
0 with this address/name on the User drivers editor dialog.

« Ok: Accept changes

« Cancel: Do not accept changes
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Destination object name

This field defines the name of the destination object in the Rule editor dialog.

There are two ways to select the destination object name:

User Drivers

« Select a "well-known" and predefined object (which is a standard object managed by the IPM application)

from the standard objects list in Table 14.

« Select a specific userdefined object when the needed object is not defined in the standard object list.

Table 14 lists the standard objects used by the Eaton IPM.

Table 14. Standard Objects

Information Status Input Output Battery Environment
Name Shutdown imminent UPS input voltage (V) Active power (W) Battery charging Environment
communication lost
Description UPS internal failure UPS input current (A) Apparent power (VA) Battery discharging Humidity reading of
environmental sensor [x]
(%
Contact UPS overload UPS input frequency (Hz) ~ UPS outlet #1 on Battery low Temperature alarm of
environmental sensor [x
Location UPS master on UPS automatic bypass UPS outlet #2 on Battery fault Environment dry contact
voltage (V) [x]
Link Utility present UPS automatic bypass UPS outlet #1 active Battery capacity (%)  Level environment dry
current (A) power (W) contact [x] opened
Serial number Redundancy lost UPS automatic bypass UPS outlet #2 active Battery runtime (s) Level environment dry
frequency (Hz) power (W) contact [x] closed

Communication
description

Protection lost

PDU input voltage (V)

UPS power factor

Battery voltage (V)

Temperature reading of
environmental sensor [x]
(°C)

Platform

Automatic bypass in
tolerance

UPS output voltage (V)

Humidity alarm of
environmental sensor [x]

Mac address

On automatic bypass

UPS output current (A)

Environment
communication lost

Version On manual bypass UPS output frequency (Hz)
Manufacturer UPS master shutdown PDU number outlet

delay (s)
UPS nominal active UPS outlet #1 shutdown PDU outlet [x] number
power (W) delay (s)
UPS nominal apparent UPS outlet #2 shutdown PDU outlet [x] name
power (VA) delay (s)

UPS master switchable

UPS master startup PDU outlet [x] switchable

delay (s)
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Table 14. Standard Objects (Continued)

Information

Status Input

Output Battery

Environment

UPS outlet #1 switchable

UPS outlet #1 startup

PDU outlet [x] on

delay (s)
UPS outlet #2 startup PDU outlet [x] voltage (V)
delay (s)
PDU outlet [x] shutdown PDU outlet [x] current (A)
delay (s)

PDU outlet [x] startup
delay (s)

PDU outlet [x] apparent
power (VA)

Communication Lost

PDU outlet [x] active
power (W)

Communication error

PDU outlet [x] power
factor

You can also define your own object list to create links for a specific device type in the User defined object editor
dialog. A new object can be defined by providing these properties:

« Object name: Unique object user name

- Object index option ([x]): Activate this option if the object needs to be indexed (e.g. value of type array).

« Object type: Information, Alarm or Measure

« Object unit: Optional unit which is displaying for the object

« Object group: Name of the group whose object is attached. This group is shown in the Other data panel.
Objects with the same group name are represented in the same group.

Figure 168 illustrates the User defined object editor dialog.

User defined object editor
Cbject narme; Rotor speed
| Ue index [x]
Object type: Measure
Object unit: rpm
Object group: Group 1
[ ok [  concel

Figure 168. User Defined Object Editor
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/\_ IMPORTANT

« The userdefined objects only display in a specific Node view panel named Other data (see
Figure 169). These userdefined objects display as a raw list that is sorted by groups.

« The standard objects are NOT displayed in the Other data panel. These standard objects are
defined in standard IPM panels (see Table 14).

« The userdefined object list is attached to the driver.

« Click the Manage user defined objects... button in the rule editor to manage userdefined
objects.

Other data
Group 1

Rotor speed 500 rpm

Figure 169. Other Data Panel

Source Object Name

This feature defines the name of the source object that you need to acquire. The following notes apply when

creating a source object name in the Rule editor dialog:

« If the destination object name is indexed (for a standard object or a userdefined object), use “x” in the
source object name for the index position.

« Foran SNMP device, the source object name corresponds to the object ID (OID) name of the data to
acquire. The list is built from the device identification name which has been given. It corresponds to all OIDs
available under the OID root or the SysOID value.

« Fora NUT device, the source object name corresponds to the internal NUT object name.

If you provided a valid address in the check item of the driver, an interface is provided to help you to select the
appropriate source object from a list of value.

To define the source object name:

1. From the Rule editor dialog, click on the Browse source object name... button. The object list is built
automatically when the window opens.

0 NOTE You can pause the object list acquisition at any time using the Pause button.

2. The Restart button restarts the object list acquisition from the beginning.
3. The Cancel button aborts the object list acquisition.

4. Select the appropriate object in the list and then click Ok.

Conversion Rules

The following notes apply when defining the conversion rules in the Rule editor dialog:

« The rules are evaluated in the order of the rule list.
« Several rules can define the value of the same destination object.

« Several rules can use the same source object.
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Table 15 provides a list of conversion rules.

Table 15. Conversion Rules

String

STRING

Format: STRING([<formatString>])

Without parameters: No conversion

Just transfers source object value as a string to destination object.
With parameter, the destination object is created and its value is fixed.
Normalized field can be used:

STRING("My Device")

STRING("http://{hostname}/default.ntml")

STRING("{value}”)

Fields in brackets are replaced by correspondent value (if defined).
Available fields are:

{hostName}

{ipAddress}

{value}

{object:UPS.PowerSummary.iProduct}

VALUE

Format: VALUE([<constantValue>])

Without parameters: No conversion

Just transfers object value as a number to destination object.

With parameter, the destination object is created and its value is fixed by given value.
VALUE(15)

VALUE(-12.34)

We can also use a javascript equation for special needs

VALUE("{value} ==-170: {value} + 1")

MULT

Format: MULT(<multiplier>)
Multiply source value to the given factor before setting destination object.
MULT(10), MULT(0.1), MULT(3.1415)...

LINEAR

Format: LINEAR(<srcVal1:dstVal1> , <srcVal2:dstVal2>)

Example: conversion from °C to °F

LINEAR(0:32, 100:212)

Calculation:

(dstVal2 - dstVal1) / (srcVal2 - srcVal1) * (value - srcVall) + dstVall
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Table 15. Conversion Rules (Continued)

String

LIST

Format: LIST(<srcVal1:dstVal1>, <srcVal2:dstVal2>, ...)

Define discrete conversion.

If source value is not in the list, destination object is not changed.
Example:

LIST(0:1, 1:0, 2:1, 3:0)

0->1

1->0

2->1

3->0

4 ->no change

Lists can also convert strings to numbers and numbers to strings.

STRFIND

Format: STRFIND(<searchString>, [<trueValue>], [<falseValue>])

Returns <trueValue> if <searchString> was found or <falseValue> in the other case.
If a result value is not defined, the destination is not changed.

Example:

STRFIND("US",1,2)

STRFIND("0L",1)

STRFIND("0B",,1)

BITCHECK

Format: BITCHECK(<bitPos>, [<trueValue>], [<falseValue>])
Returns <trueValue> if bit at <bitPos> is true or <falseValue> in the other case.

If a result value is not defined, the destination is not changed.
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Chapter 11

Storage

The Eaton Intelligent Power Manager (IPM) can supervise storage devices. On the user interface, storage
devices are seen as a “Storage Appliance” type with the following information displayed:

Type
Status
Name
Description
Class
Location
Contact
Link

Using the User Drivers feature, you can launch a Range scan with the IP address of your storage equipment
(see "Range Scan” on page 16 and “User Driver Editor Dialog” on page 148). After performing a Range scan,
you will have a list of storage managed by Eaton IPM.

Enable the Infrastructure Connectors Module

To enable the Infrastructure Connectors module for virtualization (administrator access):

1.

From the left-side Views panel of the Eaton IPM main interface window, select the Settings > System
menu item. The System page displays.

2. Click Edit modules settings in the right panel. The Edit modules settings dialog box displays (see
Figure 170).
3. Ensure that the Infrastructure Connectors checkbox is selected (checked).
4. Click Save.
Editt rmisdiurbes: settings X

o User drivers

¥ Management
T Shutdowmn
¥ Infrastructure Connectors

Dista Canter Management

Riedundancy

Figure 170. Enable Infrastructure Connectors Setting for Virtualization

5.

Select Settings > Infrastructure Connectors. The Infrastructure Connectors Select Add a connector in
the right panel. The Add a connector dialog opens (see Figure 171).

Add identification information for the selected connector

« Product: Select NetApp storage from the drop-down list

« Hostname or IP address: Type the NetApp IP address

« Username: Type NetApp Administrator Username with admin rights on the NetApp
« Password: Type NetApp Administrator Password
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7. Click Save after the fields are updated.

Add a connector X
Product: NetApp Storage b
Hostname or IP
address:

Usemame: root
Password: srassssssnssensases

I Save ] i Cancel

Figure 171. Add NetApp
Create a Configuration Policy
The following procedure describes how to create a new configuration policy for storage protection.
To create a new configuration policy and define the protection (see Figure 172):
1. Name the new configuration policy.
2. Select the pen associated with Target nodes to add the storage device(s) to be protected.
3. Inthe configuration policy settings, configure the runtime threshold settings and power source.

Create new policy ®

Configuration policy name® _E‘_Im_e.;tlQD_EQJﬁmEQRQQﬂ
Target nodes:

Class list

S

2 Class: Runtime threshold settings, Power Source

Configuration policy settings.

Shutdown

160

Class Data Vaue Eait
Runtime threshold setiings Timer -3 #
Runtwpe threshold seitings Remaning Time Limit 0s f
Runtime threshold setfings Remaining Capacity Limi 0% ?
Runtime threshold settings  Shutdown Duration 120 ¥ 4
Pouier Source Pouwet Source® f
Prwser Source Load Segment” Master output ﬁ?

4 " Cancel I

Figure 172. Create a New Configuration Policy

IPM manages the shutdown of storage through a simple and powerful shutdown action. For more information,

see “Advanced Events and Actions” on page 29.
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Extended Functionality

This chapter describes extended functionality for the Eaton Intelligent Power Manager (IPM) including:

« Configuring the Eaton IPM vCenter Plug-in

« Configuring the XenCenter Plug-in

« Configuring Maintenance Mode and vMotion with vCenter

« VMware vCenter HA (High Availability)

« Configuring Maintenance Mode and LiveMigration with SCVM

Configuring the Eaton IPM vCenter Plug-in and WebPlug-in

The VMware® vCenter Server platform forms the foundation for virtualization management. It provides
management of hosts and virtual machines (VMs) from a single console. To further unlock the power of
VMware's management system, VMware has provided a facility to extend the functionality of VMware
vCenter.

Various useful applications can be attached to vCenter to make it more useful. The vCenter Eaton Intelligent

Power Manager Plug-in is also called the Eaton vCenter Plug-in. It is easy to deploy and to use the plug-in to

manage the Eaton Intelligent Power Manager (IPM) from vCenter. This plug-in integrates the Eaton IPM with
vCenter environment. After the plug-in is deployed, a tab in vCenter will open the Eaton IPM and allows you to
configure and manage the Eaton IPM from the vCenter environment.

The VMware plug-in also allows the creation of new type of events that can be trigger type alarms (these are
alarms that trigger an action).

Checking for vCenter Plug-in Registration
To verify that the Eaton IPM plug-in is registered in vCenter:

1. In the VMware vSphere Client, select the Plug-ins > Manage Plug-ins menu item (see Figure ).
2. Locate the Eaton IPM Plug-in for vCenter in the Plug-in Manager (see Figure 174).

[# PUZINWHPO000432 - vSphere Client

File Edit View Inventory Administration | Plug-ins | Help i
Ed EJ ¢y Home b o 1nventar| LbimegePqu-ms... L\% EE !.-: earch Invenkor (K
v & |

Figure 173. vSphere Client - Manage Plug-in Menu
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5 Plug-in Manager
Plug-in Name | vendor Wersion | Status | Description A
Installed Plug-ins
&% VMware vCenter Storage Moritoring Service ¥Mware Inc, 5.0 Enabled Storage Monitoring and
Reporting
% wCenter Intaligent Power Manager Plug-n Eaton 1.25 Enabled Managemernit and control of
& wCenter Hardware Status W¥Mware, Inc. 5.0 Enabled Dusplays the hardware status of
hasts (CTM monitoring)
& wlenter Service Status Viware, Inc. 5.0 Enabled Displays the health status of
vienter services
Available Plug-ins
@ vCenter Operations Standard YMware, Inc, 1.0.1 MNodientsided... vCerter Operations Standard
>
g’

Figure 174. vCenter Plug-in Manager

Events and Alarms

After the vCenter Eaton Intelligent Power Manager Plug-in is registered, the Eaton IPM creates a new alarm
“Host UPS PowerFailure (On Battery)” that is triggered from power event (see Figure 175).

Fuinistrabon Fligns Help
of] Wwenkory B [l Hosts and Clastars

47 View: | Triggered dlams Defitons
150
i 1) | patvad In | pscription
aqer] @ RorsgeDRS ecommen dation (7 Thisokwd Aler= aurege DRS a0 datin
{dhep) . RarigE DAS A Iuppe Al 50 Rl [P THisakied  Alar= thetmanises nad alerts cossactid hont that Ranage DRSi nat suppenad
IR Datwntn e chuster bnnut of apace g Thisobiea  Alrm thatmonitarswhes sdatastore duster i outof space
e Mot UPSFowerfailure[On Bettery | @ This obgest jpers ifhost iz on Power Fadurz (Pose .
LRI Datastore capabaity dam (i Thisobrec  Alarm thattrggersifstorage aray detects thatthe capability requirements arenat met
MR fiF  Thin-provisssred LU capacry secsedad [ Thisobjes  Atarm rhattggers d starage array detects that tha provisioned LUIN is eeceeding rapacey thsheld
i Datastoreinin metiple datacersm [ Thisobied Datastereinadstmtorscluster iavisible inmore thenone datacentar
i Viisiernel NIE 2ok configured oo nedi (5 Thisobied Defaultslsm forimcorect el MWIC

Figure 175. vCenter New Alarm from Eaton IPM
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Extended Functionality

The Eaton IPM tab is visible in the vCenter Server Console and in the root folder @ The Eaton IPM is now
available and is fully functional with the vSphere Client. Note that the Eaton Power Manager tab on the top is

selected (see Figure 176).

Harm

E.T-N Intelligent Power Manager

What is Eaton Intelligent Power Manager? Logine

» Ideal for maritoring &nd managng midtipls power and ervironmental devices, Inteligent
Powar Manager software Fom Eaton delivers 2 gobal view across the retwock from oy
FC with an Internet browser,

« Exceptonaly versatie, the software 15 compatible with: any device sLpparting a network
interface, nduding other manufacturers’ UPSs, ervironmental sersors, 8PDLE, shutdown
applcations and more,

« Inteligent Power Manager ako offers the ability to organe a management table by
groups, centraize darms, and mantan event iogs for preventve mantenance of the
entre nstaled equpment base:

Figure 176. vCenter Server Console

Using the Web Plug-in through the vSphere Web Interface

On the vCenter > DataCenter level, you will see a widget with the number of UPSs (devices) protecting your

ESXi and a link to go directly on the IPM web interface (see Figure 177).

|V|'mk'."m:-' vEphere Web Cliont L

At B - N R

(4] B | comymetd  fommary | et Maage ekl St

O = Powesr Sompen
gu- Totsl Sr=irdn o Sedii
L B
LA

B o

o
ET-N =~

Fased
|
s Banin e Tuars
|
= Wik rogeis o
7 13 e ]

ABn) | e () vl
& Cambietd
5 Hastsin rordung

& DR S Gl )

5 Dafastinn wmnge o Gid

& DY
S Usaeven s8mg o e

Figure 177. WebPlug-in DateCenter Level
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On the Host level, you will see a widget with the UPS protecting your ESXi, and other information such as state,

and a link to go directly on the IPM web interface.

WIFES wEphers Web Client A @

O & [ esmtlebansmoan s
[ r] g fraried | Raprwmary A Ul

- o T et 8 e 192085 B 9 1990
s Frasamiary I

= T i

Figure 178. WebPlug-in Host Level

Configuring XenCenter Plug-in

Prerequisites

The Eaton IPM must be installed on the same machine as Citrix® XenCenter™.

Check XenCenter Plug-in Installation

« In the virtualization panel, check the box “XenCenter Plugin” to install XenCenter Plug-in (see Figure 179).

» You see the Plugin in XexCenter > Tools > Plugins.

« If not, click Re-scan Plugin Directory (see Figure 180).
« Ensure that the Eaton IPM checkbox is selected.

Add Manager or Hypervisor List

Product: Citrix ¥enCenter b

¥enCenter Plugin:

s |

cancel |

Figure 179. Add Manager or Hypervisor List Dialog
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X Plugins |TF Iyi

This dialog shows the list of Plugins in the Plugin directory,

To enable & Plugin select its checkbox,

= Eaton

= 1PM
Inteligent Power Manager
Details
#enCenter Plugins online
| Re-scanPlugn Directory | Lo J[ coca |

Figure 180. Plug-in Directory (Rescan)

Eaton Intelligent Power Manager (IPM) User's Guide v1.60 P-164000289—Rev 5 165



Extended Functionality

166

Using Eaton IPM through XenCenter

After the plug-in is installed, you can see a tab named Eaton Intelligent Power Manager on the XenCenter level
(see Figure 181).

| Home | Search | Tags | Inteligent Power Manager | Logs |

E TN intelligent Power ELET [T,

What is Eaton Intelligent Power Manager? Logn: admin
Password:
« Ideal for monitoring and managing multiple power and
environmental devices, Inteligent Power Manager software from ;
Eaton delivers a global view across the network from any PC
wih an Internet browser,

| « Exceptionaly versatie, the software is compatible with any
device supporting a network interface, incuding other
manufacturers’ UPSs, environmental sensors, ePDUs, shutdown
| applcations and more.

» Intebgent Power Manager also offers the abilty to organize a
management tabke by groups, centralze aarms, and maintain
event logs for preventive maintenance of the entire instaled
equipment base.

Figure 181. XenCenter Eaton IPM Tab

Configuring Maintenance Mode and vMotion with vCenter

Prerequisites

All VM images must be installed and configured on a file server.

0 NOTE  For more information, see “VMware References” on page 169.

Introduction

The Dynamic Resource Scheduler (DRS) application from VMware is used to provide load balancing within the
IT network. In particular, DRS is used to ensure the right resource capacity is available for the data center load.
A second application called VMware vMotion (used in conjunction with DRS) will enact movement of VMs from
physical server to physical server in order to provide the best load balance.

The Distributed Power Manager (DPM) application helps to maximize data center electrical power efficiency. It
checks DRS for physical server utilization and then, using vMotion, moves VMs to servers in order to fully
unload servers, idle them, or power them down for maximum power savings.

Eaton uses the same vMotion capability when a UPS is in a critical power situation to move VMs off of a server
that has a critical power situation. Eaton IPM then writes alarms/alerts into vCenter, which, in turn, triggers
vMotion.

VMware uses the term “setting a server into Maintenance mode” to trigger the vMotion. It is called this
because before performing maintenance on server, the data center manager needs to clear the VMs from the
server.
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Understanding Maintenance Mode

Both standalone hosts, and hosts within a cluster, support the maintenance mode. Only VMware ESX/ESXi
Server 3.0 and later supports maintenance mode for standalone hosts.

A host enters or leaves maintenance mode only as the result of a user request. If the host is in a cluster when
it enters maintenance mode, the user is given the option to evacuate powered-off VMSs. If this option is
selected, each powered-off VM is migrated to another host, unless there is no compatible host available for the
VM in the cluster. While in maintenance mode, the host does not allow deployment or “power-on” of a VM.
VMs that are running on a host entering maintenance mode need to be either migrated to another host or shut
down (either manually or automatically by DRS).

When no more operating VMs are on the host, the host's icon changes to include 'under maintenance'
designation and the host's Summary panel indicates the new state. The default automation mode of a VM
determines its behavior when the host (in a DRS cluster) it is running on enters maintenance mode:

« Any fully automated VM is migrated automatically.

« For a partially automated or manual VM, a recommendation for further action is generated and displays.

Configuring Maintenance Mode Behavior in vCenter

To configure the maintenance mode feature behavior, enable the DRS in “Fully Automated” automation level
with following steps:

1. Open the vCenter server in a vSphere client.

2. Right-click and select Cluster > Edit Setting > Turn on VMware DRS. Click Next and accept all default
values.

NOTE With this example, you choose to move all the VMs from this server to another
0 server of the same cluster. You can also define other behaviors according to your
needs.

Configuration Test

To test the installation, please perform a power failure on the UPS and check on vSphere client that the
corresponding ESX/ESXi host enters in Maintenance mode after the “Maintenance mode timer.”

VMware vCenter High Availability

After the High Availability (HA) Cluster feature is enabled, VMware disables the automatic startup and
shutdown functionality when a hypervisor is shut down.

Eaton IPM features for HA mode are as follows:

« Eaton IPM continues to move the VM from one server to the others, if all servers are powered by different
UPSs with different power source (see Figure 182).
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Figure 182. HA Mode with Eaton IPM

Eaton IPM continues to protect the hypervisor also when power fails.

Due to the deactivation of the automatic startup and shutdown, all VMs power-off at the end of utility failure

sequence.

There are two solutions to prevent this VM from powering off:

« Configure the VMware ESX/ESXi nodes in Eaton IPM to shut down the VMs (remote shutdown of the VM

setting).

« Install a Eaton IPM on each VM, even if it is not an optimized solution. Take care to ensure that when VMs

move, the Eaton IPM still links to the same UPS power source.

Table 16. Table Configuration/Behavior

VM Remote
Case Remote Shutdown Shutdown Type  HA in vCenter VM Action Hypervisor Action Comments
1 ENABLED ENABLED ENABLED SHUTDOWN SHUTDOWN Valid Configuration
2 ENABLED ENABLED DISABLED SHUTDOWN SHUTDOWN Valid Configuration
(more reliable to let
VVMware shut down
its own VMs)
3 ENABLED DISABLED ENABLED CRASH SHUTDOWN Hypervisor shuts
down without the
VMs
4 ENABLED DISABLED DISABLED CRASH/SHUTDOWN SHUTDOWN Depends on the VM
startup/shutdown
configuration
5 DISABLED ENABLED ENABLED CRASH CRASH No action (IPM)
6 DISABLED ENABLED DISABLED CRASH CRASH No action (IPM)
7 DISABLED DISABLED ENABLED CRASH CRASH No action (IPM)
8 DISABLED DISABLED DISABLED CRASH CRASH No action (IPM)
NOTE For more information about the deactivation of the Automatic Startup/Shutdown

o

on page 170.

when creating a VMware HA Cluster, see links provided by “vSphere SDK for Perl”
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Configuring Maintenance Mode and Live Migration with SCVMM

Maintenance Mode

In Virtual Machine Manager (VMM) 2008 R2, you can start maintenance mode for a VM host anytime that you
need to perform maintenance tasks on the physical host computer, such as applying security updates or
replacing hardware.

When you start maintenance mode on a Windows-based host, VMM automatically does the following:

« On a stand-alone host, VMM places all operating VMs into a saved state.
« On a Windows-based host cluster that is capable of live migration, VMM provides the following options:

- Live migration of all running, highly available VMs to other hosts in the cluster, and place any operating
VMs that are not highly available in a saved state.

- Place all operating VMs into a saved state.

0 NOTE Refer to “Microsoft HyperV References” on page 170.

Understanding Live Migration

Live migration is a Hyper-V feature in Windows Server 2008 R2. The failover clustering feature must be added
and configured on the servers running Hyper-V. Live migration allows you to transparently move operating VMs
from one node of the failover cluster to another node in the same cluster without a dropped network
connection or perceived downtime.

In addition, failover clustering requires shared storage for the cluster nodes. This can include an iSCSI or
Fiber-Channel Storage Area Network (SAN). All VMs are stored in the shared storage area, and the running VM
state is managed by one of the nodes.

0 NOTE  Refer to “Microsoft HyperV References” on page 170.

Configuration Test

To test the installation, perform a power failure on the UPS. On the Microsoft System Center Virtual Machine
Manager (SCVMM) console, verify that the corresponding HyperV host enters in Maintenance mode after the
“Maintenance mode timer.” HyperV machines must be started before the machine that is hosting the SCVMM.
The SCVMM service needs some time to refresh its status. If the starting sequence is not correct, the HyperV
stays in Maintenance mode.

VMware References

Eaton and Virtualization

« http://www.eaton.com/virtualization

VMware ESX Configuration

« http://www.vmware.com/support
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vCenter Server (VMware Supervisor)

« Visit http://www.vmware.com/products/vcenterserver for more information about download and installation
of vCenter Server.

« Visit also http://www.vmware.com/products/vsphere/features/drs-dpm.html for more information about
Distributed Resource Scheduler.

vSphere SDK for Perl

« For more information about download and installation of vSphere SDK for Perl, visit: http://
www.vmware.com/support/developer/viperltoolkit/

« For more information about creating a vSphere HA Cluster., visit: http:/pubs.vmware.com/vsphere-50/
index.jsp?topic=%2Fcom.vmware.vsphere.avail.doc_50%2FGUID-EQ0B8A4A-BAE1-4094-8D92-8C5570FED
D8C.htmll

Microsoft Hyper-V References

Eaton and Virtualization

« For more information about virtualization, visit: http://www.eaton.com/virtualization

Microsoft TechNet Library

« For more information about Microsoft TechNet Library, visit: http://technet.microsoft.com/en-us/library

About Maintenance Mode

« For more information about Maintenance Mode, visit: http://technet.microsoft.com/en-us/library/
ee236481.aspx

Requirements for Using Live Migration

« For more information about “HyperV Live Migration FAQ,” visit: http://technet.microsoft.com/en-us/library/
ff715313%28WS.10%29.aspx

VMware Icons and Diagrams
This document was created using the official VMware icon and diagram library. One or more VMware products
are patented. Patents are listed at http://www.vmware.com/go/patents.

VMware does not endorse or make any representations about third-party information included in this
document. The inclusion of any VMware icon or diagram in this document does not imply such an endorsement.

Manage the Cisco UCS Manager Component

170

0 NOTE Cisco UCS supports versions 2.x and 3.0.1a.

Enabling the Component

To enable the Infrastructure Connectors:

1. From the left-side Views panel of the Eaton IPM main interface window, select the Settings > System
menu item. The System page displays.

2. Click Edit modules settings in the right panel. The Edit modules settings dialog box displays (see
Figure 183).

3. Ensure that the Infrastructure Connectors checkbox is selected (checked).
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4. Click Save.

'Edit modules sertings X
Management
Shutdowin
Infrastructure Connectors
Site Recowvery ManageriE
[[] pata Center Management
[¥] User drivers

F Redundancy

[seve ][ con ]

Figure 183. Edit Modules Settings - Infrastructure Connectors

Add the Component
To add a Cisco UCS Manager:

1. From the left-side Views panel of the Eaton IPM main interface window, select the Settings >
Infrastructure Connectors menu item. The Infrastructure Connectorspage displays (see Figure 184).

2. Click Add a connector in the right panel. The Add a connector dialog box displays (see Figure 185).

E-T-N Intelligent Power® Manager

Views « @ | Infrastructure Connectors @ &dd 2 connactor

33 Views Hostname or |P address. « FPlugin ... | Conne... | Product ; Edit connector
i3 Node List
|;J Power Sourca d Remove connector
6 g Node Map
33 Events Logs S8 Test shutdown
= g Events List
&l Events Calendar =l
b B Upgrade connector
[J3 Modes Sattings
La Nodes Upgrads
[F2) Configuration Pelicies
=t Settings
,&Auw Discovery
] Actions | Events
[ Shutdown
¥ Infrastructure Connectors
4 Datz Center Management
@Sysnem
i
3 User List

oKk 11 @ Waming;: 2 0 Criticat: 0 € Unknowin: 4 tastevent: (@ 24/02/2015 - 1:00:35 pm - RAINCWHP4512040 -
Figure 184. Select Add a Connector
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Add a connector X

Product: C=co UCS Manager >

Hastname or [P
addrass:

Port: 80
Uisernam:

Password: nnu|

Save Cancel

Figure 185. Add a Connector Dialog for Cisco UCS Manager

3. From the Add a Connector dialog, select Cisco UCS Manager from the Product drop-down list (see
Figure 185).

4. Add identification information for the selected connector:
« Product: Cisco UCS Manager is already selected in the drop-down list.
« Hostname or IP address: Type Cisco UCS Manager IP address
« Port: Port number

« Username: Type Cisco UCS Manager Administrator Username for the Administrator with admin rights
on the Cisco UCS Manager

« Password: Type Cisco UCS Manager Administrator Password
5. Click Save after the fields are updated.

6. When the component is connected, the Cisco UCS Manager displays on the Infrastructure Connectors
page (see Figure 186).

7. If the component does not display, refresh the page. Also, check the log to ensure the Event details
display with an OK connection state (see Figure 187).

Infrastructure Connectors
Hostname or IF ad Plugin State Connection State Product -
g Product: Cisco UCS Manager (1 Item)
G Cisce UCS Hanager

g Product: Cisco UCSM Component through UCSHM Manager (6 Ttems)

Sys/chassis-1/bla
sysichassis-1/bla
sysi/chasss-1/bla
3ys/chasss-1bla

sysichassis-1/bla

sysichasss-1/bla

P00Q00

Cisca UCSM Compon
Cisce UCSM Compon
Cisco UCSM Compon
Cisco UCSM Comgon
Cisco UCSM Compon

Cimce UCSM Compon

Figure 186. Cisco UCS Manager Component Added

Eaton Intelligent Power Manager (IPM) User's Guide v1.60 P-164000289—Rev 5




Event details
Date: 05112013 - 1:30:57 pm
Type: e information
Module: InfraConnector
Message: InfraConnacial Connection State OK
Details: InfraConnectol ., State: true
Close

Figure 187. Event Details

Remove the Component

Extended Functionality

To remove a Component, right-click the component in the list. From the action box, click Remove connector

(see Figure 188).

Infrastructure Connectors

Hosiname or IP ad Plugin State Connection Siale

- Product: Cisco UCS Manager (1 Item)

1 Il . - i a

| ('@ Add a connector

sysichassis-1/ola
sysichassis-1/ia (@ Remove w{ﬁ:w
sys/chasss-1/oi
sysichasss-1/ola
sys/chassis-1/bla

sysichassis-1/ola

0000 Q

3 Product: Cisco UCSH Eumnl P Edt connector llf,tl.'r (6 Items)

Product =

Cisco UCS Manager

Caco UCSK Compon

Caco UCSH Compon

Caco UCSH Compon

Cesco UCSK Compon.

Cisco UCSH Compon

Caco UCSW Compon

Figure 188. Remove a Connector

Edit a Component

To edit a Component, right-click the component in the list. From the action box, click Edit connector (see

Figure 189). The Edit connector dialog displays.

NOTE IPM currently doesn't allow you to edit the IP address. To edit a new IP address,
0 please remove the connector and add another connector.
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Infrastructure Connectors

Note: Plaase refer to the documentation to have more
informations about disabled ronnector hipes

Hostname or IP e ol il el
address:
Port: 80
Usermanme: —
Password: wernne

Save Cancel

Figure 190. Edit Connector Dialog
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Hostname or P ad... = Plugin State Connection State Product «
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= Product: Cisco UCSM Component through U |
sysichassis-1/bla IJ Edt ¢ Cisco UCSM Compon. .
sysichassis-1/bla (g Remo | Cisco UCSM Compon
sysichassis-1/tla ‘ Cisco UCSM Compon
]
sysichassis-1/tla Ciaco UCSM Compon..
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Configure the Cisco UCS Manager Component

To set the UCS Manager component configuration:

1. Select Nodes Settings > “the UCS Manager component” > Shutdown Setting and click the pen icon
(see Figure 191).

Shutdown Settings Configuration
Powier source
Load segment =
laster - Shutdown duration s&cond(s
Master - Shutdown after value sacond(s
Remots Shutdown i
Set power capping change fimer -1 second(s i
Global Pawer Alocation Palicy Manual Blade Level Cap b e
Current Power budget 100 v
Current Pawer Control Policy Priority Impossible o
Future change of power capping Disable b d 7
Future Power budget unbounded [
Future Power Conlrol Pabicy Priority Impossiole 4

(o) (s )

Figure 191. Shutdown Settings Configuration

Power source, Load Segment, Remote shutdown, Shutdown duration, and Shutdown after value are standard
IPM options and are not described here. The following topics are discussed:

« difference between “current” and “future” options

« power capping timer

« global power allocation policy

« policy-driven power capping

« manual blade-level power capping

« power control policy and priority

« power budget

Difference Between “Present” and “Future” Options
The current Power Budget or Policy Priority are the values that are currently set in your UCS Manager (see
Figure 192). Any change on those in IPM permanently sets the new values on UCS manager.

The future Power Budget or Policy Priority are the values that will be temporarily set in your blade. When the
power failure occurs, the older values will be set back in your blade after the power come back.

Power Capping Timer

The power capping timer will set the Power Capping as specified by the duration (in seconds). See Figure 192.
It launches immediately after a power failure. The value -1 signifies no timer set.
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Power spurce

Load segment

Remofe Shutdewn:

Waster - Shutdown duration
lMaster - Shutdown after value:

= | Shutdown Settings #

Set power capping change timer:
Gigbal Power Allocation Pelicy

Selectall [7]
Hone
Master output [ ]
120 second(s)
-1 second(s) [}
Shutdown Disabled [7]
-1 second(s) [7]
Manual Blade Level Cap [}

Current Power budget unbounded []
|C|.run1 Powser Control Pobicy Priority - 51 [
Future change of power capping Disable |
Future Power budget : unbounded
[Future Power Control Poicy Priorgy. no-cap ||

Figure 192. Shutdown Settings-Set Power Capping Change Timer

Global Power Allocation Policy
The global cap policy is a global policy that specifies whether policy-driven chassis group power capping or
manual blade-level power capping will be applied to all servers in a chassis (see Figure 193).

Two global allocation policies in IPM are:

« policy-driven power chassis group power capping

« manual blade-level power capping

Policy-driven Chassis-level Power Capping

When policy-driven power chassis group power capping is selected in the global cap policy, Cisco UCS can, at
the blade level, compute the amount of power allocated to a chassis based on priority (see Figure 193).

/A IMPORTANT

A service profile has to be attached to a blade to set priorities on a blade.

‘_'""'" liame Descrpien Cans 5 &y sysichassis-1iade-3 (v Configuraser|
B L
Windews NTR 51.09 inturga -}
o oo " N ] M Y] T —
U dReceblag .
e UEE Hage weryver 1 ]
Evara Logw ‘ e ¥ Seiwci gl
g ewna Liar i
Ll UCS Blade serve o
Bk Cancar wo o
Blaragasant . (] UCE Bage Riryv s -1
| rocies dusnge.
[ "N UES Biade nérver 5 o = shutdown settmgs &
|l conaguraten Peicua. Bakars ol
UCS Bisde SErver (ARl
-nea wo »
e D -y
i ‘::: 20 UES Blade narver -] Load segmant Master catput
Jaruzisan L 120 pacond(s)
itaa nateans Connacaea -1 second(s)
A Dam Darms Basagamun Shuidown Disabled
aann -1 second{s)
Lo Policy Dreven Chasais Sroup Cap |
lnar L ¥
Impossibie
Futute chanpe of power Cappng Disabie
Futyne Power unbounded
Futune Peviner
Bty Impoasilie

Figure 193. Policy-driven Power Chassis Group Power Capping
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Manual Blade-level Power Capping

When manual blade-level power capping is configured in the global cap policy, you can manually set a power
cap for each blade server in a Cisco UCS instance (see Figure 194).

If the server encounters a spike in power usage that meets or exceeds the maximum configured for the server,
Cisco UCS Manager does not disconnect or shut down the server. Instead, Cisco UCS Manager reduces the
power that is made available to the server. This reduction can slow down the server, including a reduction in

CPU speed.

E-1°N Intelligent Power® Manager

Warm @ Mode LSt @ Node cosfsration
it tiame Descnghon =] a el sysichassls-1tlade-3 » Corfigurntion]
EgNocaLar - 3 z
o Posaraures a (] Wredaem TR 01 1 Frabger S @ S e i
1 Hoca biag e
o LS Duaede garver o
St Bvana Lage ®o & Ssiecial
aeeaLa ULS Bande gereer o urs e
*Boaem Calndar wa v UBsL
1 Mgy . (] WL Elsde saroer B
1 o sasngs. g
| hacan Lggrae e o TS Bide Barvar o
|7 C orfguraden Poke s -3 Ealert uf
= .o S Biwde sarer - -“:;:E
Ji:-:l‘:::nw . a ULE Binde sarver -1 Alasier et
D aea #
T Shemican 130 second{s)
> n
Jehaama e aeas A wegendl s}
A L Cre B hytdown Disabled
[F P 1 aaccnidla)
Jiea Manual Blads Level Cag]
B UnarLer unbounded
Impoesibie
Dizabia
unbourded
Impossibie

Figure 194. Manual Blade Power Capping

Power Control Policy and Priority

Cisco UCS uses the priority set in the power control policy, along with the blade type and configuration, to
calculate the initial power allocation for each blade within a chassis. During normal operation, the active blades
within a chassis can borrow power from idle blades within the same chassis. If all blades are active and reach
the power cap, service profiles with higher priority power control policies take precedence over service profiles
with lower priority power control policies.

Priority is ranked on a scale of 1-10, where 1 indicates the highest priority and 10 indicates lowest priority. The
default priority is b.

For mission-critical applications, a special power priority called no-cap is also available. Setting the priority to
no-cap prevents a Cisco UCS from leveraging unused power from that particular blade server. The server is
allocated the maximum amount of power that the blade can reach (see Figure 195 and Figure 196).
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| Shutdown Settings #

Power source

Load segment

WMaster - Shutdown duration:
aster - Shutdown afteér vaklue:
Remote Shutdown:

Set power capping change timer:
Global Power Alocation Policy:
Current Power budget

Manual Blade Level Cap

Select al

Hone

Master output

120 second(s)

-1 second(s)
Shutdown Disabled
-1 second(s)

i e B!

10000

unbounded ||

| Current Powser Contrel Policy Priority - 5101
Futuré change of power capping: Disable |_
Futureé Power budget : unbounded [7]

[Future Power Cantrol Faicy Friorey. no-cap |||

Figure 195. Shutdown Settings-Current Power Default Setting (Priority 5)

= | shutdown Settings &

Power source

Load segment

Mastér - Shutdown duration:
Master - Shutdown after value:
Remote Shutdewn:

Set power capping change timer:
Giobal Power Allocation Pelicy:
Current Power budget

Manual Blade Level Cap

Select al

Hone

ooE

Master output

120 second(s)

-1 second(s)
Shutdown Disabled
-1 second(s)

100EO

unbounded [ |

| Current Power Control Policy Priority : 5[]
Future change of power capping: Disable |_
Futuré Power budget : unbounded [7]

[Fitire Fower Cantrol Foicy Friorey. no-cap |||

Figure 196. Shutdown Settings-Current Power Not Set Due to No-Cap Service Profile

Power Budget

Power budget allows you to specify the maximum amount of power (in watt) that the server can consume at

one time.

If the value is set to “unbounded,” no power usage limitations are imposed upon the server and the future
temporary power budget is disabled (see Figure 197). The server can use as much power as it requires.

+ Shutdown Settings &

Power source:

Load segment

Master - Shutdown duration
Iaster - Shutdown after vakie:
Remote Shutdown

Set power capping change limer;
Global Power Alocation Policy

Select all
Hone
Master output |
120 second|s)
-1 second(s) |
Shutdown Disabled |
-1 second(s) |
Manual Blade Level Cap |

OOOOEMN

| Current Power budget - 100 (]
Current Power Conirol Palicy Priority Impossible _|
Future change of power capping: Disable | |
I Future Power budget : unbounded I_}
Future Power Cantral Pobcy Priority Impossible [

Figure 197. Shutdown Settings-Future Temporary Power Budget is Disabled
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Common Errors and Notifications for the Cisco UCS Manager Component

1. You can't set a shutdown to a blade that doesn't have a service profile assigned (see Figure 198).

Event details *
Date: 051172013 - 1:41:37 pm
Type: @ Eror
Module: KodeSeftings
Message: Error seting the shutdown on sysichassis-1/blade-3
Details: Can't set the shutdown, no service profile attached to the blade

Figure 198. No Service Profile

2. You can't set a priority to a blade that doesn't have a service profile assigned (see Figure 199).

Event details x

Date: 05M1R2013 - 14221 pm

Type: @ Error

Module: NodeSettngs

Message: Error seting the Pewer Control Policy Prierty on sysichasss-
1/blade-5

Details: Can't set the Power Control Policy Priority | no service profie
attached to the bade

Figure 199. No Service Profile

3. IPMcan't find a UCSM on the IP provided (see Figure 200).

Event details x
Date: 05112013 = 12632 pm

Type: @ Error

Module: CiscoWWebService

Message: Error during the Cisco UCSH connection process

Details: Hosthitp:/10.130.38. 238/ config: UCSMSatelisg

com.eaton pasof ucsmbus. reqistenars UCSMConnexionCpenlistensr
An V0 exception occurs in reguest, check whether the UCSM server
& running or whather the P is eorrect

Figure 200. UCS Manager Not Found
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4. A wrong value has been set for the power budget (see Figure 201).

Event details *
Date: 0SM 12013 - 1:45:43 pm
Type: @ Errar
Moduile: HodeSettings
Message: Errar setting the Power Control Policy Priorty on sys/chassis-
otade-1
Details: The priority should be a value between 0 to 10 (or no-cap)

Figure 201. Wrong Power Budget Set

5. A new power budget has been requested by the client (see Figure 202).

Event details e
Date: 05112013 - 13233 pm
Type: n miarmation
Module: CiscoPowerCap
Message: UCSM: & new Power Budgel valie has been reguested on

sysichasss-1/blade-3

Details: New Power budget value requested | unbounded

Figure 202. New Power Budget Requested

6. A new power budget has been successfully set by the server (see Figure 203).

Event details x
Date: Q512013 - 1:32:33 pm
Type: & intormation
Maodule: CiscoPowerCap
Message: UCSH: A new Power Budgel has been successtully set on

sys/chassis-1/blade-3

Details: & new Power budget value has been successfully sef at
unbounded(2013-11-08T13:32:32.450)

Figure 203. New Power Budget Successful
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Chapter 13 Virtual Appliance

This chapter describes deploying the Eaton Intelligent Power Manager (IPM) as a virtual appliance including:

« Deploying a Virtual Appliance in VMware vSphere
« Configuring a Virtual Appliance
« Security for the Virtual Appliance

Prerequisites and Requirements

Minimum System Requirements
The IPM virtual appliance can be installed on all hypervisors that support OVF/OVA templates.

« 14 GB data store

« 1GB free memory

0 NOTE Microsoft SCVMM feature is not supported on this virtual appliance.

Free Version Limitation

IPM as a virtual appliance is delivered as a “Basic” version with the limitation of 10 nodes (UPS/PDU devices).

To install a new license, see”License Code"” on page 10 for more information.
To supervise more than 10 nodes, please contact sales representative.

« 10 to 100 nodes need an upgrade with the Silver License (Ref:66925)
« Unlimited License need an upgrade with the Gold License (Ref:66926)

Deploying a Virtual Appliance in VMware vSphere
To deploy the IPM virtual appliance:

1. Download the virtual appliance from http://pgsoftware.eaton.com.

Connect to the ESX/ESXi or vCenter from your client computer using vSphere.

Log in as a user who has permission to create, start, and stop virtual machines.
Choose File > Deploy OVF Template (see Figure 204).

Choose either Deploy from URL or Deploy from file, based on the location of OVA file.
Select the OVA file. Click Next.

Click Next.

©® N O oA W N

Follow the instructions provided on the Deploy OVF Template (see Figure 204).
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[ Deploy OYF Template

O¥F Template Details
Werify OYF template details.
Source
OvF 1emplatt Details
4 e Produck: TPM-1.40
Version: 1,40.00,102

Wendor: Eaton
Publisher: & Eaton Corp

Download size: 724,6 M8

Size on disk: 1,7 GB (thin provisionsed)
12,0 B (thick provisioned)
Description: Ideal fior menitoring and managing multiple power devices,

Intefigent Power Manager software delivers a global view across
the network from any PC with an Internet browser and will phug
directly into your vCenber dashboard.

This versatile software is compatible with other manufacturers’
UP5s, environmental sensors, ePDUs and more. Manager delivers
zero downtime by triggering vMotion to move virtual machines to
an available server during a power outage.
nmmmﬁmﬁmfucrﬁ:ﬂﬁmhquehﬁ
shutting down servers in clusters.

‘Whenever a power event occurs, Manager will send alarm
notifications directly to your vCenter dashboard,

Help I < Back I Nexk > I Canced

Figure 204. Deploy OVF Template
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Configuring a Virtual Appliance

To log into the virtual appliance you can use:

« Standard Console of your hypervisor
« SSH Client

With a Standard Console, you will see the following screen (see Figure 205).

IPH - 1.60.199

To access the Intelligent Power Manager web interface:
Connect with a web brouser to hitp:/-10.130.33.196:4679

To access the Intelligent Power Hanager console through ssh:
Connect with ssh client to IP: 10.130.33.19%
- Login: root

- Password : manager

LogLog in
T2 Set timezone

umu_balloon: fFailed to initialize ue

1 umu_balloon: failed to initialize umci doorbell

Figure 205. Standard Console
With SSH Client use the following credentials:

« Login: root

« Password: manager

e

NOTE To enable the first remote access, the root access is enabled for the SSH daemon.
0 For security issues, you can disallow the connection of the root user in
“letc/ssh/sshd_config” and set “PermitRootLogin” to no.

Setting Security for a Virtual Appliance
To minimize security issue, Eaton has installed and pre-configured the firewall.

Basic Firewall Configuration
The firewall is pre-configured to drop all connection except SSH and Eaton web and devices connection.

You can only connect on the virtual appliance through Eaton Web Page or SSH connection. For example, the
Virtual Appliance doesn't respond to “Ping” (an ICMP response is not allowed).

Eaton Intelligent Power Manager (IPM) User's Guide v1.60 P-164000289—Rev 5

183



Virtual Appliance

Advanced Firewall Configuration

If you want to customize the firewall configuration, you need to have:

« Knowledge of iptables
« Credentials to connect on the Virtual Appliance
« SSH Client

[rootflocalhost ~1# iptables -L —v
Chain INPUT (policy DROP 655 packets, 61197 bytes)

pkLs bytes target prot opt in ouL.. .. S0ource destination
127K T9M ACCEPT all — any BNV anywhere anywhere state RELATED,ESTABLISHED
3 144 LACCEPT Locp — any BN anywhere anywhere Lop dpt:ssh
1316 78424 ACCEERT Ltgp —— any any anywhere anvwhere Lo dptimgesupervigion
a 0 ACCEFT kCp —— any BnY anywhere BOYWhELE LR dpL:mgeEmAnagement
7638 17M RCCEPT udp -—— &0y 2nY anywhere anywhere udp dpt:mgesupervision
3856 461K RCCEFT ujp — any =115 anywhere anywhere udp dpL:ngemanadement
0 0 RCCEFT udp -— any Y. anywhere anywhers udp dpt:bpcp-poll
0 0 ACCEFT ujp -——- any =115 anywhere anywhere udp dpL:bpcb-Lrap.
4] [i] BCCEPT Lcp — any any anywhere anvwhere Lon dpt:616l16
a 0 ACCEFT Lcp —— any BnY anywhere BOYWhELE tcp dptirmiregiacry

Chain FORWARD (poclicy DROP 0 packets, 0 bytes)
pkt3 bytes target prot opt in ouL . ... 3ource destination

Chain OUTPUT (policy RBCCEPT 45494 packets, 12M bytes)
pkta bytes target prot opt in ouL . ... Source destination

Figure 206. Firewall Configuration
To modify the default configuration, you need to edit the script in /etc/init.d/firewall.

You can see how the “firewall” is configured to be launched after each startup in Figure 207.

[rontBlocalhost ~]#chkcoonfig —-list

Eaton—-IFM O:zoff l:off 2:on 3:on 4:off S:on 6zoff
firewall O:zoff l:off 2:on 3:on 4:0ff S:on &:off
3ahd O:0ff l:0ff 2:0n 3:o0n 4:0n S:on 6:0ff

Viare-tools O:zoff 1:off 2:on 3:on 4:off S:on 6zoff
Figure 207. Modify Default Configuration

To Start or Stop the Firewall

To start the firewall:
[root@localhost ~1# /etc/init.d/firewall start
To stop the firewall:

[root@localhost ~]# /etc/init.d/firewall stop
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NOTE After upgrading IPM software (1.28 to 1.40 for example) you must add these two
rules in the firewall:

/sbin/iptables -A INPUT -p tcp --dport 61616 -j ACCEPT #EMC4J
0 MessageBus
/sbin/iptables -A INPUT -p tcp --dport 1099 -j ACCEPT
#rmiregistry
Configuring IPM

To configure IPM, see “Configuring IPM".
VMware Studio References

Virtual Appliance on VMware Website

« Visit http://www.vmware.com/support/developer/studio for more information on Virtual Appliance on
VMware website

Firewall (iptables)

« Visit the iptables project on the NetFilter website

« Project - http://www.netfilter.org/projects/iptables/index.html

- Documentation - http://www.netfilter.org/documentation/index.html
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Chapter 14

Service and Support

If you have any questions or problems with the Eaton Intelligent Power Manager (IPM), call your Local Distributor
or the Help Desk at one of the following telephone numbers and ask for a technical representative.

United States: 1-800-356-5737
Canada: 1-800-461-9166 ext 260
All other countries: Call your local service representative

Please have the following information ready when you call the Help Desk:

« Model number

« Serial number

« Version number (if available)

« Date of failure or problem

« Symptoms of failure or problem

« Customer return address and contact information

If repair is required, you will be given a Returned Material Authorization (RMA) Number. This number must
appear on the outside of the package and on the Bill Of Lading (if applicable). Use the original packaging or
request packaging from the Help Desk or distributor. Units damaged in shipment as a result of improper

packaging are not covered under warranty. A replacement or repair unit will be shipped, freight prepaid for all
warrantied units.

NOTE For critical applications, immediate replacement may be available. Call the
0 Help Desk for the dealer or distributor nearest you.
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Chapter 15 Appendix A

Web Interface and Cryptography

The web interface of Eaton Intelligent Power Manager is available in plain text at http://<host>:4679/ or through

a secure channel at https://<host>:4680/, where <host> is the host name or IP address of the machine hosting
the Eaton IPM.

For cybersecurity reasons, by default, the plain text page redirect to secured one. To manually activate

unsecured plain text pages, go to Settings > System > Security settings and uncheck the option "Force HTTPS
mode to access to the interface".

= Logout “admin®
i . = Help o
E TN intelligent Power® Manager 5
Views “ & System aEU-I system information
2 Views Interval Every week -
£3 Mode List Last Update. {no update done) @ s ianguage
uu,iNDde WMap Next Check Update 08/03/2018-16:57:35 aEml scan semngs
=+ Events Logs # Modiles Settings
% 2 Events List Management Disabled et upeate settings
& Events Calendar Shutdown: Disabled by Check for updales
1 Conneclors: Enabled
=4~ Semngs Infrastruciure
_'J‘_'L o Site Becovery Manager®: Disabied ¥ Edit moduies setings
E‘“ o Y Third Party Connection (vRops | OpenStack AF). Enabled = Egi —
i Data Center iManagsment: Disabied omd M ———
4 Infrastructire Connectons Ujmer drivers: Erinbiled %E L i
@ system Redundansy Disabled
3 | Log Jlrnpmi configuralion
-4 X “1 Security settings
8 User List Force HTTPS mode o access 1o the inlerface: Enabled

Figure 208. IPM Security Settings

IEdRscmritrsctlhqs b

Force HTTPS mode to access to the interface: ¥

% [ Save ][ Cancel ]

Figure 209. Save Security Settings

By default, when a client connects to the secured interface, IPM use a RSA-2048 key and a self-signed
certificate. This should be warned by web browser by a security alert message. You can go through by selecting
"Continue to this website", directly available or through an advanced settings section depending of the browser.

NOTE If you deactivate the option, you have to clear the browser cache and to refresh the web page.
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There is a problem with this website's security certificate.

server,

We recommend that you close this webpage and do not continue to this website.
Click here to close this webpage

@c g

% Continue to this website (not recommended)

= More information

The secunty certificate presented by this website was issued for a different website's address.

The security certificate presented by this website was not issued by a trusted certificate authority

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the

Figure 210. Security Alert Message

An administrator can set its own private key and certificates by putting them in respectively key.pem and
cert.pem files in the “bin” subdirectories of the installation directory (typically C:\Program Files
(x86)\Eaton\IntelligentPowerManager\bin). They will be taken in account after a restart of the Eaton Intelligent

Power Manager service.

For more details about Cybersecurity recommendations please review this document “IPM Recommended

Secure Hardening Guidelines”

Available in “White papers” section on eaton website :

http://www.eaton.com/us/en-us/catalog/backup-power-ups-surge-it-power-distribution/

eaton-intelligent-power-manager.resources.html

Create an Action

190

Prerequisites

None

Example Procedure
1. Select Settings > Actions / Events.

In the right panel, click Create a new action.

Select the Action type you want to perform (E-mail, VM Host Power action, and so forth).

2
3
4. Select the Event on which you want the action to be launched.
5

Configure the Settings of the Action (see Figure 211).
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Create new action

Action active™:

Action name™:

Action type™:
Events List™:

Settings:

#
Test action

Email

3 Events; Information Alarms, Warning Alarms, Critical Alarms

Name

SMTP server"

SMTP server ..

Login
Password
Recipient”
Sender
Subject

Message

Value

smip.server.com

25

To be defined

P VW™

Save

J

Cancel

W

Figure 211. Create New Action

Create a Configuration Policy

Prerequisites

None

Example Procedure
1.

2.

Select Management > Configuration Policy.

policy dialog displays (see Figure 212).
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Create new configuration policy b

Confiouration policy name*: I ]

Target nodes:

N E

Class list:

Configuration policy seftings:
| Class Doata Value Edit

| Cancel

Figure 212. Create New Configuration Policy

3. Select the pen icon for Class list to enable the configuration of:

- Asset Information

- Runtime threshold settings
- Power Source

- User Settings

4. Inthis example case, select (check) the Power Source checkbox to add the Power Source class, and then
click Ok (see Figure 213).

| Add/Remove classes |

[T Asset Information
[7] Runtime threshold settings
[#] Power Saurce

[C] User Settings

[ Ok J [ Cancel

Figure 213. Add/Remove Classes

5. Select the pen associated with Target nodes to add or remove classes in the configuration policy.
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6. In this example, select nodes from the “Available nodes list” and transfer them to the “Selected nodes
list” using the right arrows, and then click Ok (see Figure 214).

Edit node list of group
Available nodes st

Type Mame ~

|;?;| -

Selected noges list
Type Hame

g Location: No location (3 ltems)

= Locatin: MBT Lab-Com-A01-Hack-04-akm-02 (1 “ vl 1T mbt kab #n com
r":“] e fill weaxl 16 mbt kab edn com
\!] pedalE mbl lab &tn.com k
- wasxi 15 mbl Lab &4n.com
5 Locatkon: MBT Lab-Support {2 Items)
d Ipm suppor mit lab etn.com
3 (s
o Location: Mo location (160 Itenrs)
. o win-rggpam43hiy mbil b ¢in com
i@ vCenlerdE-a2 (5.5)
LT vCanmedE (5.5}
W vCenierE
[ pdul2 mbt lab atn com
’\‘:_q pdir] 1 mibtlab efn.com
'\.:‘:' peul7 mbtlab &tn, com
) pAuDS mibt ak.atn. com
s BpduCH mibt.|ab stn. comkdd
@ epdu7S mitlab.sin, comidl -
Lo J[ cocel |

Figure 214. Edit Node List of Configuration Policy
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7. Then, in the “Configuration policy settings’ configure the correct power source (see Figure 215).

Edit selected configuration policy

Configuration policy name®: | PowerSourceConfigurationPolicy

Target nodes: 3 Nodes: vesxil5.mbt.lab.etn.com, vesxil6.mbt.lab.etn.com,
vesxilZ.mbt.lab.etn.com

Class list: 1 Class: Power Source

Configuration policy settings:

Class Data Value Edit

Power Source Power Source* ups9.mbt.lab.et... y

Power Source Load Segment* Master output y
Save ] [ Cancel

Figure 215. Edit Selected Configuration Policy

8.

With this configuration, the three ESXi selected have the Power Source ups09.mbt.lab.etn.com.

Add a VMware vCenter Connector

194

Prerequisites

None

Example Procedure

1.
2.
3.

Select Settings > System.
In the right panel, select Edit modules settings and enable Infrastructure Connectors.
Select Settings > Infrastructure Connectors.

In the right panel, select Add a connector. In the Add a connector dialog, select product type VMware
vCenter (see Figure 216).
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Add a connector X
Product: VMware vCenter ' |
Hostname or IP Hostname or IP address
address:

Port: 443 (default)
Username: Domain\Administrator
Password:
Polling delay; 30 (default)
vCenter Plugin: |

[ Save j [ Cancel ]

Figure 216. Add a Connector

5. Check that the connection is listed in the Infrastructure Connectors panel (see Figure 217).

E-T-N Intelligent Power® Manager

Wigws w i | Infrastructure Conmectors
'3 .j,:'rm Hostnamsa or IP acdreas -
212 7 Wosde Lisd
@T}'pﬂ ‘Lps = Product: New WMware ESY ] ES)i through »Center {3 Thenms)
GTTPE ‘POLF wesntil Srmbl fab &ln com
ETTPE id vasxi B.moLiab.etn.com
& Trpe PP
iy r B
Type 'Slorage veaxit 7 miod b efn.com
il Wi Hosl®
= m e i = Product: New VMware vCenter (1 Item)
o ' Mesde Map 2.
=5 Evanls woenipelE mbt lab_atn com

- Events List
|8 Events Calendar
== Managemeant
I8 Hodee S=tings
Il roass Upgrace
EHGrous setngs
= 55 Setings
B Auto Discavery
T Actions
(P mfrastructura Connectors
@Sy&mm
oo
muanr Lt

Figure 217. Infrastructure Connectors
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Create a Filter

Prerequisites

None

Example Procedure

You can create a subview from Type to filter the VMHost, VMs, and vApps.
1. Select Views > Node List or click the configuration icon.

2. Right-click and select Create a sub view from (see Figure 218).

3. From the Criteria drop-down list on this dialog, select Type.

Create a sub view from ... x
Criteria: Type -

[ Save ” Cancel ]

Figure 218. Select Type

4.  You should see several new filters, depending on the nodes you have.

VMware & VMHost Shutdown

The following procedure describes how to make configuration policies and configure the IPM to shut down
VMware ESXi after a UPS power failure.

Prerequisites
« Know VMware vCenter and VMware ESXi
« Know how to Add a VMware vCenter Connector

« Know how to Create a filter (Optional)
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Example Procedure

1. Select Management > Configuration Policies.

2. Create a new configuration policy with the Class Power Sources Identification in the configuration policy
name field and class shutdown settings (see Figure 219).

Create new configuration policy *

Configuration policy name*: |RuntimeConfigurationPolicy

Target nodes: 3 Nodes: vesxil7.mbt.lab.etn.com, vesxil6.mbt.lab.etn.com,
vesxil5.mbt.lab.etn.com
Class list: 1 Class: Runtime threshold settings
Configuration policy settings:
Class Data Walue Edit
Runtime threshold settings Shutdown Timer (undefined) -1s

Runtime threshold settings Remaining Time Limit (undefi... 0s

Runtime threshold settings Remaining Capacity Limit {un... 0%

W % % %

Runtime threshold settings Shutdown Duration {undefined) 1205

Save ] [ Cancel

Figure 219. Create New Configuration Policy

3. Select Settings > Actions / Events.

4. From the right panel, select Create new action with settings (see Figure 220).
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Edit action b3

Action active® V]
Action name™; ShutdownESXiAction
Action type™: VMHost Power Achions e
Events List™: 1 Events: Shutdown criteria reached ?
Settings:

Name Value

Command* shutdewn y

Target* Event Source t?

[ Save l [ Cancel ]

Figure 220. Create Shutdown ESXiAction

5. After the runtime threshold is reached, the action will be launched on each VMHost (shutdown in this
case).
VMware & Maintenance Mode
The following procedure describes how to put a VMware ESXi in Maintenance mode as the result of a specific
event.
Prerequisites
« Know how to install and connect on IPM web interface
« Know VMware vCenter and VMware ESXi

« Know how to Add a VMware vCenter Connector
« Know how to Create a filter (Optional)

Example Procedure
1. Select Settings > Actions / Events.
2. In the right panel, select Edit event rules.

3. Add a custom event (see Figure 221 and Figure 222).

198 Eaton Intelligent Power Manager (IPM) User's Guide v1.60 P-164000289—Rev 5



Appendix A

Information Alarms:
Waming Alamms
Critical &larms
Unknewwn State Alamms

Posver Fadure

Shutdown criteria reached

3 Custom

G Temperaturs Alarm EMP UPSO3

@ MalntenancaMode Event

(amaiaa (

Delete |

Event definition

Event name™;
Event message:
Event saverity:

Event mode:

Trigger

RunTime on batbery (5)

MaintenanceMode Event

Maintenance mode event!

@ Warning

Trigger if any condition is zatisfied

Source

ups03.mbt lab.etn com

Condition
Greater than 50 s

g ) [ eoee. J[_ peme || c0c |

Bring the selected rule down ||
Associzted Actions: <No action>
(o J[ conce ][ ook ]

Figure 221. Advanced Event Definition
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0 NOTE Before version IPM 1.50, a maintenance timer was used to match this object.

| Object selector X
Object list Object definition

4 Event object Standard - RunTime on battery (s)

It is the elapsad time on battery since utility failure durng
@ Event abject Custom 2. a sequence of zutonomy. This time Is in seconis.

4 Standard alarm object Type: Number

Unit:
# Standard date object el

o Standard environment object
g Standard information object
3 Standard measure object

3 Standard shutdown object
RunTime io shudriown (s)
RunTime on battery (a)

[ Total estimate finse before URS stop
Bamery capacity (%)

| Balery mumlire (s
[ UPS mastar shutdown delay is)
UPS oullel #1 shuldown delay i5)

UPS gullat 22 sholidown deidy (3

& Standard system object -

[} Display only objects present in: | A

Lo I cms ]
Figure 222. Object Runtime on Battery

4. On the Rule definition dialog, select the source and the value (see Figure 223).

Rule definition o
Rule trigger™; RunTime on battery (s)
Rule source: ups03.mbt.lab.etn.com
Rule operator™: Greater than v
Value: 50
Grace period: None b
[] Ignored if source trigger not defined.

[ ok ] [ Cancel ]

Figure 223. Rule Definition

5. Select Settings > Actions / Events. In the right panel, click Create a new action.

6. From the Create new action dialog, select the Action type Host Power action. Click Save (see Figure 224).
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Create new action

Action active:

Action name™:

Events List™:

Events Source:

Action type®:

Action Settings:

| |
Any sources
||
Email
Command
Modtific aticn
Event Log

Hest power action
WM power action

WM migrate action
vApp power action

I [ Cancel

Figure 224. Create New Action

7. From the Create new action dialog, select the Events List (see Figure 224).
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202

Select assodiated events... ®
:
Events List
Edit actiog

= 3 standard

Actian O @  Information Alarms
] @ Waming Alarms
4 1 na T
@  Ciltical Alarms
Actiontyf| | O] €  Unknown State Alarms
Events Li @  PowerFaiure 51
;
vee | @  Shutdown critenia reached

5 Custom

¥l @ MalntenanceMode Event

ok )| cencet |

Figure 225. Events List for Select Associated Even

8. From the Select associated events pop-up, check the Custom box for MaintenanceMode Event. Click Ok
(see Figure 225).

9. From the Edit Action screen, select the command, “EnterMaintenanceMode” (see Figure 226).
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10. From the Edit Action dialog, select the Target.

Appendix A

11. Click Save.
Edit action
Action active®: 7|
Action name™: Maintenance Mode Actions
Action type™: WMHost Power Aclions ¥
Events List*: 1 Events: MaintenanceMode Event ;
Settings:
Mame Value
Command* EnterMaintenanceMode Task y
Target” vesxi03.mbtlab etn.com (vcenterl2.mibt... &

Save l [ Cancel

Figure 226. Select Target on Edit Action

12. If you want to have this action launch on several servers, you can create a configuration policy with them

and launch the command on the configuration policy.

VMware & VM Migrate on EMP

The following procedure describes how to migrate virtual machines from an environment event.

Prerequisites

+ Know VMware vCenter and VMware ESXi

« Know how to Add a VMware vCenter Connector

« Know how to Create event from EMP Temperature
« Know how to Create a filter (Optional)

Example Procedure

1. Select Settings > Action / Events.
2. Create a new action with action type, “VM migrate action.”

3. Select the Temperature Event created previously. Click Ok (see Figure 227).
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204

Select associated events...
Events List
5 Standard
[Tl @  Information Alarms
[ @  Warming Alarms
[Tl @  critical Alarms
[[] €  Unknown State Alarms
[F] @  Power Failure
= o Shutdown criteria reached

5 Custom
@  Temperaturs Alarm EMP UPS03

[ Ok ] [ Cancel

Figure 227. Select Temperature Event
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4.  From the Edit action dialog, configure the settings (see Figure 228).

5. Select the VMs to migrate (VMs or configuration policy containing VMs).

6. Select the target Host.

Edit action

Action actve™:

Action name™;

Action type®:
Events List*:

Settings:

x
v
VMMigrate
VM migrate action »
1 Events: Temperature Alarm EMP UPS03
Name Value
WM to migrate* GroupShutdownVvMs70-80 @

The hosttarget” vesxi16 mbilab eln.com (veenterls mbt... ﬁ

I Save ] l Cancel i

Figure 228. Select Target Host on Edit Action

7. Click Save and the configuration is completed.

Create Event from EMP Temperature

Prerequisites

None

Example Procedure

1. Select Settings > Action / Events.

2. Click Edit event rules in the right panel.

3. Add a custom event (see Figure 229).
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Advanced Event definition
Events list Event definition
& ‘s a Event name*: Temperature Alarm EMP UP503
Event message: Wamning!
@ Information Alarms - e n_g
- Event seventy | @ Critical >
Q Warning Alamms
Event mode: Trigger If any condition Is satisfled >
@ Critical Alarms
e Unknown State Alarms Tk From Condilioa
0 Porer Falure
@ Shutdown crena reached
= Custom
o Temperature Alam EMP UPs03
pad. ] | |
Associated Actions: <No action>
Add.__|[___peets_)  Actonlit., |
[Look [ ceme ][ oo |

Figure 229. Advanced Event Definition
4. Add a Trigger.

5. Select the Rule trigger on the environment Object “Temperature.”

6. Select the Source if you want to check only one EMP.
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Dbject selector

- Object list
El Event object Standard
@ Fvent ohject Custom
4 Standard alarm object
g Standard date object

o Standard environment object

Emvronment communicalion lpst

Envirenmenl sensor humidity( 3}

B OO0 8

[{i Humidity alarm of environment sen
[l Gravity lavel of environment dry co
[ Emvironment dry contact [x]

4 Standard information object

g Standard measure object

g Standard shutdown object

@ Standard system object

@ Standard virtuzlization obiect

[T Display only objects present in:

Temperature of enviropment senso...

Temperature alann of environment

X
Object definition
= Temperature of environment sensor [x] ({unitTemp ]
This is the temperature of ane environment sensar in *C or
°F according the application sattings.
Type: Number
Unit: *C
el
» | O Index:
Z|
[ ok [  conced |

Figure 230. Object Selector

7. Select the value and click Ok (see Figure 230 and Figure 231).
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Advanced Event definition
Events list Event definition
= Standard =) Event name": Temperature Alarm EMP UPSD3
Event message: Warning!
0 Iniformiation Alaims
Event severty: @ Critical

@ wWaming Alamms
@ Crical Alams Event mode: Trigger if any condition is satisfied
itical Al

Town State Alarms
Unknown State Alarms Trigger Source

Temperature of environment senso upsll mbt fab ein com

Shutdown critena reache:

o
m Poweer Failure
Lt]

= Custom

o Temperature Alarm EMP UPS03

Associsted Actions: <Mo action>

Lok |[_ comca |[_ aooty

C ondition

Greater than 78 °C

Figure 231. Advanced Event Definition
Site Recovery Manager (SRM) with IPM 1.50

VMware Documentation and Packages

« SRM documentation (Installation, Configuration)
« VMware SRM 5.1 documentation

« VMware SRM 5.5 documentation

SRM Packages
« SRM 5.1
« SRM5.5

Prerequisites

« Java installed

« Knowledge of IPM Infrastructure Connectors

« Knowledge of VMware vCenter and VMware SRM

» Requires a Silver or Gold license to activate the IPM SRM module

Example Procedure
1. Select Settings > System.

2. Click Edit Modules Settings in the right panel.
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3. From the Edit modules settings pop-up, check the box for Site Recovery Management and click Save (see
Figure 232).

Edit modules setbings ®
¥ Management
1 5hubdown

] [nfrastruchura Connectors

If Sike Recovery Management I

1 Data Centar Managemant
& Usar drivars

& Redundancy

|

Figure 232. Edit Modules Settings

0 NOTE The Site Recovery Management selection is disabled with a Basic license.

4. You should now see a new column for SRM state in the Infrastructure Connectors panel (see Figure 233).

EFI*N Intelligent Power” Manager
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[ LTV = Product-letApp Storage (1 Mem]) -1
A stat | Averinaemant ra S it Lo #in.com [} i
0 st Croiue
1 smt - Parte g2 comreaizl 5 Product: New Vitware ESXESO through wCenter (12 Ttems) r
L @rime: o= wesil mil s com o e
[ 3+
\a L e sl ok 5 o ] Ue
(@ Tyoe . Soure S aimennle ; :
e P w5 s ko o ™
W Troe: w8 ik e oom ] e
Trow: Tctagy’ 0T - 21 cen ] e
| Tm VU ;
P riscn ta we sl it ok ets. Gom o "
& CaEveniy il v ke . czm o L
f
FzEvenm L w10 e . ] e
&E vents Casranar
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S Asemm
' . y
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Sl = Product: Now WHware uCenter (4 Thomc]
L Piabuatnactars Canraciarn :
Bspsum T L [ ] L] (] i
1L woseterd2 miU . et cam [-] [+] (] Ye
User Lnd " . "
; Wl SRS M Y [ ] a [} &)
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Figure 233. Infrastructure Connectors
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NOTE IPM automatically discovers the IP address of the SRM server through the
0 ExtensionManager and connects to it using the vCenter credentials.

Configure SRM Actions

Once you have this working, you can go to the action panel and add a new SRM action:

1. Select Settings > Action / Events.

2. Click Create new action in the right panel.

Edit action -

Action active: ¥

Action name™: My SRM action

Events List™: 1 Events Logs: Shutdown criteria reached
Action type™: tart a recovery plan ¥

Action Settings:
Name Value

Recovery plan®  vcenterl3 mbtiab etn.com - rpl é

Save “ Cancel I

Figure 234. Edit Action

3. From the Edit action dialog, complete the fields for your SRM action (see Figure 234).
« Action name: the action name (String field)

- Events List: the events that will trigger the SRM Recovery Plan, in the above example, a “Runtime
Threshold reached” event is selected.

« Action Settings: the action specific parameters

- Recovery plan: the recovery plan that will be launched (Failover Mode)

NOTE All fields followed by an asterisk “*" are mandatory. See the “Advanced Events and
O Actions” on page 29 for more informations.

4. After you are satisfied with your settings, you can save the configuration (see Figure 235).
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Figure 235. Actions / Events Panel

Monitoring Events and SRM Actions

After the expected event executes and the corresponding recovery plan is started, you can view event details
by selecting Settings > Log (see Figure 236).
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Figure 236. System Logs
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VMware & VM Load Shedding
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The following procedure describes how to shutdown VMs after a UPS power failure in a specific order of
configuration policies.

Prerequisites
« Know VMware vCenter and VMware ESXi
« Know how to Add a VMware vCenter Connector

« Know how to Create a filter (Optional)

Example Procedure

1. Select Management > Configuration Policies.
2. Click Create a new configuration policy in the right panel.

3. From the Create new configuration policy dialog, create a new configuration policy with the Class,
including Runtime Threshold Settings and Power Sources Identification (see Figure 237).

4. Select the Node to add in this configuration policy.
5. Configure the configuration policy settings with remaining capacity limit on 70%.

6. Click Save.

Create new configuration policy ¥

Configuration policy name*: | RuntimeConfigurationPolicy

Target nodes: 3 Nodes: vesxil7.mbt.lab.etn.com, vesxil6.mbt.lab.etn.com,
vesxil5.mbt.lab.etn.com
Class list: 2 Class: Runtime threshold settings, Power Source
Configuration policy settings:
Class Data Walue Edit
Runtime thresheld settings Shutdewn Timer {undefined) -1s @‘
Runtime thresheld settings Remaining Time Limit {undefi... 0Os @‘
Runtime threshold settings Remaining Capacity Limit {un... 70 % y
Runtime threshold settings Shutdown Duration {undefined) 120s y
Power Source Power Source® ups9.mbt lab.et. . y
Power Source Load Segment® Master output y

Save ] [ Cancel

Figure 237. Create New Configuration Policy

7. Copy the configuration policy and modify the Nodes List and the configuration policy settings to match
your environment constraints (see Figure 238).
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Figure 238. Configuration Policies List

8. Select Settings > Actions / Events.
9. Click Create a new action in the right panel (see Figure 239).
10. Select Action type: Power Action

11.  Choose the event on which the action will be triggered, which is “Runtime Threshold reached” in this
example.

12. Configure the following settings:
« Action setting: Shutdown

. Target selector: Select Event Source

F:1-N 1 Manager
Wurws. wid g Create new asion
A5 o
=l::'.r.r|-_=_=-w' Action insctie SUTPgarver st sarvar.com HEam setected nction
.’_.T"Iﬂ (53 Actos nkne Email SUTF saraar par 36 i T
L Type 00 Artos tysa sdEmail [ C@Tesi selected acion
Brype B Euenls Ll Imfonmation Alarms, Visming Alenms, Critcsl Alarms, Fasawon: (gRemess sziested acten
= Wnkmowen Sisiz Alerma Rrcplent recipleri@erver.com
- e (st avent s
%‘rm ...” Host i
3 e - Vel Mischini Hasaage: Alirm from [Source Name]t /Lol Duin] - [Ressage]
W Tede Mag Cigesi perod: Bvery manuts
3 Events .
Ay )
"
T RErare L-:. : o lassage (bessage]
S Earms Calantar action e Hotmcssion
& Mwragunany Aeter s murwdl etificsd oo
{Enacem sarmae Svecla Ll formation Alarms, Biarming Alkems, Citical Alsrms.
K heden lipgenin Mnkmown State Alarms
(EEMCraiss Saterga 9
o Satinga Acton active fartEISetnpan/ UPEwers ctor Command
s cevery At e Shaldowmn Vil on Criters Resched e
LT aciens At [yee, vmPowerAction factmiSetingn/ Wrewerachon Tarpel.
LNt iatracters Canneckan Fvenle Ll Shutdowm Griteria reached i Targe Lol
@symem
e
el
Figure 239. Actions
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Result after a Power Issue

Recent Tasks

Mame | Target | Skabus

ﬁ Initiate guest &5 shutdown G Debian?-vCenker06-69 @ Completed
;‘53 Initiate guest OF shutd own 5 Debian-vCerker0A-55 &  Completed
@ Initiate guest 05 shukd own G Debian7-vCenker D6-57 @  Completed
\"53 Initiate guest OS5 shutdown Eh Debian?-vCenker 06-86 @ Completed
@ Initiate guest 05 shutdown G Debian?-vCenker06-55 @ Completed
;‘ﬁﬁ Initiate guest 05 shutdavwn @ DebianF-wCenter 0h-54 @ Completed
@ Initiate guest 05 chukd own & DebianF-wCenter06-53 & Complated
#3 Initiate guest O shutdown (51 DebianF-vCenker 06-52 @ Completed
@ Initiate guest 05 shukd own 51 Debian?-vCenker06-51 &  Completed
."‘ﬁj Initiate guest OS5 shukd own G DebianF-vCenter 06-80 @ Completed
¥4 Initiate guest OS shutdawn 5 DebianF-wCarker06-90 @ Completed
-\‘fj Initiate guest ¢S shutdown (g1 DebianF-viCenker 06-91 & Complsted
@ Initiate guest 05 shutdown B Debian?-vCenker06-92 & Completed
¥ Initiate guest ©F shutdown G Debian7-vCenker 06-93 @ Completed
@ Initiate guest OF shukdown 5 Debian?-vCerker06-04 &  Completed
i‘fj Initiate guest OS5 shutdown 51 DebianF-vCenker 06-95 &  Completed
@ Initiate guest 03 shutdown 5 Debian?-vCenter06-96 & Completed
¥ Initiste guest 03 shutdown h  DebianF-vCenker 06-47 & Completed
@ Initiate guest O shutdown Eh  Debian?-vCenker06-95 & Completed
@ Initiate guest 05 shutdown G Debian?-vCenker06-99 @ Completed

Figure 240. Recent Tasks

Site Recovery Manager (SRM) with EMP

The following procedure describes how to launch a VMware Site Recovery Plan from an environment event.

Prerequisite

« Know how to install IPM

« Know how to configure VMware Site Recovery Manager
« Know how to Create event from EMP Temperature

Example Procedure
1. Select Settings > System.

2. Click Edit modules settings in the right panel and enable Infrastructure Connectors and Site Recovery
Manager.

Click Save.
Select Settings > Infrastructure Connectors (see Figure 241).

In the right panel, click Add a connector. Select product type VMware vCenter

o o B~

After it is created, make sure the SRM state column is in the Infrastructure Connector panel.
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Figure 241. Infrastructure Connectors

7. Select Settings > Actions / Events.

Appendix A

8. Inthe right panel, select Create a new action with SRM action. The Edit action dialog displays (see
Figure 242).

9. From the Edit action dialog, select the Events list.
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Edit action
Action active™:
Action name™:
Action type™*:
Events List™;

Settings:

Fd

Site Recovery Plan to Backup Site vCenter03

Starts a recovery plan

0 Events:

Hame Value

Recovery plan  veenter(3. mbtlab etn.com -rp1

Figure 242. Edit Action

10. Select the event you configured previously (see Figure 243).
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Select associated events... bt
Events List
g Standard
[C] @ Information Alarme
[ @  Warning Alarms
[ @  Critical Alarms
[C €  Unknown State Alarms
[C] @  PowerFaiure
[ @  Shuldown criteria reached

= Custom
@  Temperature Alam EMP UPS03

0k } [ Cancel

Figure 243. Select Associated Events

11. Click Ok to complete the configuration.
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